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Amazon AWS Certified Data Engineer - Associate (DEA-C01) Sample
Questions (Q117-Q122):
NEW QUESTION # 117 
A company uses Amazon RDS to store transactional dat
a. The company runs an RDS DB instance in a private subnet. A developer wrote an AWS Lambda function with default settings to
insert, update, or delete data in the DB instance.
The developer needs to give the Lambda function the ability to connect to the DB instance privately without using the public internet.
Which combination of steps will meet this requirement with the LEAST operational overhead? (Choose two.)

A. Attach the same security group to the Lambda function and the DB instance. Include a self-referencing rule that allows
access through the database port.
B. Configure the Lambda function to run in the same subnet that the DB instance uses.
C. Update the security group of the DB instance to allow only Lambda function invocations on the database port.
D. Update the network ACL of the private subnet to include a self-referencing rule that allows access through the database
port.
E. Turn on the public access setting for the DB instance.

Answer: A,B

Explanation:
To enable the Lambda function to connect to the RDS DB instance privately without using the public internet, the best combination
of steps is to configure the Lambda function to run in the same subnet that the DB instance uses, and attach the same security group
to the Lambda function and the DB instance. This way, the Lambda function and the DB instance can communicate within the same
private network, and the security group can allow traffic between them on the database port. This solution has the least operational
overhead, as it does not require any changes to the public access setting, the network ACL, or the security group of the DB
instance.
The other options are not optimal for the following reasons:
A . Turn on the public access setting for the DB instance. This option is not recommended, as it would expose the DB instance to
the public internet, which can compromise the security and privacy of the data. Moreover, this option would not enable the Lambda
function to connect to the DB instance privately, as it would still require the Lambda function to use the public internet to access the
DB instance.
B . Update the security group of the DB instance to allow only Lambda function invocations on the database port. This option is not
sufficient, as it would only modify the inbound rules of the security group of the DB instance, but not the outbound rules of the
security group of the Lambda function. Moreover, this option would not enable the Lambda function to connect to the DB instance
privately, as it would still require the Lambda function to use the public internet to access the DB instance.
E . Update the network ACL of the private subnet to include a self-referencing rule that allows access through the database port.
This option is not necessary, as the network ACL of the private subnet already allows all traffic within the subnet by default.
Moreover, this option would not enable the Lambda function to connect to the DB instance privately, as it would still require the
Lambda function to use the public internet to access the DB instance.
Reference:
1: Connecting to an Amazon RDS DB instance
2: Configuring a Lambda function to access resources in a VPC
3: Working with security groups
: Network ACLs

NEW QUESTION # 118 
A company needs to load customer data that comes from a third party into an Amazon Redshift data warehouse. The company
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stores order data and product data in the same data warehouse. The company wants to use the combined dataset to identify
potential new customers.
A data engineer notices that one of the fields in the source data includes values that are in JSON format.
How should the data engineer load the JSON data into the data warehouse with the LEAST effort?

A. Use an AWS Lambda function to flatten the JSON data. Store the data in Amazon S3.
B. Use the SUPER data type to store the data in the Amazon Redshift table.
C. Use Amazon S3 to store the JSON data. Use Amazon Athena to query the data.
D. Use AWS Glue to flatten the JSON data and ingest it into the Amazon Redshift table.

Answer: B

Explanation:
In Amazon Redshift, the SUPER data type is designed specifically to handle semi-structured data like JSON, Parquet, ORC, and
others. By using the SUPER data type, Redshift can ingest and query JSON data without requiring complex data flattening
processes, thus reducing the amount of preprocessing required before loading the data. The SUPER data type also works
seamlessly with Redshift Spectrum, enabling complex queries that can combine both structured and semi-structured datasets, which
aligns with the company's need to use combined datasets to identify potential new customers.
Using the SUPER data type also allows for automatic parsing and query processing of nested data structures through Amazon
Redshift's PARTITION BY and JSONPATH expressions, which makes this option the most efficient approach with the least effort
involved. This reduces the overhead associated with using tools like AWS Glue or Lambda for data transformation.
Reference:
Amazon Redshift Documentation - SUPER Data Type
AWS Certified Data Engineer - Associate Training: Building Batch Data Analytics Solutions on AWS AWS Certified Data Engineer
- Associate Study Guide By directly leveraging the capabilities of Redshift with the SUPER data type, the data engineer ensures
streamlined JSON ingestion with minimal effort while maintaining query efficiency.

NEW QUESTION # 119 
A company wants to migrate an application and an on-premises Apache Kafka server to AWS. The application processes
incremental updates that an on-premises Oracle database sends to the Kafka server. The company wants to use the replatform
migration strategy instead of the refactor strategy.
Which solution will meet these requirements with the LEAST management overhead?

A. Amazon Managed Streaming for Apache Kafka (Amazon MSK) provisioned cluster
B. Amazon Data Firehose
C. Amazon Managed Streaming for Apache Kafka (Amazon MSK) Serverless
D. Amazon Kinesis Data Streams

Answer: C

Explanation:
* Problem Analysis:
* The company needs to migrate both anapplicationand anon-premises Apache Kafka serverto AWS.
* Incremental updates from an on-premises Oracle database are processed by Kafka.
* The solution must follow areplatform migration strategy, prioritizing minimal changes andlow management overhead.
* Key Considerations:
* Replatform Strategy: This approach keeps the application and architecture as close to the original as possible, reducing the need
for refactoring.
* The solution must provide amanaged Kafka serviceto minimize operational burden.
* Low overhead solutions like serverless services are preferred.
* Solution Analysis:
* Option A: Kinesis Data Streams
* Kinesis Data Streams is an AWS-native streaming service but is not a direct substitute for Kafka.
* This option would require significant application refactoring, which does not align with the replatform strategy.
* Option B: MSK Provisioned Cluster
* Managed Kafka service with fully configurable clusters.
* Provides the same Kafka APIs but requires cluster management (e.g., scaling, patching), increasing management overhead.
* Option C: Amazon Kinesis Data Firehose
* Kinesis Data Firehose is designed for data delivery rather than real-time streaming and processing.
* Not suitable for Kafka-based applications.



* Option D: MSK Serverless
* MSK Serverless eliminates the need for cluster management while maintaining compatibility with Kafka APIs.
* Automatically scales based on workload, reducing operational overhead.
* Ideal for replatform migrations, as it requires minimal changes to the application.
* Final Recommendation:
* Amazon MSK Serverlessis the best solution for migrating the Kafka server and application with minimal changes and the least
management overhead.
:
Amazon MSK Serverless Overview
Comparison of Amazon MSK and Kinesis

NEW QUESTION # 120 
A company is migrating a legacy application to an Amazon S3 based data lake. A data engineer reviewed data that is associated
with the legacy application. The data engineer found that the legacy data contained some duplicate information.
The data engineer must identify and remove duplicate information from the legacy application data.
Which solution will meet these requirements with the LEAST operational overhead?

A. Write an AWS Glue extract, transform, and load (ETL) job. Import the Python dedupe library. Use the dedupe library to
perform data deduplication.
B. Write an AWS Glue extract, transform, and load (ETL) job. Usethe FindMatches machine learning(ML) transform to
transform the data to perform data deduplication.
C. Write a custom extract, transform, and load (ETL) job in Python. Use the DataFramedrop duplicatesf) function by
importingthe Pandas library to perform data deduplication.
D. Write a custom extract, transform, and load (ETL) job in Python. Import the Python dedupe library. Use the dedupe
library to perform data deduplication.

Answer: B

Explanation:
AWS Glue is a fully managed serverless ETL service that can handle data deduplication with minimal operational overhead. AWS
Glue provides a built-in ML transform called FindMatches, which can automatically identify and group similar records in a dataset.
FindMatches can also generate a primary key for each group of records and remove duplicates. FindMatches does not require any
coding or prior ML experience, as it can learn from a sample of labeled data provided by the user. FindMatches can also scale to
handle large datasets and optimize the cost and performance of the ETL job. References:
AWS Glue
FindMatches ML Transform
AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide

NEW QUESTION # 121 
A transportation company wants to track vehicle movements by capturing geolocation records. The records are 10 bytes in size.
The company receives up to 10,000 records every second. Data transmission delays of a few minutes are acceptable because of
unreliable network conditions.
The transportation company wants to use Amazon Kinesis Data Streams to ingest the geolocation data. The company needs a
reliable mechanism to send data to Kinesis Data Streams. The company needs to maximize the throughput efficiency of the Kinesis
shards.
Which solution will meet these requirements in the MOST operationally efficient way?

A. Kinesis SDK
B. Amazon Data Firehose
C. Kinesis Agent
D. Kinesis Producer Library (KPL)

Answer: D

Explanation:
* Problem Analysis:
* The company ingests geolocation records (10 bytes each) at 10,000 records per second into Kinesis Data Streams.
* Data transmission delays are acceptable, but the solution must maximize throughput efficiency.
* Key Considerations:



* TheKinesis Producer Library (KPL)batches records and uses aggregation to optimize shard throughput.
* Efficiently handles high-throughput scenarios with minimal operational overhead.
* Solution Analysis:
* Option A: Kinesis Agent
* Designed for file-based ingestion; not optimized for geolocation records.
* Option B: KPL
* Aggregates records into larger payloads, significantly improving shard throughput.
* Suitable for applications generating small, high-frequency records.
* Option C: Kinesis Firehose
* Firehose is for delivery to destinations like S3 or Redshift and is not optimized for direct ingestion to Kinesis Data Streams.
* Option D: Kinesis SDK
* The SDK lacks advanced features like aggregation, resulting in lower throughput efficiency.
* Final Recommendation:
* UseKinesis Producer Library (KPL)for its built-in aggregation and batching capabilities.
:
Kinesis Producer Library (KPL) Overview
Best Practices for Amazon Kinesis

NEW QUESTION # 122
......
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