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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q238-Q243):

NEW QUESTION # 238

Universal Containers (UC) is considering a Customer 360 initiative to gain a single source of the truth for its customer data across
disparate systems and services. UC wants to understand the primary benefits of Customer

360 Identity and how it contributes ato successful Customer 360 Truth project.

What are two are key benefits of Customer 360 Identity as it relates to Customer 360?

Choose 2 answers

e A. Customer 360 Identity not only provides a unified sign up and sign in experience, but also tracks anonymous user activity
prior to signing up so organizations can understand user activity before and after the users identify themselves.

¢ B. Customer 360 Identity automatically integrates with Customer 360 Data Manager and Customer 360 Audiences to
seamlessly populate all user data.

e C. Customer 360 Identity supports nuiltiple brands so you can deliver centralized identity services and correlation of user
activity, even if it spans multiple corporate brands and user experiences.

e D. Customer 360 Identity enables an organization to build a single login for each of'its customers, giving the organization an
understanding of the user's logn activity across all its digital properties and applications.

Answer: C,D

Explanation:

Explanation

Customer 360 Identity is a cloud-based identity service that provides a single, trusted identity for customers across all your digital
properties and applications2. Customer 360 Identity has several benefits that relate to Customer 360, such as3:

Customer 360 Identity enables an organization to build a single login for each of its customers, giving the organization an
understanding of the user's login activity across all its digital properties and applications. This helps to create a unified customer
profile and deliver personalized experiences based on user preferences and behaviors3.

Customer 360 Identity supports nultiple brands so you can deliver centralized identity services and correlation of user activity, even
if it spans multiple corporate brands and user experiences. This helps to maintain brand consistency and loyalty while providing
seamless access to your products and services3.

References:

Customer 360 Identity

Custormer 360 Identity Benefits

NEW QUESTION # 239
Universal containers (UC) has a mobile application that it wants to deploy toall of its salesforce users, including customer Community
users. UC would like to minimize the administration overhead, which two itens should an architect recommend? Choose 2 answers

A. Enable the "High Assurance session required" setting in the Connected App.

B. Enable the "All users may self-authorize" setting in the Connected App.

C. Enable the "Refresh Tokens is valid until revoked " setting in the Connected App.
D. Enable the "Enforce Ip restrictions" settings in the connected App.

Answer: B,C

Explanation:

Thetwo iterns that an architect should recommend for UC to minimize the administration overhead are:

* Enable the "Refresh Tokens is valid until revoked" setting in the Connected App. This setting allows the mobile app to obtain a
refresh token from Salesforce when it obtains an access token. A refresh token can be used to obtain a new access token when the
previous one expires or becomes invalid. By enabling this setting in the Connected App, UC can reduce the number of login prompts
and authentication failuresfor its mobile users, as they can use the refresh token to renew their access without entering their
credentials again.

* Enable the "All users may self-authorize" setting in the Cornected App. This setting allows users to grant access to the mobile app
without administrator approval. By enabling this setting in the Connected App, UC can simplify and speed up the deployment
process for its mobile app, as they do not need to manually authorize each user or group of users.

The other options are not recommendeditems for this scenario. Enabling the "Enforce IP restrictions" setting in the Connected App
would limit the mobile app access to certain IP ranges, which could prevent some users from accessing the app from different
locations or networks. Enabling the "High Assurance session required" setting in the Connected App would require users to verify
their identity with a second factor before accessing the mobile app, which could increase complexity and inconvenience for users.



References: [Connected Apps],
[Refiesh Token], [All Users May Self- Authorize], [IP Restrictions for Connected Apps], [Require a Second Factor of
Authentication for Connected Apps]

NEW QUESTION # 240
An architect needs to set up a Facebook Authentication provider as login option for a salesforce customer Community. What
portion of the authentication provider setup associates a Facebook user with a salesforce user?

A. Federation ID

B. User info endpoint URL

C. Consumrer key and consumer secret
D. Apex regstration handler

Answer: D

Explanation:

Explanation

D is correct because Apex registration handler is the portion of the authentication provider setup that associates a Facebook user
with a Salesforce user when customers use their Facebook credentials to log in to the customer community. Apex registration
handler is an Apex class that handles the logic for creating or updating a user record based on the information received from
Facebook. A is incorrect because consumer key and consumer secret are portions of the authentication provider setup that identify
and authenticate UC's customer community with Facebook, not associate a Facebook user with a Salesforce user. B is incorrect
because Federation ID is an attribute that can be used to identify a user ina SAML assertion when UC uses SAML-based SSO
with Facebook, not when UC uses social sign-on with Facebook. C is incorrect because user info endpoint URL is a portion of the
authentication provider setup that specifies the URL to obtain the user information from Facebook, not associate a Facebook user
with a Salesforce user. Verified References:

[Apex Registration Handler], [Consumer Key and Secret], [Federation ID], [User Info Endpoint URL]

NEW QUESTION # 241

Universal containers (UC) has an e-commerce website while customers can buy products, make payments, and manage their
accounts. UC decides to build a customer Commumity on Salesforce and wants to allow the customers to access the community for
their accounts without logging in again. UC decides to implement ansp-Initiated SSO using a SAML-BASED complaint IDP. In this
scenario where salesforce is the service provider, which two activities must be performed in salesforce to make sp-Initiated SSO
work? Choose 2 answers

A. Configure SAML SSO settings.

B. Create a connected App

C. Set up my domain

D. Configure Delegated Authentication

Answer: A,C

Explanation:

Explanation

To enable SP-mitiated SSO using a SAML-based identity provider, UC needs to configure SAML SSO settings in Salesforce and
set up a custom domain using My Domain feature. This allows UC to specify the identity provider information, such as the issuer,
entity ID, certificate, and SAML assertion attributes.

Delegated authentication is a different mechanism that allows Salesforce to delegate the authentication process to an external web
service. A connected app is not required for SP-initiated SSO, but it is used for IDP-initiated SSO or OAuth flows. References:
Certification - Identity and Access Management Architect - Trailhead, [Set Up My Domain], [Configure SAML Settings for Single
Sign-On]

NEW QUESTION # 242

Universal Containers (UC) is looking to build a Canvas app and wants to use the corresponding Connected App to control where
the app is visible. Which two options are correct in regards to where theapp can be made visible under the Connected App setting
for the Canvas app? Choose 2 answers



A. As part of the body of a Salesforce Knowledge article.

B. The sidebar of'a Salesforce Console as a console component.
C. Included in the Call Control Tool that's part of Open CTL

D. In the mobile navigation menu on Salesforce for Android.

Answer: B,C

Explanation:

The sidebar of a Salesforce Console as a console component and included in the Call Control Tool that's part of Open CTI are two
options that are correct in regards to where the app can be made visible under the connected app settings for the Canvas app. A
Canvas app is an external application that can be embedded within Salesforce using an iframe. A connected app is an application
that integrates with Salesforceusing APIs and uses OAuth as the authentication protocol. You can control where a Canvas app can
be displayed in Salesforce by configuring the locations in the connected app settings. The sidebar ofa Salesforce Console as a
console component is a valid location for a Canvas app because it allows you to display the app as a collapsible panel on the side of
any console app. Included in the Call Control Tool that's part of Open CTI is a valid location for a Canvas app because it allows
you to display the appas part of the sofiphone panel that integrates with your telephony system. As part of the body of a Salesforce
Knowledge article is not a valid location for a Canvas app because it is not supported by the connected app settings. In the mobile
navigation menu on Salesforce for Android is not a valid location for a Canvas app because it is not supported by the connected app
settings. References: : [Canvas Developer Guide] : [Connected Apps Overview] : [Add or Remove Components from Your
Console Apps] : [OpenCTI Developer Guide]

NEW QUESTION # 243
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