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HM #135

A government agency needs to monitor its network for unusual data exfiltration attempts. Traditional log data is insufficient to identify
traffic anomalies, so the SIEM team integrates traffic flow data to detect large transfers and unexpected spikes. The team must
choose the appropriate protocol to collect IP traffic information from routers and switches. Which protocol should be used?

e A NetFlow (RFC 3954)

¢ B. IPFIX (IP Flow Information Export)

e C. SNMP (Sinple Network Management Protocol)
e D. Syslog
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IPFIX is the modern standard for exporting IP flow information from network devices and is specifically designed for collecting flow
telemetry (who talked to whom, when, for how long, how much data, and over what ports/protocols). In SOC monitoring, flow data
is crucial for detecting exfiltration patterns, beaconing, and anomalous traffic volumes-especially when payload inspection is limited
due to encryption. NetFlow is a widely used flow protocol and is the predecessor lineage to IPFIX, but IPFIX is the standards-
based evolution that supports broader extensibility and vendor-neutral interoperability. Syslog is primarily for event

/log messages, not flow summaries. SNMP is commonly used for device management and interface counters, but it is not the primary
protocol for exporting detailed per-flow records needed for behavioral network analytics and exfil detection. Because the question
asks for a protocol to collect IP traffic flow information in a standardized way for SIEM integration, IPFIX is the best choice. SOC
tearrs then correlate IPFIX with DN'S, proxy, and endpoint telemetry to validate whether large flows represent legitimate business
transfers or suspicious exfiltration.

HM #136

An organization wants to implement a STEM deployment architecture. However, they have the capability to do only log collection
and the rest of the STEM functions must be managed by an MSSP.

‘Which STEM deployment architecture will the organization adopt?

A. Cloud, MSSP Managed

B. Self-hosted, MSSP Managed
C. Self-hosted, Jointly Managed
D. Self-hosted, Self-Managed
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H #137

You are working in a Cybersecurity Operations Center for PayOnline, which handles payment gateways for multiple applications.
Your team monitors logs across firewalls, authentication servers, and endpoint detection tools. The team currently relies on manual
log reviews, but the volume of raw, unstructured logs makes the process inefficient and error-prone. During a recent incident, the
team struggled to extract relevant details from disorganized logs, delaying detection and response. The team decides to implement an
automated log parsing solution that can transform unstructured logs mto a structured format. Which log parsing technique should you
implement to improve log data structuring and enable efficient querying and analysis?

A. Grok filters

B. Semantic parsing

C. Key-value extraction
D. Delimited parsing

EE: A

R

Grok filters are widely used to parse unstructured or semi-structured logs into structured fields by applying pattern-based extraction.
In SOC environments, many logs arrive as free-form text (application logs, custom service logs, legacy device logs). Grok allows
analysts/engineers to define reusable patterns (for timestamps, IPs, usernames, HTTP methods, error codes) and map extracted
values into normalized fields. This enables reliable querying, correlation, dashboards, and alert rules in a SIEM because the same
concept (source IP, user, action) is consistently represented. Delimited parsing is effective when logs are already consistently
separated by commas/tabs/pipes, but the question emphasizes "raw, unstructured logs," where delimiters may not be stable. Key-
value extraction is excellent when logs are already formatted as key=value pairs, but unstructured logs often lack consistent keys.
Semantic parsing is more advanced (often involving deeper content understanding) and may not be the practical first choice for rapid
operational parsing at scale. For a fast-growing SOC needing immediate improvements in structure and queryability, Grok-style
pattern parsing is a proven, practical technique to convert messy log lines into actionable structured data.
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TechSolutions, a software development firm, discovered a potential data leak after an external security researcher reported finding
sensitive customer data on a public code repository. Level 1 SOC analysts confirmed the presence of the data and escalated the
issue. Level 2 analysts traced the source of the leak to an internal network account. The incident response team has been alerted,



and the CISO demands a comprehensive analysis of the incident, including the extent of the data breach and the timeline of events.
The SOC manager must decide whom to assign to the in-depth investigation. To accurately determine the timeline, extent, and root
cause of the data leak, which SOC role is critical in gathering and analyzing digital evidence?

A. Threat Intelligence Analyst
B. SOC Manager

C. Forensic Analyst

D. Subject Matter Expert

Ef#: C
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A forensic analyst is the role best suited to perform in-depth evidence gathering and analysis required to reconstruct timelines,
determine scope, and establish root cause for a data leak. This work includes preserving evidence (ensuring integrity), collecting
endpoint and server artifacts, reviewing authentication and repository access logs, correlating commit history with identity and device
telemetry, and building a defensible chain of events for leadership and potential legal/regulatory review. The SOC manager
coordinates resources and priorities but typically does not perform hands-on forensic reconstruction. A subject matter expert may
provide domain expertise (e.g., on Git workflows, cloud platforms, or database systemns), but forensic rigor and evidence handling
are the core requirement here. A threat intelligence analyst focuses on external adversary information, campaigns, and indicators;
they can assist with context but are not the primary role for internal evidence reconstruction. Because the CISO needs timeline,
extent, and root cause-deliverables that depend on digital evidence handling and forensic methodology-the forensic analyst is the
critical assignment.

H #139

‘Which of the following threat mtelligence is used by a SIEM for supplying the analysts with context and
"situational awareness" by using threat actor TTPs, malwarecampaigns, tools used by threat actors.
1.Strategic threat ntelligence

2. Tactical threat ntelligence

3.Operational threat ntelligence

4. Technical threat intelligence

A 3and 4
B.1and2
C.land3
D.2and 3
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Referencehttps//hodigital. blog, gov.uk/wp-content/uploads/sites/161/2020/03/Cyber- Threat- Intelligence- A- Guide-For-Decision-
Makers-and- Analysts-v2.0.pdf (38)
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