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GIAC EXAM WITH COMPLETE QUESTIONS AND
ANSWERS

Ack Piggybacking - ANSWER The Practice of sending an ACK
inside another packet going to the same destination

Address resclution protocol - ANSWER Protocol for mapping an IP
address to a physical machine address that is recognized on the
local network.

A table, usually called the ARP cache, is used to maintain a
correlation between each MAC and its corresponding IP address

What are the five threat vectors? - ANSWER Outside attack from
network

Qutsider attack from telephone
Insider attack from local network
insider attack from local system
attack from malicious code

What are some external threat concerns? - ANSWER -Malicious
code might execute destructive overwrite to hard disks

-Malicious mas mailing code might expose sensitive information to
the internet

- web server compromise might expose organization to ridicule
-Web server compromise might expose customer private data

What are some ways to bypass firewall protections? - ANSWER -
Worms and Wireless

- modems

= tunnel anything through HTTP
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NEW QUESTION # 19

Which of'the following are effective methods to bypass network segmentation?
(Choose Two)

Response:

A. VLAN hopping

B. Firewall penetration testing
C. Bluejacking

D. Route poisoning

Answer: AD

NEW QUESTION # 20
In the context of Linux, what is a common characteristic of shellcode?
Response:

A. Tt is predominantly GUI-based

B. It is usually written in Java

C. It is executed in the user space of the OS
D. It often includes zero bytes

Answer: C

NEW QUESTION # 21
How can DNS spoofing be used in network manipulation to gain escalated privileges?
Response:

A. By stealing DNS credentials

B. By corrupting the DNS cache

C. By redirecting users to malicious websites
D. By overloading the DNS server

Answer: C

NEW QUESTION # 22
In Windows exploitation, which of the following is used to prevent the execution of shellcode on the stack?
Response:

A. Structured Exception Handling (SEH)

B. Data Execution Prevention (DEP)

C. Address Space Layout Randomization (ASLR)
D. Buffer overflow prevention

Answer: B

NEW QUESTION # 23
What is a typical use case for the sr1() fimction in Scapy?
Response:

A. To log packet data to a file

B. To send a packet and receive its answer
C. To generate random packet data

D. To visualize packet flow

Answer: B



NEW QUESTION # 24
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