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The security team has provided some new security requirements for cluster level security on Cluster 2.

Security requirements:

* Update the password for the root user on the Cluster 2 node to match the admin user password.

Note: The 192.168.x.x network is not available. To access a node use the host IP (172.30.0.x) fromthe CVM.

* Output the cluster-wide configuration of the SCMA policy to desktop\output.txt before changes are made.

* Enable the Advanced Intrusion Detection Environment (AIDE) to run on a weekly basis for the hypervisor and cvirs for Cluster 2.
* Enable high-strength password policies for the hypervisor and cluster.

* Ensure CVMs require SSH keys for login instead of passwords. (SSH keys are located in the desktop\Files\SSH folder.) Ensure
the cluster meets these requirements. Do not reboot any cluster components.

Note: Please ensure you are modifying the correct components.

T
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See the Explanation below for detailed answer.
Explanation:
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Here is the step-by-step solution to apply the security requirements to Cluster 2.

1. Access Cluster 2 Prism Element

First, we must access the Prism Element (PE) interface for Cluster 2, as most security settings are cluster- specific.
* From the Prism Central dashboard, navigate to Hardware > Clusters.

* Find Cluster 2 in the list and click its name. This will open the Prism Element login page for that specific cluster in a new tab.
* Log in to Cluster 2's Prism Element using the admin credentials.

2. Requirement: Update Node Root Password

This task syncs the root password for all AHV hypervisor nodes with the cluster's admin user password.

* In the Cluster 2 PE interface, click the gear icon (Settings) in the top right corner.

* Select Cluster Lockdown from the left-hand menu.

* Click the Set Root Password on All Hosts button.

* A dialog box will appear. Enter the current admin password (the one you just used to log in) into both the New Password and
Confirm New Password fields.

* Click Save. This will propagate the admin password to the root user on all nodes in Cluster 2.

3. Requirement: Add CVM SSH Key

This task adds the security team's public key to the admin user, which is required before we can disable password-based login.
* On the desktop, navigate to the Files > SSH folder.

* Openthe id_rsa.pub file (or equivalent public key file) with Notepad.

* Copy the entire string of text (e.g., ssh-rsa AAAA...).

* Inthe Cluster 2 PE interface, go to Settings (gear icon) > User Management.

* Select the admin user and click Modify User.

* Paste the copied public key into the Public Keys text box.

* Click Save.

4. Requiremment: Apply SCMA Policies (All other requirements)

The remaining requirements are all applied via the command line on a CVM using Nutanix's Security Configuration Management
Automation (SCMA).

* Access the CVM:

* Find a CVM IP for Cluster 2 by going to Hardware > CVMs in the PE interface.

* Open an SSH client (like PuTTY) and connect to that CVM's IP address.

* Log in with the username admin and the corresponding password.

* Output Current Policy (Req 2):

* Before making changes, run the following command to see the current policy:

ncli scma status

* Copy the entire output from your SSH terminal.

* Open Notepad on the desktop, paste the copied text, and Save the file to the desktop as output.

txt.

* Apply New Policies (Req 3, 4, 5):

* Run the following commands one by one. The cluster will apply them immediately without a reboot.

* Enable AIDE (Req 3):

ncli scma update aide-status=enabled aide-schedule=weekly

* Enable High-Strength Passwords (Req 4):

ncli scma update password-policy=high

* Require SSH Keys for CVMs (Req 5):

ncli scma update ssh-login=keys-only

Verification

You can verify all changes by running the status command again. The output should now reflect the new, hardened security posture.
ncli scm status

* AIDE Status: should show Enabled

* AIDE Schedule: should show Weekly

* Password Policy: should show High

* SSH Login: should show keys-only

B #12

Task 6

An administrator needs to assess performance gains provided by AHV Turbo at the guest level.

To perform the test the administrator created a Windows 10 VM named Turbo with the following configuration.
1 vCPU

8 GBRAM

SATA Controller



40 GB vDisk

The stress test application is multi-threaded capable, but the performance is not as expected with AHV Turbo enabled. Configure
the VM to better leverage AHV Turbo.

Note: Do not power on the VM. Configure or prepare the VM for configuration as best you can without powering it on.

Ef#:
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To configure the VM to better leverage AHV Turbo, you can follow these steps:

Log in to Prism Element of cluster A using the credentials provided.

Go to VM > Table and select the VM named Turbo.

Click on Update and go to Hardware tab.

Increase the number of VCPUs to match the number of multiqueues that you want to enable. For example, if you want to enable 8
multiqueues, set the vCPUs to 8. This will improve the performance of multi-threaded workloads by allowing them to use muiltiple
processors.

Change the SCSI Controller type from SATA to VirtlO. This will enable the use of VirtlO drivers, which are required for AHV
Turbo.

Click Save to apply the changes.

Power offthe VM if it is running and mount the Nutanix VirtlO ISO image as a CD-ROM device. You can download the ISO
image from Nutanix Portal.

Power on the VM and install the latest Nutanix VirtlO drivers for Windows 10. You can follow the instructions from Nutanix
Support Portal

After installing the drivers, power off the VM and unmount the Nutanix VirtIO ISO image.

Power on the VM and log in to Windows 10.

Open a command prompt as administrator and run the following command to enable multiqueue for the VirtlO NIC:

ethtool -L ethO combined 8

Replace eth0 with the name of your network interface and 8 with the number of multiqueues that you want to enable. You can use
ipconfig /all to find out your network interface name.

Restart the VM for the changes to take effect.

You have now configured the VM to better leverage AHV Turbo. You can run your stress test application again and observe the
performance gains.

https//portal. nutanix.comypage/documents/kbs/details ?targetld=k AOOe000000LK PdACAOchangev

CPUto 2/4 ?

Change SATA Controller to SCSI:

acli vim.get Turbo

Output Example:

Turbo {

config {

agent v False

allow live migrate: True

boot {

boot_device order: "kCdrom”

boot_device order: "kDisk"

boot_device order: "kNetwork"

uefi boot: False

}

cpu_passthrough: False

disable_branding; False

disk list {

addr {

bus: "ide"

index: 0

H

cdrom: True

device uuid: "994b7840-dc7b-463e-a9bb-1950d7138671"

empty: True
}

disk list {
addr {

bus: "sata"
mndex: 0



}

container_id: 4

container_uuid: "49b3ela4-4201-4a3a-8abc-447c663a2a3e"
device uuid: "622550e4-1H91-49dd-8fc7-9¢90e89a7b0e"
naa_id: "naa.6506b8dcdalde6e9ce911de7d3a22111"

storage vdisk uuid: "7€98a626-4cb3-47dfale2-8627cO0eact"
vmdisk_size: 10737418240

vmdisk uuid: "17¢0413b-9326-4572-942£-6810122bc716"

}

flash mode: False

hwclock _timezone: "UTC"

machine_type: "pc"

memory_mb: 2048

name: "Turbo"

nic_list {

connected: True

mac_addr: "50:6b:8d:b2:a5:e4"

network _name: "network"

network _type: "kNativeNetwork"

network uuid: "86a0d7ca-acfd-48db-b15¢-5d65439096"
type: "kNormalNic"

uuid: "9e3e127-966¢-4313-b33c-13608154c8bf"
vlan mode: "kAccess"

}

num_cores_per_vepu: 2

num threads per core: 1

num vepus: 2

num vnuma_nodes: 0

vga_console: True

vm _type: "kGuestVM"

}

is rfl vm False

logical timestamp: 2

state: "Off"

uuid: "967090118c5b-4586-2699-4110c9ab26c3"

aclivmdisk create Turbo clone from vmdisk=17e0413b-9326-4572-942£6810112bc716 bus=scsi remove the old disk acli
vmdisk delete 17e¢0413b-9326-4572-942£68101£2bc716 disk addr=sata.0

R #13

TASK 1

A newly created Windows VM "SQL02" is experiencing poor storage performance when compared to

"SQLO1" running within the same cluster, on the same storage container.

The cluster is in a healthy state.

Create a new session named Monitor SQLO02 with meaningful metrics. Right click on the session page and click Select All then paste
this into Notepad and save it as Task 1.txt on the desktop.

Also, save the analysis as a report named MonitorSQLO02 and send the report as a PDF on a daily basis to

perf group@ACME.org. Reports should not be retained. If any new objects need to be created, use monitovin2 in the name.
Fnally, correct the issue within "SQLO02".

Notes:

* Do not power on the VM.

* While you will be creating a session, you will need to examine the VM configurations to determine the issue.

* Do not delete the VM to resolve the issue, any other destructive change is acceptable.

Ef#:
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See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to all three tasks, performed within the Nutanix Prism interface.



Task 1: Create Monttoring Session & Save Metrics

* From the Prism Central dashboard, navigate to Operations > Analysis.

* Click the + New Session button.

* Name the session Monitor SQLO02.

* In the "Entities" search box, type SQLO1 and select VM: SQLO1.

* In the "Entities" search box, type SQLO02 and select VM: SQLO02.

* Click Add Charts > New Chart.

* Title: Storage IOPS

* Metric: Storage Controller IOPS

* Click Add.

* Click Add Charts > New Chart.

* Title: Storage Latency

* Metric: Storage Controller Latency

* Click Add.

* Click Add Charts > New Chart.

* Title: Storage Bandwidth

* Metric: Storage Controller Bandwidth

* Click Add.

* Click Save Session.

* With the "Monitor SQL02" session open, right-click anywhere on the page and click Select AlL

* Right-click again and select Copy.

* Open Notepad, paste the content, and save the file to the desktop as Task 1.txt.

(The content pasted into Task 1.txt would be the session's chart configurations, showing metrics for SQLO1 and SQL02.)
Task 2: Create and Schedule the Report

* While still in the "Monitor SQLO02" analysis session, click the Save as Report button (it looks like a bookmark icon).
* Name the report MonitorSQLO2 and click Save.

* Navigate to Operations > Reports.

* Find the MonitorSQLO2 report in the list. Select its checkbox.

* Click the Actions dropdown and select Schedule.

* Configure the schedule with the following settings:

* Schedule Name: monitovim2_daily report

* Recurrence: Daily

* Start Time: (Set to a time, e.g., 8:00 AM)

* Repeat every: 1 day(s)

* Retention Policy: Uncheck the "Retain a copy of the report" box. (This ensures reports are not retained).
* Email Report: Check this box.

* Format: PDF

* Recipients: perf_group@ACME.org

* Click Save.

Task 3: Identify and Correct the Performance Issue

This task is performed without powering on the VM, indicating a configuration error.

Investigation

* Navigate to VMs > Table view.

* Click on the SQLO1 (the good VM) and select the Configuration tab.

* Expand the Disks section. Observe that the primary disk is attached to a SCSI bus (e.g., scsi.0). This is the high-performance
standard.

* Return to the VM Iist and click on SQLO2 (the problem VM).

* Expand the Disks section.

Root Cause

You discover that the primary disk for SQLO2 is attached to an IDE bus. The IDE bus has significant performance limitations and is
not suitable for a database server, causing the poor storage performance.

Correction

* With the SQLO2 VM selected, click the Update button.

* In the "Update VM" dialog, scroll down to the Disks section.

* Find the disk attached to the IDE bus. Click the Edit (pencil) icon for that disk.

* Change the Bus Type dropdown fiom IDE to SCSI.

* The Device Index will automatically populate (e.g., scsi.0).

* Click Save in the "Update Disk" dialog,

* (Note: A "VirtlO SCSI Controller" will be automatically added to the VM configuration if one was not already present.)
* Click Save in the "Update VM" dialog,

The VM SQLO2 is now configured to use the high-performance VirtlO-SCSI controller, which will resolve the storage performance



discrepancy once the VM is powered on.

HH #14

Task 14

An administrator has been asked to configure a storage for a distributed application which uses large data sets across multiple
worker VM.

The worker VMs must run on every node. Data resilience is provided at the application level and low cost per GB is a Key
Requirement.

Configure the storage on the cluster to meet these requirements. Any new object created should include the phrase Distributed App
n the name.

Ef#:

TR

See the Explanation for step by step solution.

Explanation:

To configure the storage on the cluster for the distributed application, you can follow these steps:

Log in to Prism Element of cluster A using the credentials provided.

Go to Storage > Storage Pools and click on Create Storage Pool.

Enter a name for the new storage pool, such as Distributed App Storage Pool, and select the disks to include in the pool. You can
choose any combination of SSDs and HDDs, but for low cost per GB, you may prefer to use more HDDs than SSDs.

Click Save to create the storage pool.

Go to Storage > Containers and click on Create Container.

Enter a name for the new container, such as Distributed App Container, and select the storage pool that you just created,
Distributed App_Storage Pool, as the source.

Under Advanced Settings, enable Erasure Coding and Compression to reduce the storage footprint of the data.

You can also disable Replication Factor since data resilience is provided at the application level. These settings will help you achieve
low cost per GB for the container.

Click Save to create the container.

Go to Storage > Datastores and click on Create Datastore.

Enter a name for the new datastore, such as Distributed App Datastore, and select NFS as the datastore type.

Select the container that you just created, Distributed App Container, as the source.

Click Save to create the datastore.

The datastore will be automatically mounted on all nodes in the cluster. You can verify this by going to Storage > Datastores and
clicking on Distributed App Datastore. You should see all nodes listed under Hosts.

You can now create or migrate your worker VM to this datastore and run them on any node in the cluster.

The datastore will provide low cost per GB and high performance for your distributed application.

R #15

An administrator is experiencing an unidentified issue which is causing inode exhaustion on CVMs in Cluster

1. The time between receiving alerts and exhaustion is too short; the administrator needs to lower the alert thresholds to allow more
time to clean up inodes until the issue has been identified and resolution implemented.

From Prism Element, modify the appropriate alert policy setting critical threshold for Cluster 1 to 60% and warning threshold to
45%. Ensure the check runs every minute and is not resolved without administrator action.

Ef#:
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See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to modify the alert policy from the Prism Element (PE) interface for Cluster 1.
1. Access Cluster 1 Prism Element

* From the main Prism Central dashboard, navigate to Hardware > Clusters.

* Find Cluster 1 in the list and click its name. This will open the specific Prism Element login page for that cluster.
* Log in to Cluster 1's Prism Element interface.

2. Modify the Alert Policy

* Inthe Cluster 1 PE interface, click the gear icon (Settings) in the top-right corner.

* From the left-hand menu, select Alert Policies.



* In the search bar, type inode to find the correct policy.

* Select the checkbox for the policy named cvm inode usage high.

* Click the Update button.

* In the "Update Alert Policy" dialog, configure the following settings:

* Warning Threshold (%): Change the value to 45.

* Critical Threshold (%): Change the value to 60.

* Check Interval (Secs): Change the value to 60 (to run the check every minute).

* Auto Resolve: Uncheck this box (to ensure the alert is not resolved without administrator action).
* Click Save.

B #16
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