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Fortinet FCP_FWB_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Machine Learning (ML): This section tests the skills of Application Security Engineers in leveraging
machine learning to enhance web application security. Candidates will configure machine learning
algorithis to detect anomalies, mitigate bot-based threats, and secure APIs through Al-driven analysis.
Understanding how to fine-tune these ML-based security measures is crucial for ensuring robust
application protection against evolving cyber threats.

Topic 1

¢ Encryption, Authentication, and Compliance: This section of the exam assesses the expertise of Security
Analysts in mitigating web application vulnerabilities through encryption and authentication mechanisns.
Candidates must configure various access control methods, track user authentication, and prevent attacks
targeting authentication systems. They must also implement SSL inspection and offloading techniques to
enhance security and troubleshoot encryption or authentication-related issues effectively.

Topic 2

¢ Deployment and Configuration: This section of the exam measures the skills of Network Security Engineers
and covers the ability to identify FortiWeb deployment requirements and configure essential system
settings. Candidates are expected to set up server pools, security policies, and protected hostnames to
ensure seamless deployment. To maintain operational efficiency, they must also configure FortiWeb high
availability (HA) for fault tolerance and troubleshoot deployment or systentrelated issues.

Topic 3

e Web Application Security: This domain evaluates the ability of Cybersecurity Specialists to implement
advanced threat mitigation strategies using FortiWeb. Candidates must configure the system to block
known attacks, ensure comprehensive web application protection, and troubleshoot threat detection or
mitigation-related issues. Additionally, they are expected to set up API protection mechanisis to secure
web-based interactions from potential threats.

Topic 4

Fortinet FCP - FortiWeb 7.4 Administrator Sample Questions (Q95-Q100):

NEW QUESTION # 95
Which of the following is a common threat mitigation technique to protect against SQL injection attacks?

A. Data encryption at rest

B. Input validation and sanitization

C. Server load balancing

D. Cross-site scripting (XSS) prevention

Answer: B

NEW QUESTION # 96
The FortiWeb machine learning (ML) feature is a two-phase analysis mechanism
Which two functions does the first layer perform? (Choose two.)

A. Determines whether an anomaly is a real attack or just a benign anomaly that should be ignored
B. Builds a threat model behind every parameter and HTTP method

C. Determines if a detected threat is a false-positive or not

D. Determines whether traffic is an anomaly, based on observed application traffic over time

Answer: B,D

NEW QUESTION # 97
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‘When configuring threat mitigation features for a web application, what is the primary purpose of rate limiting?

A. Identifyng malicious IP addresses
B. Encrypting sensitive data

C. Optimizing web server performance
D. Preventing brute force attacks

Answer: D

NEW QUESTION # 98
Refer to the exhibit.

-
-
umw

Which staterrent is true?

A. FortiWeb is decrypting and re-encrypting the traffic.

B. The server is not performing any cryptography on the traffic.

C. The server is encrypting traffic being sent to the client.

D. FortiWeb cannot perform content inspection on the traffic because it is encrypted.

Answer: A

Explanation:

In the diagram, FortiWeb is positioned between the client and the server, handling encrypted HTTPS traffic from the client and
sending unencrypted HTTP traffic to the server. This indicates that FortiWeb is performing SSL offloading, which means it is
decrypting the HTTPS traffic from the client, inspecting it, and then re-encrypting the traffic before forwarding it to the server.

NEW QUESTION # 99
Review the following configuration:

config waf machine-learning-policy

edit 1

sat- sample-limit-by-ip 0

Which result would you expect from this configuration setting?

e A. When machine learning (ML) is in its running phase, FortiWeb will accept a set number of samples from the same source
IP address.

e B. When ML is in its collecting phase, FortiWeb will accept an unlimited number of sanples from the same source 1P
address.



C. When ML is in its running phase, FortiWeb will accept an unlimited number of samples from the same source IP address.
D. When ML is in its collecting phase, FortiWeb will not accept any samples from any [P addresses.

Answer: C

Explanation:

In the configuration, the command set sample- limit-by-ip 0 disables the sample limit for any specific IP address. This means that
during the machine learning (ML) running phase, FortiWeb will not limit the number of samples it accepts from the same IP address.
Setting this to 0 effectively removes any restrictions on the number of samples froma given IP address.

NEW QUESTION # 100
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