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HH #61
You want to block access to the website ww.eicar.org using a custom IPS signature.

Which custom IPS signature should you configure?

A e N

e B
e C.
E-SBID({ names “eicar"™; protocoel udps flow/Txcl sexver: pacttexn “eicar®™; context hoati)
E::RTINOET
e D
| T o Cl AR | |
IEf#: B
s

Option D is the correct answer because it specifically blocks access to the website "www.eicar.org" using TCP protocol and HTTP
service, which are commonly used for web browsing, The other options either use the wrong protocol (UDP), the wrong service
(DNS or SSL), or the wrong pattern ("eicar” instead of "www.

eicar.org”). References = Configuring custom signatures | FortiGate / FortiOS 7.4.0 - Fortinet Document Library, section "Signature
to block access to example.com’".

HR #62
Refer to the exhibits, which show the configurations of two address objects from the same FortiGate.


https://www.passtest.jp/Fortinet/NSE7_EFW-7.2-shiken.html

Engineering address object

Name Engineering

Color = Change

Type

IP/Netmask 192.168.0.0 255.255.255.0
Interface O any

Static route configuration O

Comments Write a comment..o

Finance address object

Name ance

Color 0 &= Change

Type . Subnet

IP/Netmas 192.16€.1.0 255.255.255.0
Interface O any

Static route configuration C

Comments Write a comment...

‘Why can you modify the Engineering address object, but not the Finance address object?

A. You have read-only access.

B. FortiGate is registered on FortiManager.

C. Another user is editing the Finance address object in workspace mode.

D. FortiGate joined the Security Fabric and the Finance address object was configured on the root FortiGate.

Ef#: C

fif AR

The inability to modify the Finance address object while being able to modify the Engineering address object suggests that the
Finance object is being managed by a higher authority in the Security Fabric, likely the root FortiGate. When a FortiGate is part of a
Security Fabric, address objects and other configurations may be managed centrally. This aligns with the Fortinet FortiGate
documentation on Security Fabric and central management of address objects.

P #63
Refer to the exhibit, which shows an SSL certification inspection configuration.
SSL certification inspection configuration



config firewall ssl-ssh-profile
edit “SSL-certification-inspection”
config https
set ports 443
set.stAtLS certificate FnEEdE0h
set/sni-server-cert-check enable
end
next
end
While testing, the administrator updated the ssl-ssh-profile configuration with the command set sni-server-cert-check strict.
The administrator found that the server name indication (SNI) does not match either the common name (CN) or any of the subject
alternative names (SAN) in the server certificate.
With respect to the set sni-server-cert-check strict command, which action does FortiGate take?

A. FortiGate uses the SNI from the user's web browser.

B. FortiGate uses the CN mformation from the Subject field in the server certificate.

C. FortiGate closes the connection because this represents an invalid SSL/TLS header.
D. FortiGate uses the first entry listed in the SAN field in the server certificate.

: C

H
R

HH #64
Refer to the exhibit, which shows the output of diagnose sys session stat.

NGFW-1 # diagnose sys session stat
misc info: session count=591 setup rate=0 exp count=0 clash=162
memory tension drop=0 ephemeral=0/65536 removeable=0
delete=0, flush=0, dev _down=0/0 ses walkers=0
TCP sessions:
166 in NONE state
1 in ESTABLISHED state
3 in SYN SENT state
2 in TIME WAIT state
firewall error stat:
errorl=00000000

error2=00000000

error3=00000000

error4=00000000

tt=00000000

cont=00000000

ids recv=00000000

url recv=00000000

av recv=00000000

fgdn count=00000006

fgdné count=00000000

global: ses limit=0 sesé6 ITMit=0 rt limit=0 rt6 limit=0

Which statement about the output shown in the exhibit is correct?

A. There are 166 TCP sessions waiting to complete the three-way handshake.

B. All the sessions in the session table are TCP sessions.

C. 162 sessions have been deleted because of memory page exhaustion.

D. There are two sessions that have not been removed in case of any out-of-order packets that arrive.

Ef#E: D

B #65



Exhibit.

Refer to exhibit, which shows a central management configuration
Which server will FortiGate choose for web filler rating requests if 10.0.1.240 is experiencing an outage?

A.10.0.1.242
B. 10.0.1.243
C.10.0.1.244
D. Public FortiGuard servers

IEfE: C

iR e«

In the event of an outage at 10.0.1.240, the FortiGate will choose the next server in the sequence for web filter rating requests,
which is 10.0.1.244 according to the configuration shown in the exhibit. This is because the server list is ordered by priority, and the
server with the lowest priority number is chosen first. If that server is unavailable, the next server with the next lowest priority number
is chosen, and so on. The public FortiGuard servers are only used if the include-default-servers option is enabled and all the custom
servers are unavailable. References = Fortinet Enterprise Firewall Study Guide for FortiOS 7.2, page 132.
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