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¢ Platform Solutions, Services, and Tools: This section measures the expertise of security engineers and
platform administrators in Palo Alto Networks NGFW and Prisma SASE products. It involves creating
security and NAT policies, configuring Cloud-Delivered Security Services (CDSS) such as security
profiles, User-ID and App-ID, decryption, and monitoring, It also covers the application of CDSS for IoT
security, Enterprise Data Loss Prevention, SaaS Security, SD-WAN, GlobalProtect, Advanced WildFire,
Threat Prevention, URL Filtering, and DNS security. Furthermore, it includes aligning AIOps with best
practices through administration, dashboards, and Best Practice Assessments.

FH 1

¢ GFW and SASE Solution Maintenance and Configuration: This domain evaluates the skills of network
security administrators in maintaining and configuring Palo Alto Networks hardware firewalls, VM- Series,
CN-Series, and Cloud NGFWs. It includes managing security policies, profiles, updates, and upgrades. It
FH 2 also covers adding, configuring, and maintaining Prisma SD-WAN including initial setup, pathing,
monitoring, and logging. Maintaining and configuring Prisma Access with security policies, profiles,
updates, upgrades, and monitoring is also assessed.

e Network Security Fundamentals: This section of the exam measures skills of network security engineers
and covers key concepts such as application layer inspection for Strata and SASE products, differentiating
between slow and fast path packet inspection, and the use of decryption methods including SSL Forward

=3 Proxy, SSL Inbound Inspection, SSH Proxy, and scenarios where no decryption is applied. It also

includes applying network hardening techniques like Content-ID, Zero Trust principles, User-1D (including

Cloud Identity Engine), Device-ID, and network zoning to enhance security on Strata and SASE

platforms.

¢ Connectivity and Security: This part measures the skills of network engineers and security analysts in
maintaining and configuring network security across on-premises, cloud, and hybrid environments. It
covers network segmentation, security and network policies, monitoring, logging, and certificate

=HA 4 management. It also includes maintaining connectivity and security for remote users through remote access

solutions, network segmentation, security policy tuning, monitoring, logging, and certificate usage to ensure

secure and reliable remote connections.

Z| &l Network Security Administrator NetSec-Pro T2 MEE Al (Q25-Q30):

HEE #25
Using Prisma Access, which solution provides the most security coverage of network protocols for the mobile workforce?

A. Clientless VPN

B. Explicit proxy

C. Enterprise browser
D. Client-based VPN

He:. D

MY

Client-based VPNsolutions like GlobalProtect provide fill coverage for the mobile workforce by extending the enterprise security
stack to remote endpoints. It establishes a secure tunnel, allowing consistent security policies across the enterprise perimeter and the
mobile workforce.

"GlobalProtect is a client-based VPN that provides secure, consistent protection for mobile users by extending the security
capabilities of Prisma Access to remote endpoints, covering all network protocols." (Source: GlobalProtect Admin Guide)

EE #26
Which two configurations are required when creating deployment profiles to migrate a perpetual VM- Series firewall to a flexible
'VM? (Choose two.)



A. Choose "Fixed vCPU Models" for configuration type.

B. Allow only the same security services as the perpetual VM.
C. Allocate the same number of vCPUs as the perpetual VM.
D. Deploy virtual Panorama for management.

dY: BC

Y.

‘When migrating from aperpetual VM-Series firewall license to a flexible VM licensing model, two critical steps are needed:
Allocate same number of vCPUs- This ensures that the VM-Series capacity remains consistent and avoids resource bottlenecks.
"When migrating perpetual VM-Series licenses to flexible VM licensing, allocate the same vCPU and memory resources to ensure
equivalent performance." (Source: VM-Series Flexible Licensing Migration) Limit to same security services- Flexible licensing
requires maintaining the same security services to preserve licensing compliance.

"Ensure that you allow only the same security services on the flexible VM instance as were licensed on the perpetual VM." (Source:
Flexible Licensing and Service Subscriptions)

HAE #27
Which procedure is most effective for maintaining continuity and security during a Prisma Access data plane software upgrade?

e A Use Strata Cloud Manager (SCM) to perform dynamic upgrades automatically and simultaneously across all locations at
once to ensure network-wide uniformity.

¢ B. Perform the upgrade during peak business hours, quickly address any user-reported issues, and ensure immediate
troubleshooting post-rollout.

e C. Disable all security features during the upgrade to prevent conflicts and re-enable them after completion to ensure a smooth
rollout process.

¢ D. Back up configurations, schedule upgrades during off-peak hours, and use a phased approach rather than attempting a
network-wide rollout.

HEe. D

MH.

The best practice for Prisma Access data plane upgrades involvesbacking up configurations, scheduling upgrades during off-peak
hours, and using a phased approachto mmimize disruption and maintain continuity. As per the Palo Alto Networks documentation:
"To minimize disruptions, it is recommended to perform Prisma Access upgrades during non-business hours and in a phased manner,
starting with less critical sites to validate the process before moving to critical locations. Backup configurations and validate the
system's readiness to avoid data loss and maintain service continuity." (Source: Prisma Access Best Practices)

A2 #28
Which NGFW function can be used to enhance visibility, protect, block, and log the use of Post- quantum Cryptography (PQC)?

A. Decryption policy
B. DNS Security profile
C. Security policy

D. Decryption profile

HE: A

LR

Adecryption policyallows the firewall to inspect encrypted traffic and apply security controls toPost- quantum Cryptography
(PQC)usage, as PQC algorithirs are typically implemented within encrypted sessions.

"Decryption policies enable the firewall to see and control encrypted traffic. This visibility and control extend to new cryptographic
algorithirs, including PQC, to ensure that security measures are applied consistently.” (Source: Palo Alto Networks Decryption
Overview) By decrypting sessions, you ensure that even PQC traffic can be inspected, logged, and subject to security profiles for
visibility and policy enforcement.

EE #29
Which two security services are required for configuration of NGFW Security policies to protect against malicious and
misconfigured domains? (Choose two.)



A. Advanced Threat Prevention
B. Advanced WildFire

C. Advanced DNS Security

D. SaaS Security

: AC

ME:

Protecting aganstmaliciousandmisconfigured domainsrequires two critical services:

Advanced Threat Prevention

Provides signature-based and advanced analysis to identify threats, including DNS-based attacks.

"Advanced Threat Prevention enables the NGFW to detect and prevent exploits and malware-based communications, including
those leveraging DNS." (Source: Advanced Threat Prevention) Advanced DNS Security Specifically designed to detect and
sinkhole malicious and misconfigured DNS queries.

"DNS Security uses real-time mntelligence to block DNS-based threats, protect against data exfiltration, and automatically sinkhole
suspicious domain lookups." (Source: DNS Security) Bycombiningthese services in security policies, NGFWs ensure robust
protection against domain-based threats and misconfigurations.
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