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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q242-Q247):
NEW QUESTION # 242 
Universal containers (UC) has built a custom based Two-factor Authentication (2fa) system for their existing on-premise
applications. Thru are now implementing salesforce and would like to enable a Two-factor login process for it, as well. What is the
recommended solution an architect should consider?
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A. Replace the custom 2fa system with an app exchange app that supports on-premise applications and salesforce.
B. Use custom login flows to connect to the existing custom 2fa system for use in salesforce.
C. Replace the custom 2fa system with salesforce 2fa for on-premise application and salesforce.
D. Use the custom 2fa system for on-premise applications and native 2fa for salesforce.

Answer: B

Explanation:
Explanation
Using custom login flows to connect to the existing custom 2fa system for use in salesforce is the recommended solution because it
allows you to leverage your existing 2fa infrastructure and provide a consistent user experience across your applications. Custom
login flows let you customize the authentication process by adding extra screens or logic before or after the standard login1. You can
use Apex code to call your custom 2fa system and verify the user's identity2. This option also gives you more flexibility and control
over the 2fa process than using native 2fa or an app exchange app3. References: 1: Customize User Authentication with Login
Flows 2: Custom Login Flow Examples 3: Salesforce Multi-Factor Authentication

NEW QUESTION # 243 
Northern Trail Outfitters (NTO) uses Salesforce Experience Cloud sites (previously known as Customer Community) to provide a
digital portal where customers can login using their Google account.
NTO would like to automatically create a case record for first time users logging into Salesforce Experience Cloud.
What should an Identity architect do to fulfill the requirement?

A. Create an authentication provider for Social Login using Google and leverage standard registration handler.
B. Configure an authentication provider for Social Login using Google and a custom registration handler.
C. Implement a Just-in-Time handler class that has logic to create cases upon first login.
D. Implement a login flow with a record create component for Case.

Answer: D

NEW QUESTION # 244 
Universal containers (UC) is setting up their customer Community self-registration process. They are uncomfortable with the idea of
assigning new users to a default account record. What will happen when customers self-register in the community?

A. The self-registration page will create a new account record.
B. The self-registration process will create a person Account record.
C. The self-registration process will produce an error to the user.
D. The self-registration page will ask user to select an account.

Answer: B

Explanation:
When customers self-register in the community, the self-registration process will create a person account record. A person account
is a special type of account that combines both account and contact information in one record. This allows customers to have their
own individual accounts without being associated with a default account. Option A is not a good choice because the self-registration
process will not produce an error to the user, unless there is some configuration or validation issue. Option B is not a good choice
because the self-registration page will not ask user to select an account, unless it is customized to do so. Option D is not a good
choice because the self-registration page will not create a new account record,unless it is customized to do so.
References: [How to Provision Salesforce Communities Users], [Salesforce Licensing]

NEW QUESTION # 245 
The CIO of universal containers(UC) wants to start takingadvantage of the refresh token capability for the UC applications that
utilize Oauth 2.0. UC has listed an architect to analyze all of the applications that use Oauth flows to. See where refresh Tokens
canbe applied. Which two OAuth flows should the architect consider in their evaluation? Choose 2 answers

A. Username-password
B. Web server
C. Jwt bearer token
D. User-Agent



Answer: B,D

Explanation:
The two OAuth flows that support refresh tokens are Web server and User-Agent. According to the Salesforce documentation2,
"The webserver authentication flow and user-agent flow both provide a refresh token that can be used to get a new access token."
Therefore, option A and C are the correct answers.
References: Salesforce Documentation

NEW QUESTION # 246 
Universal containers (UC) does my domain enable in the context of a SAML SSO configuration? Choose 2 answers

A. App launcher
B. Login forensics
C. Resource deep linking
D. SSO from salesforce1 mobile app.

Answer: C,D

Explanation:
Enabling My Domain in the context of a SAML SSO configuration enables resource deep linking and SSO from Salesforce1 mobile
app. Resource deep linking allows users to access specificrecords or pages after logging in with SSO5. SSO from Salesforce1
mobile app requires using the My Domain URL as the login server4. Enabling My Domain does not affect the app launcher or login
forensics features. Therefore, option A and C are the correct answers. References: Salesforce Mobile Application Single Sign-On
overview, SAML SSO with Salesforce as the Service Provider, Single Sign-On, Considerations for setting up My Domain and SSO
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