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In the context of exploitation, what is privilege escalation?
Response:

A. Scanning the network for vulnerabilities
B. Exploiting a buffer overflow
C. Gaining initial access to a system
D. Increasing the level of access or permissions on a system

Answer: D

NEW QUESTION # 47 
When performing a forensic analysis, which file system metadata is crucial for establishing a timeline of events?
Response:

A. Hidden attribute status
B. File size
C. File type
D. MAC (Modification, Access, Creation) times

Answer: D

NEW QUESTION # 48 
Which mitigation strategy involves isolating critical network segments to limit the spread of an attack?
Response:

A. User Education
B. Patch Management
C. Network Segmentation
D. Encryption

Answer: C

NEW QUESTION # 49 
What file system introduced with Windows NT provides support for larger hard drives and better data security compared to
FAT32?
Response:

A. FAT16
B. ReFS
C. NTFS
D. exFAT

Answer: C

NEW QUESTION # 50 
Identify the commands that are used to find files within a directory hierarchy.
(Choose 2)
Response:

A. find
B. echo
C. locate
D. grep

Answer: A,C
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