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In modern society, everything is changing so fast with the development of technology. If you do no renew your knowledge and skills,
you will be wiped out by others. Our AZ-500 study materials also keep up with the society. After all, new technology has been
applied in many fields. It is time to strengthen your skills. Our AZ-500 Study Materials will help you master the most popular skills in
the job market. Then you will have a greater chance to find a desirable job. Also, it doesn’t matter whether have basic knowledge
about the AZ-500 study materials.

The Microsoft AZ-500 Exam will equip you with the relevant skills to become a reputable security engineer with a focus on Azure.
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There are numerious AZ-500 exam dumps for the candidates to select for their preparation the exams, some candidates may get
confused by so many choice. Our AZ-500 learning materials have free demo for the candidates, and they will have a general idea
about the AZ-500 Learning Materials. You can obtain the AZ-500 learning materials for about ten minutes. The payment is also
quite easy: online payment with credit card, and the private information of the you is also guaranteed.

Microsoft Azure Security Technologies Sample Questions (Q342-Q347):

NEW QUESTION # 342
You have an Azure subscription that contains the virtual machines shown in the following table.
Location Virtual network name
East US VNET1
West US VNET2
East US VNET1
Westius T VNET3
All the virtual networks are peered.
You deploy Azure Bastion to VNET2.

Which virtual machines can be protected by the bastion host?

A. VM1, VM2, VM3, and VM4
B. VM2 and VM4 only

C. VM1, VM2, and VM3 only
D. VM2 only

Answer: A

Explanation:
Explanation/Reference:
httpsz/docs.microsoft.comyen-us/azure/bastion/vnet-peering
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NEW QUESTION # 343
You have an Azure subscription that contains the virtual machines shown in the following table.

s fFar-'l.cl.d
ok group (NSG)
VM1 West US VINET 1 /Subnet None
VM2 West US VNET 1/Subnet2 | NSG2
VM3 Central US VNET2/Subnet1 | NSG3
VA4 Wes: LIS VNET3/Subnet1 | NSG4

VNETI, VNET2, and VNET3 are peered with each other. You perform the following actions:
* Create two application security groups named ASGI and ASG2 in the West US region.
* Add the network mterface of VM1 to ASGI.

Answer Arca
ASGT: -
ASG2: -

Microsoft
Answer:

Explanation:

see the answer below in explanation.
Explanation:

Answer as below.

Answer Area

ASGA] WMZ VM, and VM4 only -

ASG2: VM1, VMZ. and VM4 only e

Al

Microsoft

NEW QUESTION # 344

You create an Azure subscription.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure
AD roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions Answer Area

Verify your identity by using multi-factor
authentication (MFA).

Consent to PIM.
|

Sign up PIM for Azure AD roles:

©
®©

©O

Discaver privileged roles.

‘ Discover resources.

Answer:

Explanation:



Actions

e e e e e e o o o
I

Verify your identity by using multi-factor '

‘authentication (MFA). _ _ _ _ _ _ _ ]
:l‘— _______________ = |
; Consent to PIM. :
= - -§u1 ‘;‘}I__:.'-. o~ .;_:;r_i:s B —
1Sign up PIM for Azure AD roles.
N W
i— ——————————— i . —
| Discover privileged roles.
L e

Discover resources. |
Explanation

Consent to PIM.

Verify your identity by Using multi-factor
_authentication {MFA_}_.

Sign upPiM for Azure AD roles.

Step 1: Consent to PIM

eged Ident:t X +

@ https//portal.azure.com/#blade/Microsoft_

Answer Area

Azure PIh

Microsoft Azure L Search resources, services, and docs

Home > Privileged Identity Management - Consent to PIM

Create a resource Privileged Identity Management - Consent to PIM

All services

dnelondd ' Quick start

Dashboard @ Consent to PIM

B AN resources
Tasks
%# Resource groups
ﬁ App Services
¥ Function Apps
= sqL databases
& Azure Cosmos DB
8 virtual machines
+ Load balancers
B Storage accounts
Virtual networks
@ Azure Active Directory Activity
© wMonitor
@ Advisor Troubleshooting « Support
W Security Center K Troubleshoot

© cost Management + Bill... s New support request

L)
ad_Haln 4 cunnort

MFA. You'll be asked to pick an account.

«

Step: 2 Verify your identity by using muilti-factor authentication (MFA) Click Verify my identity to verify your identity with Azure

O gefresh P

Privileged Identity Management and Azure Multi-Facter Authentication (MFA) work together to help you
mManage access 1o secure applications and services. Before you get started with PIM, we need to make sure
that you're able to use MFA.

Verify your identity with Azure MFA now ihyoulifavigh t Wi dire®et, we'll help you do that

O

Azure AD Privileged Identity Management
@ Azure AD PIM is a Premium feature that enables you to limit standing admin access to privil

Jo)

Limit standing access Discover who has access

PIM allows you to make users eligible Using the built-in wizard, you can

for roles, which means they only have easily discover us th permanent

Bccess when necessary., privileged role assignments and
make them eligible.




Step 3: Sign up PIM for Azure AD roles

Once you have enabled PIM for your directory, you'll need to sign up PIM to manage Azure AD roles.
References:

httpsz//docs.microsoft.com/en-us/azure/active-directory/privileged- identity-management/pim- getting-started

NEW QUESTION # 345
You have two Azure virtual machines in the East US2 region as shown in the following table.

Operating system Tier
Windows Server 2008-:R2 Basic
Ubunta 1§'@4;MY-LTS Standard

You deploy and configure an Azure Key vault.

Youneed to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

‘What should you modify on each virtual machine? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

VM1: v
The operating system version

The tier

The type

VM2:

Viicres aoft

The operating system version
The tier

The type

v

Answer:
Explanation:
Microsoft
VM1: v
The operating system version
e tier
he type

VM2: v

The operating system version
Ihe uer
The type

References:
httpsv/docs.microsoft.conven-us/azure/virtual- machines/windows/generation- 2#generation- 1-vs-generation-2-capabilities

NEW QUESTION # 346
:2 HOTSPOT
‘Which virtual networks in Sub1 can User2 modify and delete in their current state? To answer, select the appropriate options in the



answer area.
NOTE: Each correct selection is worth one point.

Virtual networks that User2 can modify: 1 v

VNET4 only

VNET4‘nd VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete’ — Micros q&

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4. VNET3. VNET2. and VNET1

Answer:
Explanation:
~Virtual networks that User2 can modify: v
[ VNET4only C\°
Microsoft e P o
VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1
Virtual networks that User2 candelete: =~~~ ‘ v
IIVNET4 only |
VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1
Explanation

Virtual networks that User2 can modify:

VNET4 only

VMNET4 and VNET1 only

VNET4, VNETS, and VNET1 only
VINET4, VNET3, VNETZ2, and VNET1

Virtual networks that User2 can delete:

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
[VAE T4, ANET2

Box 1: VNET4 and VNETT1 only

RG1 has only Delete lock, while there are no locks on RG4.

RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

There are no locks on RG4, while the other resource groups have either Delete or Read-only locks.

Note: As an administrator, you may need to lock a subscription, resource group, or resource to prevent other users in your
organization from accidentally deleting or modifying critical resources. You can set the lock level to CanNotDelete or ReadOnly. In
the portal, the locks are called Delete and Read-only respectively.

* CanNotDelete means authorized users can still read and modify a resource, but they can't delete the resource.

* ReadOnly means authorized users can read a resource, but they can't delete or update the resource.



Applying this lock is similar to restricting all authorized users to the permissions granted by the Reader role.
Scenario:

User2 is a Security administrator.

Subl contains six resource groups named RG1, RG2, RG3, RG4, RGS, and RG6.

User?2 creates the virtual networks shown in the following table.

Name | Resource group
VNET1 RG1
_VNET2 LERG2
VNET3 RG3
VNET4 RG4
Sub1 contains the locks shown in the following table.
References:

httpsv/docs.microsoft.conven-us/azure/azure-resource-manager/resource-group-lock-resources

NEW QUESTION # 347
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