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FH 1

¢ InfinBand Configuration, Optimization, Security, and Troubleshooting: This section of the exam measures

the skills of Data Center Network Administrators and covers the configuration and operational
maintenance of NVIDIA InfiniBand switches. It includes setting up InfiniBand fabrics for multi-tenant
environments, managing subnet configurations, testing connectivity, and using UFM to troubleshoot and
analyze issues. It also focuses on validating rail-optimized topologies for optimal network performance.

FH 2

Spectrum-X Configuration, Optimization, Security, and Troubleshooting: This section of the exam
measures the skills of Network Performance Engineers and covers configuring, managing, and securing
NVIDIA Spectrum-X switches. It includes setting performance baselines, resolving performance issues,
and using diagnostic tools such as CloudAl benchmark, NCCL, and NetQ. It also emphasizes leveraging
DPUs for network acceleration and using monitoring tools like Grafana and SNMP for telemetry analysis.

=3

Al Network Architecture: This section of the exam measures the skills of Al Infrastructure Architects and
covers the ability to distinguish between Al factory and Al data center architectures. It includes
understanding how Ethernet and InfiniBand differ in performance and application, and identifying the right
storage options based on speed, scalability, and cost to fit Al networking needs.
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EE #30
What is the basic functionality of an IB Router?

A. Connecting two (or more) InfiniBand fabrics

B. Connecting SAN to an InfiniBand fabric

C. Connecting NVLink domains to an InfiniBand fabric
D. Connecting Ethernet switches to an InfiniBand fabric

HE: A

Y.

AnInfiniBand (IB) Routerconnects two or morelnfiniBand subnets, making it possible for nodes in different subnets to commumicate
throughroute-managed commumnication.

From the officialN VIDIA InfiniBand Routers Documentation:

"An InfiniBand router provides connectivity between two or more InfiniBand subnets, enabling communication between hosts that
are not on the same subnet while preserving isolation and scalability."

* Ensures fabric scalability by allowing subnet segmentation.

* Uses LID routing across subnet managers (SMs).

* Essential in large clusters with thousands of nodes.

Incorrect Options:

* AandBare incorrect: InfiniBand does not connect directly to Ethernet or SANs without a gateway.

* Cis unrelated: NVLink is a GPU interconnect, not tied to InfiniBand routers.

Reference: NVIDIA InfiniBand Routers Guide

EE #31
How is congestion evaluated in an NVIDIA Spectrumt X system?

A. By monitoring the CPU and power usage of network devices.

B. By measuring the number of connected devices in the network.

C. By assessing the physical distance between network devices.

D. By analyzing the egress queue loads ensuring all ports are well-balanced.

HE. D

ME:

In NVIDIA Spectrum-X, congestion is evaluated based on egress queue loads. Spectrum-4 switches assess the load on each egress
queue and select the port with the minimal load for packet transmission. This approach ensures that all ports are well-balanced,
optimizing network performance and minimizing congestion.

A2 #32
A fabric administrator added new servers to a 40-port edge switch. The administrator now needs to gather and map the newly
added ports' LIDs and LINK SPEED. Which of'the following commands can be used for that purpose?

A. ibswitches

B. ibnetdiscover

C. ibhosts

D. b _check routes
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The correct utility isibnetdiscover.

From the official NVIDIA InfiniBand Utilities Guide:

"bnetdiscover scans the fabric and returns a topology of all switches and end nodes, including their GUIDs, LIDs, port numbers,
and link speeds." It generates a fabric map with node-to-port relationships and shows:

* GUIDs

* LIDs (Local IDs)



* Link speeds and widths

* Switch-to-host connections

This is essential for network topology validation and mapping physical port additions.
Incorrect Options:

*b_check routes- for routing table diagnostics.

* ibhosts- shows host information but not switch-level port mapping.

* ibswitches- shows switch info, but lacks port-level LID/link speed mapping.
Reference: NVIDIA InfiniBand Tools - ibnetdiscover Utility

HEE #33

You are automating the deployment of a Spectrum+ X network using Ansible. You need to ensure that the playbooks can handle
different switch models and configurations efficiently.

Which feature of the NVIDIA NVUE Collection helps simplify the automation by providing pre-built roles for common network

configurations?

A. Collection modules
B. Collection roles

C. Collection libraries
D. Collection plugins

He: B

MY

The NVIDIA NVUE Collection for Ansible includes pre-built roles designed to streamline automation tasks across various switch
models and configurations. These roles encapsulate common network configurations, allowing for efficient and consistent
deployment.

By utilizing these roles, network administrators can:

* Apply standardized configurations across different devices.

* Reduce the complexity of playbooks by reusing modular components.

* Ensure consistency and compliance with organizational policies.

This approach aligns with Ansible best practices, promoting maintainability and scalability in network autormation.

Reference: NVIDIA NVUE Collection Documentation - Ansible Roles

A2 #34

As the network administrator for a large-scale Al research cluster, you are responsible for ensuring seamless data flow across an
InfiniBand east-west fabric that interconnects hundreds of compute nodes.

Which tool would you use to trace and discover the network paths between nodes on this InfiniBand east-west fabric?

A. bnetdiscover
B. tracert

C. bpathverify
D. NetQ

HE. A
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The ibnetdiscover utility is used to perform InfiniBand subnet discovery and outputs a human-readable topology file. GUIDs, node
types, and port numbers are displayed, as well as port LIDs and node descriptions.

All nodes and links are displayed, providing a full topology. This utility can also be used to list the current connected nodes. The
output is printed to the standard output unless a topology file is specified.

InfiniBand is a high-performance, low-latency interconnect technology used in Al and HPC data centers, particularly for east-west
traffic between compute nodes in large-scale fabrics. Ensuring seamless data flow requires tools to troubleshoot and monitor the
network, including the ability to trace and discover network paths between nodes. The question asks for the specific tool used to
trace and discover paths in an InfiniBand fabric, which is a key task in InfiniBand troubleshooting,

According to NVIDIA's official InfiniBand documentation, the ibnetdiscover tool is designed to discover and map the topology of an
InfiniBand fabric, including the paths between nodes. It scans the fabric, queries the subnet manager, and generates a topology map
that details the connections between switches, Host Channel Adapters (HCAs), and other devices. This tool is essential for verifying
connectivity, identifying routing paths, and troubleshooting issues like misconfigured routes or link failures in large-scale InfiniBand
fabrics.



Exact Extract from N'VIDIA Documentation:

"The ibnetdiscover tool is used to discover the InfiniBand fabric topology and generate a map of the network.

It queries the subnet manager to retrieve information about all nodes, switches, and links in the fabric, providing a detailed view of
the paths between nodes. This tool is critical for troubleshooting connectivity issues and ensuring proper routing in InfiniBand
networks."

-NVIDIA InfiniBand Networking Guide

This extract confirms that ibnetdiscover is the correct tool for discovering network paths in an InfiniBand east- west fabric. It
provides a conmprehensive view of the fabric's topology, enabling administrators to trace paths between compute nodes and ensure
seamless data flow.

Reference:InfiniBand Fabric Utilities - NVIDIA Docs
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