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Refer to theexhibit, which shows the output of getsystem ha status.
NGFW-1 and NGFW-2 have been up for a week.
Which two statements about the output are true? (Choose two.)

A. Ifno action is taken, the primary FortiGate will leave the cluster because of the current sync status.

B. Ifa configuration change is made to the primary FortiGate at this time, the secondary will initiate a synchronization reset.
C. Ifport 7 becomes disconnected on the secondary, both FortiGate devices will elect itself as primary.

D. IfFGVM...649 is rebooted. FGVM...650 will become the primary and retain that role, even after FGVM...649 rejoins
the cluster.

ZE: CD

FIRE #30
Refer to the exhibit. The exhibit shows the output from using the command diagnose debug application samld -1 to diagnose a
SAML connection.

#«#as SP Login Dump *"'c!as:c:tccin
xmins:lasso="heep://www.entrouvert.org/namespaces/lassn/0.0"
xmlns:samlp="urn:ocasis:names:tc:SAML:2.0:protocol"
xmlns:saml="urn:casis:names:tc:SAML:2.0:assextion”
LoginDumpVersion="2"><lasso:Requesct><samlp:AuthnRequest

ID=" EEC718A47FB37B472B8205B1115S3ED409" Version="2.08 " GssueInstant="2024~-02~
21T35:58:442“ Destinacion="hccps://10.1.10.2/sapi®1dp nst/login/"
SignType="0" SignMethod="Q0" ForceAuthn=%5faAlse"” UsPassive="false"
ProtocolBinding="urn:oasis:names:tc:SAMUNS S0 :banding=: HITEP-PCST"
AsserctionConsumerServiceURL="https:,/10.1000.254:1003/xemote/saml/logain/"><sa
ml:Issuer>heteps://10.1.10.254: 1003 rencte/saml /metadata/</saml :Issuer><samlip:
NameIDPolicy Formac="urn:ocasf@:names cc:SAML:1.l:nameid~-formac:unspecified”
AllowCreate="grue"/></samip "AtthnRequesc></lasso:Requesc><lasso:RemoteProvide
rID>hcep://10.1.10.2/8amMXidpb/nst/mecadacta/</lasso:RemoteProviderID><lassc:Msg
Url>hctps://10.1.10.2/8aml -
adp/nst/login/?SAMLRequest=1ZJfTeIwFMWR2FytL30WSsAZtBWwhhEEtCFOAAfTNOUOGRXr22%2
Fnn29vGWIwUeJLk97eX32BA5p01QLFXDJ63dgxWetIDRe 62 rhbwIGIHWKK4FSuRK1IDcFnwouVnys
Md4¥7TVhalIGXKZEIhgrNSKeltasRJSmst4</lasso!HrtcpRegquestMecthod><lasso:RequescID>
_EEC712A47FB37B472B205B11153ED409</1lassc:RequestID></lasso:Login>

Based on this output, what can you conclude?

e A The authentication request is for an SSL VPN connection.



e B. The IdP IP address is 10.1.10.2.
e C. Active Directory is used for authentication.
e D. The IdP IP address is 10.1.10.254.
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The SAML AuthnRequest's Destination and RemoteProviderID URLs both point to https2/10.1.10.2, indicating the IdP's IP
address is 10.1.10.2.

R #31
Refer to the exhibit, which shows a session table entry.

FGT % diagnose sys session list

session info: proto=6 proto_state=11 duration=35 expire=265 timeout=300 flags=00000000
sockflag=00000000 sockport=0 av _idx=0 use=4

origin-shaper=

reply-shaper=

per_ ip shaper=

class_id=0 ha_id=0 policy_dir=0 tunnel=/ vlan_cos=0/255

state=redir local may dirty none app ntf

statistic (bytes/packets/allow)err): org=3208/25/1 reply=11144/29/1 tuples=2

tx speed (Bps/kbps): 0/0 rx speed (Bps/kbps): 0/0

orgin->sink: org pre->post, reply pre->post dev=7->6/6->7 gwy=172.20.121.2/1€0.0.0.2
hook=post dir=org act=snat 192.167.1.100:49545->216.58.216.238:443(172.20.1211.96:49545)
hoock=pre dir=reply act=dnat 216.58.216.238:443->172.20.121.96:49545(192.167.11.100:49545)
pos/ (before, after) 0/ (0,0), 0/ (0,0)

src mac=08:5b:0e: 6c:76:7a

misc=0 policy_ id=21 auth_info=0 chk_client_info=0 vd=0

serial=007£2948 to=ff/ff app_list=0 app=0 url_cat=41

rpdb_link_id = 00000000

dd_type=0 dd_mode=0

npu_state=00000000

npu info: flag=0x00/0x00, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0,v1an=0x0000/0x0000

vlifid=0/0, vtag_irp}mﬂm_npu=0/0, fwd en=0/0, qid=0/0

Which statement about FortiGate behavior relating to this session is correct?

A. FortiGate forwarded this session without any inspection.

B. FortiGate applied only IPS inspection to this session.

C. FortiGate is performing a security profile inspection using the CPU.

D. FortiGate redirected the client to the captive portal to authenticate, so that a correct policy match could be made.

ZX: D
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The key here is the state=redir _local...authflag, which tells that this session is being locally redirected (i.e. captive portal) waiting for
the user to authenticate before it will match the

"real" policy.

PR #32
Refer to the exhibit, which shows the output of the command get router info ospfneighbor.

# get router info ospf neighbor -

OSPF process 0, VRF 0:

Neighbor ID Pri State Dead Time Address Interface
0.0.0.12 1 Full/DROth&r 02:14:39 10.10.2,1 wanl
0.0.0.15 1 Full/BDR 04:26:37 10.10.3.2 wan2
0.0.0.18 cl Full/ = 05:04:36 172.16.1.2 ToHub

To what extent does FortiGate operate when looking at its OSPF neighbors? (Choose two.)

A. The local FortiGate has at least one mterface that participates in a broadcast network.

B. Neighbor 0.0.0.18 is the designated router (DR).

C. The local FortiGate has at least one interface that participates in a point-to-point network.
D. The local FortiGate is the DR.
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The command on this slide shows a summary of the statuses of all the OSPF neighbors. For each neighbor, it displays the adjacency
state and if it is a DR, a BDR, or neither (DROther) Pagina 362 Enterprise Firewall 7.2 Study. - Point-to-point networks contain
only two peers, one at each end of a point-to-point link - Broadcast networks (multi-access) support more than two attached
routers. They also support sending messages to multiple recipients (broadcasting). Pagina 365 Enterprise Firewall 7.2 Study. In
any multi-access network there is one DR and one BDR. Pagina 439 Network Security Support Engineer 7.4 Study FULL/-
This represents a point-to-point network

8 #33
Refer to the exhibit, which shows the partial output of a diagnose command.

# diagnose sys session list expectation
session info: proto=6 proto state=00 duration=6 expire=23 timeout=3600 refresh dir=both flags=00000000 sockflag=00000000
sockport=0 av idx=0 use=3

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=C policy dir=l1 tunnel=/

state=new npu acct-ext complex

statistic (bytes/packets/allow_err): org=0/0/0 zep.¥=C/0/0 tuples~z

orgin->sink: org pre->post, reply pred->poSthdevss—>F/7-35/gwy=10.1.1.2/172.17.97.3

hook=pre dir=org act=dnat 93.157.14.9430-220.200.1.1:60428(10.0.1.10:55402)
hook=pre dir=org act=noop 0.0.0.0:0->0.0.0.0:0(¢0.0.0.0:0)

pos/ (before,after) 0/(0,0), 0/(0,0)
misc=0 policy id=25 id policy id=0 auth i
serial=008423f4 tos=ff/ff ips_view=0 app

‘Which two conclusions can you draw from the output shown in the exhibit? (ChO(;SG two.)

A. This is a pinhole session to allow traffic for a TCP protocol that dynamically assigns TCP ports.
B. Clearing the master session has no impact on the expectation session.

C. FortiGate will drop the expected traffic if it does not arrive within 23 seconds.

D. The session is checked against firewall policy ID 25.

ER: AC
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The "expire=23" value shows this expectation entry will be removed - and any matching packets subsequently dropped - if the
expected traffic doesn't arrive within 23 seconds.

Because it's a TCP-based expectation entry (proto=6) set up to allow dynamically assigned ports, it's acting as a pinhole session for
a protocol that opens ephemeral TCP ports.
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