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(Q40-Q45):
AL #40

An administrator has configured a Path Policy for "ERP_Traffic". The policy allows two public internet links, "ISP-A" and "ISP-B",
both marked as "Active". The Path Quality Profile (SLA) requires a latency of less than 150ms. Currently, both ISP-A and ISP-B
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have a latency of 40ms, well within the SLA.
How does the Prisma SD-WAN ION determine which link to use for a new flow of "ERP_Traffic" when both active paths meet the
SLA requirements?

A. Tt selects the path that appears first in the interface configuration list.

B. It selects the path with the highest available bandwidth capacity.

C. It selects the path with the lowest numerical latency (e.g., if ISP-A drops to 39ms).
D. It duplicates the packets across both paths (Packet Duplication) to ensure delivery.

He: B

Y.

Comprehensive and Detailed Explanation

Prisma SD-WAN utilizes a sophisticated decision engine for Application-Based Path Selection that goes beyond simple failover.
‘When configuring a Path Policy, the administrator defines "Active" paths and a "Path Quality Profile" (SLA).

SLA Compliance (The Filter): First, the system filters the available paths based on the Path Quality Profile. In this scenario, both
ISP-A and ISP-B have 40mrs latency against a 150ms threshold. Both are "green" or compliant paths.

Selection Criteria (The Tie-Breaker): When muiltiple paths are configured as "Active" and all meet the performance SLA, the ION
device airs to optimize the overall user experience and network utilization. The default behavior for load balancing across healthy,
compliant active paths is to select the path with the highest available bandwidth capacity.

By steering new flows to the link with the most "headroom' (available Mbps), the system prevents the saturation of a smaller link
(e.g, a20Mbps DSL Iine) while a larger link (e.g., 1Gbps Fiber) sits underutilized. This maximizes the aggregate throughput for the
site. While latency is the qualifier, bandwidth availability is often the selector for compliant paths. Note that if the application was
defined as "Real- Time" and configured for packet duplication, behavior would differ, but for standard traffic, capacity-based
distribution is the standard active/active logic.

HE #41

A network engineer is troubleshooting an ION device that is showing as "Offline" in the Prisma SD-WAN portal, despite the site
reporting that local internet access is working, The engineer has console access to the device.

Which CLI command should be used to specifically validate the device's ability to resolve the controller's hostname and establish a
secure connection to it over a specific interface?

A. debug controller reachability <interface>
B. dump vpn summary

C. show system connectivity

D. ping <controller-ip>

HE. A

ME:

Comprehensive and Detailed Explanation

The CLI command debug controller reachability <interface> (e.g., debug controller reachability 1) is the specific diagnostic tool
designed to verify the entire connectivity chain required for management plane availability.

Unlike a simple ICMP ping (Option A), which only tests Layer 3 connectivity to an IP address, the debug controller reachability
command performs a sequential set of tests:

DNS Resolution: It attempts to resolve the specific Locator service URL (locator.cgnx.net or region-specific FQDN) to verify DNS
functionality.

TCP Connectivity: It tests the ability to establish a TCP connection to the controller on port 443 (HTTPS).

SSL/TLS Handshake: It validates that the device can successfully negotiate the secure tunnel required for authentication.

Ifthis command fails at the DNS step, the issue is likely a missing DNS server in the interface config, Ifit fails at the TCP step, it
implies an upstream firewall is blocking outbound port 443. This targeted output allows the engineer to pinpoint exactly why the
device is offline in the portal.

EE #42

Two branch sites, "Branch-A" and "Branch-B", are both behind active NAT devices (Source NAT) on their local internet circuits.
‘What requirement must be met for these two branches to successfully establish a direct Dynamic VPN (ION-to-ION) tunnel over
the internet?

e A The ION devices automatically use STUN (Session Traversal Utilities for NAT) to discover their public IPs and negotiate



the connection.
¢ B. Both sites must disable NAT and use public IPs on the ION interface.
¢ C. Dynamic VPNs are not supported if both sides are behind NAT.
e D. One of the sites must have a Static Public IP (1:1 NAT) to act as the initiator.

HE: A

Y.

Comprehensive and Detailed Explanation

Prisma SD-WAN supports Dynamic VPN (Branch-to-Branch) even when both endpoints are behind Source NAT (e.g., typical
broadband connections).

To achieve this, the ION devices utilize standard NAT Traversal techniques, specifically leveraging STUN (Session Traversal
Utilities for NAT).

Discovery: Each ION commumnicates with the Cloud Controller (which acts as a STUN server/signaling broker). Through this
commumnication, the controller observes the public IP and Port that the ION's traffic is coming from (the post-NAT address).
Signaling: The controller shares this public reachability information with the peer ION.

Hole Punching: The IONSs then attempt to initiate connections to each other's discovered public IP/Port. This "UDP Hole Punching”
allows them to establish a direct [PSec tunnel through the NAT devices without requiring static 1:1 NAT mapping or manual port
forwarding on the provider routers, enabling mesh connectivity in commodity internet environments.

HE #43
During the Zero Touch Provisioning (ZTP) process of a new ION device at a branch site, which interface ports are supported by
default to request an [P address via DHCP and reach the Prisma SD-WAN controller for claiming?

A. The dedicated Controller port, or Port 1 / Internet 1 ifa dedicated port is absent
B. Only the USB port via a cellular modem

C. Only the dedicated Controller port (if available)

D. Any LAN or WAN port on the device

HE: A

MH.

Comprehensive and Detailed Explanation

For a successful Zero Touch Provisioning (ZTP) experience, the ION device must be able to obtain an IP address and reach the
internet immediately upon boot-up.

According to Palo Alto Networks hardware guides, the Controller Port (often labeled specifically as "CONTROLLER" on models
like the ION 3000/7000/9000) is pre-configured to act as a DHCP client by default. It is the preferred interface for the mitial "call
home" process.

However, for smaller desktop models (like the ION 1000/2000/1200 series) or scenarios where a dedicated management network
is not available, the device firmware is also configured to attempt DHCP client requests on Port 1 (often labeled as Internet 1 or
simply 1).

Connecting the ISP circuit to any random port (like Port 4 or a LAN port) will not work for ZTP because those interfaces are not
pre-configured as DHCP clients in the factory default state. Therefore, the nstaller must ensure the mternet uplink is connected to
either the dedicated Controller port or Port 1/Internet 1 to ensure the device can resolve the controller FQDN and download its

configuration.

A2 #44

A site has two internet circuits: Circuit A with 500 Mbps capacity and Circuit B with 100 Mbps capacity.

Which path policy configuration will ensure traffic is automatically shifted from a saturated circuit to the circuit with available
bandwidth?

A. Both circuits under active path
B. Circuit B as an active, Circuit A as a backup
C. Circuit A as an active, Circuit B as a backup
D. Circuit B as an L3 failure path

: A

ool
02 m



Comprehensive and Detailed Explanation

In Prisma SD-WAN (CloudGenix), Path Policies control how application traffic is steered across WAN links. To ensure that traffic
is automatically shifted from a saturated circuit to another circuit with available bandwidth, both circuits must be configured as Active
Paths within the policy rule.

‘When nuiltiple paths are designated as "Active," the ION device treats themas a shared pool of available resources. The system
continuously monitors the bandwidth utilization (capacity) and health (latency, jitter, loss) of all active links. If "Circuit A" (500
Mbps) becomes saturated or approaches its defined bandwidth limit, the [ON's intelligent scheduler will automatically direct new
application flows to "Circuit B" (100 Mbps) because it is a valid, healthy Active path with available capacity. This achieves effective
load balancing and bandwidth aggregation.

In contrast, configuring "Circuit B" as a Backup Path (Option A or B) creates a strict priority relationship. Traffic would only move
to the Backup path if the Active path completely failed or violated its configured SLA (Path Quality Profile) significantly enough to
be considered "down." Mere bandwidth saturation might not trigger an SLA failure immediately, potentially leading to dropped
packets on the saturated link while the backup link remains idle. Therefore, placing Both circuits under active path is the correct

configuration for dynamic capacity management.
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