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¢ CMMC Model Construct and Implementation Evaluation: This section of the exam measures the evaluative
skills of cybersecurity assessors, focusing on the application and assessment of the CMMC model. It

FA1 includes understanding its levels, domains, practices, and implementation criteria, and how to assess

whether organizations meet the required cybersecurity practices using evidence-based evaluation.
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o CMMLC Assessient Process (CAP): This section of the exam measures the planning and execution skills
of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This

FH 2 includes planning, executing, documenting, reporting assessments, and managing Plans of Action and

Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

¢ CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the finctions of entities such as the Department of Defense, CMMC-AB,
FH 3 Organizations Seeking Certification, Registered Practitioners, and Certificd CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

¢ CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,
DFARS, FAR, and the structure and requirements of CMMC v2.0, including self-assessments and
certification levels.
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HE #95
During assessment planning, the OSC recommends a person to interview for a certain practice. The person being interviewed
MUST be the person who:

A. implements, performs, or supports that practice.
B. audits that practice.

C. supports, audits, and performs that practice.

D. funds that practice.

HE. A

MY

Who Should Be Interviewed Duringa CMMC Assessment?During assessment planning, theOrganization Seeking Certification
(OSC)may suggest personnel for interviews. However, the person interviewedmustbe someone who:

#Implementsthe practice (directly responsible for executing it).

#Performsthe practice (carries out day-to-day security operations).

#Supportsthe practice (provides necessary resources or oversight).

* Theassessor needs direct insightsfrom individuals actively involved in the practice.

* Funding (Option A)does not providetechnical or operationalinsight into practice execution.

* Auditing (Option B)focuses on compliance checks, but auditorsdo not implementthe practice.

* Supporting, auditing, and performing (Option C)includesauditors, who arenot necessarily the right interviewees.

Why "Iimplements, Performs, or Supports That Practice" is Correct?Breakdown of Answer ChoicesOption Description Correct?
A: Funds that practice.

#Incorrect-Funding is important but doesnot mean direct involverment.

B: Audlits that practice.

#Incorrect- Auditors check compliance but donot implementpractices.

C: Supports, audits, and perforns that practice.

#Incorrect- Auditing isnot a requirementfor interviewees.

D: Implements, performs, or supports that practice.
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#Correct - The mterviewee must have direct involverment in execution.

* CMMC Assessmment Process Guide (CAP)- Requires that interviewees bedirectly responsiblefor implementing, performing, or
supporting the practice.

Official References from CMMC 2.0 DocumentationFinal Verification and ConclusionThe correct answer isD. Implements,
performs, or supports that practice, as the interviewee mustactively contribute to the execution of the practice.

EE #96
Which statement BEST describes an assessor's evidence gathering activities?

A. Test certain assessiment objectives to determine findings.

B. Use examinations, interviews, and tests to gather sufficient evidence.
C. Use interviews for assessing a Level 2 practice.

D. Test all practices or objectives for a Level 2 practice
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HE #97

In many organizations, the protection of FCI includes devices that are used to scan physical documentation into digital form and print
physical copies of digital FCI. What technical control can be used to Iimit multi- fimction device (MFD) access to only the systers
authorized to access the MFD?

A. Single administrative account

B. Access lists only known to the IT administrator
C. Documentation showing MFD configuration
D. Virtual LAN restrictions

2
m
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Understanding Multi- Function Device (MFD) Security in CMMCMulti-finction devices (MFDs), such asscanners, printers, and
copiers,process, store, and transmit FCI, making them apotential attack surfacefor unauthorized access.

Thebest technical controlto limit MFD access to only authorized systens isVirtual LAN (VLAN) restrictions, whichsegment and
isolate network traffic.

VLAN Restrictions Provide Network Segmentation

VLANSisolate the MFDfrom unauthorized systems, ensuringonly approved devicescan communicate with it.

Prevents unauthorized network access bylimiting connectionsto specific IPs or subnets.

Meets CMMC 2.0 Network Security Controls

Aligns withCMMC System and Commumications Protection (SC) Practicesfor network segmentation and access control.
Reducesthe risk of unauthorized access to scanned and printed FCI.

B). Single administrative account#Incorrect

Asingle admin accountdoes not restrict accessbetween devices, only controlswho can configurethe MFD.

C). Documentation showing MFD configuration#Incorrect

Documentation helps with compliance butdoes not actively restrict access.

D). Access lists only known to the IT administrator#Incorrect

Access lists should besystem-enforced, not just "known' to the administrator.

CMMC Practice SC.3.192 (Network Segmentation)- Requires restricting access usingnetwork segmentation techniques such as
VLANS.

NIST SP 800-171 (SC Family)- Supportsisolation of sensitive devicesusing VLANS and other segmentation controls.

Why the Correct Answer is "A. Virtual LAN (VLAN) Restrictions"?Why Not the Other Options?Relevant CMMC 2.0
References:Final Justification:Since Virtual LAN (VLAN) restrictions enforce access control at the network level, the correct answer
isA. Virtual LAN (VLAN) restrictions.

EE #98
During assessment planning, the OSC recommends a person to interview for a certain practice. The person being interviewed
MUST be the person who:

e A implements, perforns, or supports that practice.



¢ B. audits that practice.
e C. supports, audits, and performs that practice.
e D. funds that practice.
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EE #99
While determining the scope for a company's CMMC Level 1 Self- Assessment, the contract administrator includes the hosting
providers that manage their IT infrastructure. Which asset type BEST describes the third- party organization?

A. Facilities

B. People

C. Technology
D. ESPs

HE: D

HE:

When a company usesthird-party IT providersto manage their infrastructure, these organizations are classified asExternal Service
Providers (ESPs)underCMMC scoping guidelines.

Step-by-Step Breakdown#1. What is an ESP?

* External Service Providers (ESPs)arethird-party organizationsthat:

* ProvidelT services, cloud hosting, and managed security solutions.

* Process, store, or transmit FCI or CUlon behalf of a contractor.

* Mustmeet the same security requirementsas the OSC if they handle FCI or CUL

* Ifa company relies ona hosting provider to manage IT infrastructure, that provider is anESPunderCMMC scoping guidelines.
#2. Why the Other Answer Choices Are Incorrect:

* (B) People#t

* Incorrect:ESPs areorganizations, not individual people.

* (C) Facilitiest

* Incorrect:Facilities refer tophysical locationslike office buildings or data centers, not third- partyservice providers.

* (D) Technology#

* Incorrect:While ESPs provide technology services, the correct term forthird-party IT providersunder CMMC isESPs, not just
"Technology."

* TheCMMC Level 1 Scoping GuidedefinesExternal Service Providers (ESPs)asthird-party organizations that manage IT
infrastructure and security services.

Final Validation from CMMC Documentation:Thus, the correct answer is:

#A. ESPs (External Service Providers).

EAE #100
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