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Topic 1

Identify the core features and objects of Microsoft 365 services: This domain covers the main Microsoft
365 objects such as users, groups, licenses, mailboxes, SharePoint sites, and Teams. It also focuses on
managing organization settings, roles, authentication, authorization, and core security features using
Microsoft Entra and Microsoft Defender.

Topic 2

Understand data protection and governance tasks for Microsoft 365 and Copilot: This domain explains
how Microsoft Purview protects and governs organizational data through classification, sensitivity labels,
retention, and compliance tools. It also covers how Copilot accesses data, follows permissions, and how
administrators monitor risks, alerts, and oversharing.

Topic 3
Perform basic administrative tasks for Copilot and agents: This domain focuses on managing Copilot and
agents, including licensing, feature controls, and usage monitoring. It also covers creating agents, managing
prompts, configuring user access, and monitoring agent activity through admin centers.

Microsoft 365 Copilot & Agent Administration Fundamentals Sample
Questions (Q37-Q42):
NEW QUESTION # 37 
Your organization has a Microsoft 365 subscription.
You need to evaluate your organization's Identity Secure Score.
Which two factors affect the score? Each correct answer presents a complete the solution.
NOTE: Each correct selection is worth one point.

A. passwords that are never expired
B. the SharePoint site permissions
C. the location of the users
D. the number of global administrators

Answer: A,D

Explanation:
[B]
The number of Global Administrators directly affects your Identity Secure Score.
The score is impacted by two primary recommendations regarding these roles:
Designate more than one Global Administrator:
Microsoft requires at least two Global Admins to prevent a total lockout if one account is lost or compromised.
One of these should ideally be a "break-glass" emergency access account.
Limit Global Administrators to fewer than five:
Your score may decrease if you have five or more Global Admins.
Having too many increases the attack surface and "privilege creep".
[C]
Enabling "passwords never expire" (specifically, removing mandatory expiration) positively affects your Microsoft 365 Identity
Secure Score. Microsoft considers this a best practice, as forcing regular password changes often leads to users choosing weaker,
predictable passwords.
Reference:
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/concept-identity-secure-score

NEW QUESTION # 38 
Hotspot Question
Select the answer that correctly completes the sentence.



Answer:

Explanation:

NEW QUESTION # 39 
Your organization has a Microsoft 365 subscription.
You need to investigate security incidents and alerts raised from the Windows 11 devices in your organization. What should you
use?

A. Microsoft Entra ID Protection
B. Microsoft Defender for Endpoint
C. Microsoft Purview Insider Risk Management
D. Microsoft Defender for Identity

Answer: B

Explanation:
The correct answer is C. Microsoft Defender for Endpoint . Microsoft documents that Defender for Endpoint is the Microsoft
security solution for endpoint devices , including Windows 11 , and that it lets security teams investigate incidents, alerts, affected
devices, files, processes, and remediation actions in the Microsoft Defender portal. Microsoft's investigation guidance specifically
describes using Defender for Endpoint to review alerts and investigate affected devices from the devices list, alerts queue, and
incident views.
The other options do not match this requirement. Microsoft Entra ID Protection is for risky users and risky sign-ins, not device
incident investigation. Microsoft Purview Insider Risk Management focuses on risky user behavior such as data theft or exfiltration,
not endpoint security alerts from Windows devices. Microsoft Defender for Identity monitors on-premises and hybrid identity signals
from Active Directory environments, not Windows 11 endpoint incidents. For security incidents and alerts raised from organization-
managed Windows 11 devices, Microsoft's documented solution is Microsoft Defender for Endpoint .

NEW QUESTION # 40 
Select the answer that correctly completes the sentence.



Answer:

Explanation:

The correct answer is Microsoft 365 Copilot . Microsoft Learn states that Restricted SharePoint Search (RSS) gives organizations
time to review and correct permissions on SharePoint sites, and then add only those reviewed sites to an allowed list that Copilot
can access . That means RSS is specifically about restricting Copilot's access to SharePoint content, not blocking administrators,
guest users, or Microsoft Purview eDiscovery from those sites.
This distinction is important. Microsoft explains that users can still access SharePoint content based on their normal permissions,
while RSS limits what Microsoft 365 Copilot can use as grounding data until site permissions are reviewed and approved. So the
feature helps reduce oversharing risk in Copilot without removing a user's direct ability to find or open content they already have
permission to access in SharePoint.
In other words, the restriction is placed on Copilot's searchable grounding scope , not on the user's own SharePoint permissions.
That is why the sentence is correctly completed with Microsoft 365 Copilot .

NEW QUESTION # 41 
You plan to create an agent in the Microsoft 365 Copilot app to solve a business issue.
What are two reasons to create the agent? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. You need to use a custom set of instructions that differ from those of the chat experience.
B. You need to use a custom AI model.
C. You need to group related chats into a Copilot notebook.
D. You need to reason over a specific website.

Answer: A,D

Explanation:
[B]
Creating a Microsoft 365 Copilot agent allows you to define custom instructions that act as permanent guidelines for the agent's
behavior, tone, and response format, independent of the standard chat experience.
[C]
A core business reason for creating a Microsoft 365 Copilot agent is to enable users to reason over specific web content. This
capability allows organizations to focus the AI's knowledge on a particular source, ensuring more accurate and context-aware
responses than a general web search might provide.
Business Benefits of Reasoning Over Websites
Targeted Knowledge Acquisition: Agents can be trained specifically on an organization's public website to answer questions about
case studies, services, and client sectors without the user having to manually trawl through pages.
Reduced Research Time: For sectors with information-heavy sites, such as education or government, an agent can instantly
synthesize content to provide onboarding guides or policy information.
Improved Accuracy: By scoping an agent's knowledge to established, verifiable sources, organizations can mitigate the risk of the AI
returning outdated or irrelevant information from the broader web.
Context-Aware Interactions: These agents can use natural language to act as specialized
"Website Knowledge Bots," delivering tailored answers to either internal teams (like sales) or external clients if published.
Reference:
https://learn.microsoft.com/en-us/microsoft-365-copilot/extensibility/agents-overview
https://www.microsoft.com/en-us/microsoft-copilot/copilot-101/copilot-ai-agents
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