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RedHat Red Hat Certified Specialist in OpenShift Administration exam
Sample Questions (Q24-Q29):

NEW QUESTION # 24

Configure project permissions

Configure your OpenShift cluster to meet the following requirements: The following projects exist:

apollo manhattan gemini bluebook titan

The user account armstrong is an administrator for project apollo and project gemini The user account wozniak can view project
titan but not admnister or delete it

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Solution:

$ oc new-project apollo

$ oc new-project manhattan

$ oc new-project gemini

$ oc new-project bluebook

$ oc new-project titan

$ oc adm policy add-role-to-user admin armstrong -n apollo
$ oc adm policy add-role-to-user admin armstrong -n gemini
$ oc adm policy add-role-to-user view wozniak -n titan

NEW QUESTION # 25

Deploy an application

Deploy the application called rocky in the bullwinkle project so that the following conditions are true:

The

application is reachable at the following address: http/rocky.apps.domainXX.example.com The application produces output

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Solution:

$ oc project bullwinkle

$ oc get pods

$ oc get all| grep deploy

$ oc get nodes

$ oc describe nodes | grep -i taint

$ oc adm taint nodes worker0 keyl=valuel:NoSchedule-
$ oc adm taint nodes worker] keyl=valuel:NoSchedule-
$ oc describe nodes | grep -i taint

$ oc get route

$ oc delete route rocky

$ oc expose sve rocky --hostname rocky.apps.domainxx.example.com
$ oc get route

NEW QUESTION # 26

Create Secure Route in Quart Project

Task information Details:

Create an edge route named htquart for service httpd , using the specified hostname and TLS certificate/key files.

Answer:

Explanation:



See the solution below in Explanation.
Explanation:

Solution:

* Switch to the quart project:

oc project quart

* Create the secure route:

oc create route edge htquart \

--service=httpd \
--hostname=quart.apps.ocp4.example.com\
--cert=./req.crt \

--key=./req.key

* Verify:

oc get route htquart

oc describe route htquart

* Test resolution and access if DNS is available:
curl -k httpsy/quart.apps.ocp4.example.com
This task checks route exposure, TLS termination, and secure ingress administration.

NEW QUESTION # 27

Create a PV and PVC

Task information Details:

Create a PersistentVolume named landing-pv with 1Gi, ReadOnlyMany , NFS backend, and Retain reclaim policy.
Create a PersistentVolumeClaim named landing-pve requesting 1Gi, ReadOnlyMany , and storage class nfs2 .

Answer:

Explanation:

See the solution below in Explanation.
Explanation:

Solution:

* Create landing-pv.yam:
apiVersion: vl

kind: PersistentVolume
metadata:

name: landing-pv

spec:

capacity:

storage: 1Gi

accessModes:

- ReadOnlyMany

nfs:

path: /open001

server: 192.168.2.2
persistent VolumeReclaimPolicy: Retain
* Apply it:

oc apply -flanding-pv.yaml
* Create landing-pve.yaml:
apiVersion: vl

kind: PersistentVolumeClaim
metadata:

name: landing-pvc

spec:

accessModes:

- ReadOnlyMany
resources:

requests:

storage: 1Gi
storageClassName: nfs2

* Apply it:

oc apply -flanding-pve.yaml



* Verify:

oc get pv

oc get pve

oc describe pv landing-pv

oc describe pve landing-pve

This task validates persistent storage provisioning and claim binding concepts.

NEW QUESTION # 28

Create Network Policy

Task information Details:

Create a NetworkPolicy named mysql-db-conn that permits ingress to database pods only from pods matching the specified labels
in namespaces labeled tean=devsecops , on TCP port 3306 .

Answer:

Explanation:

See the solution below in Explanation.
Explanation:

Solution:

* Create a file named mysql-db-conn.yaml:
apiVersion: networking k8s.io/v1

kind: NetworkPolicy

metadata:

name: mysql-db-conn

spec:

podSelector:

matchLabels:

networking k8s.io/vl /network: database
policyTypes:

- Ingress

ingress:

- from:

- namespaceSelector:

matchLabels:

team: devsecops

podSelector:

matchLabels:

deployment: my-web-mysql

ports:

- protocol: TCP

port: 3306

* Apply it:

oc apply -fmysql-db-conn.yaml

* Verify:

oc get networkpolicy

oc describe networkpolicy mysql-db-conn
This task tests namespace/pod label selection and application isolation using OpenShift networking policy controls.

NEW QUESTION # 29
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