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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q19-Q24):

NEW QUESTION # 19
An administrator is tasked to deploy two FortiGate devices in two different zoned to achieve geographical redundancy.
‘Which two architectural considerations must the administrator address? (Choose two.)

A. The FortiGate devices cannot be assigned the second IP address in the subnets that they are deployed in.
B. The FortiGate devices can be deployed in the same subnet.

C. The FortiGate devices must not be deployed in the same VPC.

D. The FortiGate devices must be deployed in two different regions.

Answer: A,D
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Explanation:
Deploying FortiGate devices in different regions ensures geographic redundancy.
The second IP address in a subnet is reserved for the default gateway in Google Cloud, so FortiGate devices cannot use that IP.

NEW QUESTION # 20
An organization decided to decommission a deployed FortiWeb instance on Google Cloud.
What is the most efficient way to delete the FortiWeb instance and all of its dependent resources?

A. Visit Google Cloud Marketplace and unsubscribe from FortiWeb pay-as-you-go.
B. Use Google Cloud Deployment Manager to delete the FortiWeb deployment.

C. Use Google Cloud Solutions to delete the FortiWeb deployment.

D. Delete the FortiWeb instance manually in the Compute Engine portal.

Answer: B

Explanation:
Google Cloud Deployment Manager manages the lifecycle of deployments and their dependent resources, enabling efficient and
clean deletion of FortiWeb instances and all associated resources in one operation.

NEW QUESTION # 21
A cloud admmnistrator is tasked with protecting web applications hosted in Google Cloud.
Which three cloud offerings can the administrator use to accomplish the task? (Choose three.)

A. Google Cloud Armor
B. Google Cloud Run
C. FortiWeb Cloud

D. Google Cloud IAM
E. FortiWeb VM

Answer: A,C,E

Explanation:

FortiWeb VM is a web application firewall (WAF) deployed on Google Cloud to protect web apps.
Google Cloud Armor provides DDoS and application-level protection.

FortiWeb Cloud offers cloud-native WAF services to protect applications hosted in Google Cloud.

NEW QUESTION # 22
For what three reasons must you deploy a set of Google Cloud passthrough network load balancers for an active-passive high-
availability (HA) FortiGate cluster instead of a set of Google Cloud proxy network load balancers? (Choose three.)

A. Passthrough network load balancers terminate SSL connections.

B. Passthrough network load balancers can forward all protocols.

C. Passthrough network load balancers support health checks.

D. Passthrough network load balancers rely on API calls from FortiGate devices during HA failovers.
E. Passthrough network load balancers offer the highest throughput.

Answer: B,C,E

Explanation:

Passthrough load balancers support health checks to monitor backend health for failover.
They can forward all protocols, not limited to HTTP/HTTPS like proxy load balancers.
Passthrough load balancers provide higher throughput because they don't terminate sessions.

NEW QUESTION # 23
An organization has decided to deploy an active-active high-availability cluster in Google Cloud.
Which three load balancing features are critical to the successful deployment of the cluster? (Choose three.)



A. The forwarding rule for the internal passthrough network load balancer as the next hot for customroutes
B. The health check used by the internal and the external passthrough network load balancer

C. The L3 _DEFAULT protocol in the forwarding rule of the nternal passthrough network load balancer
D. The session termination of the external passthrough network load balancer

E. The symmetric hashing of the internal passthrough network load balancer

Answer: A,B,E

Explanation:

Health checks ensure load balancers route traffic only to healthy cluster members.

Forwarding rules act as next hops in routing, directing traffic appropriately within the HA cluster.

Symmetric hashing ensures consistent and balanced traffic distribution across cluster members, critical for active-active deployments.
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