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NEW QUESTION # 55
A user from an organization is unable to log in to Prisma Cloud Console after having logged in the previous day.
Which area on the Console will provide input on this issue?

A. SSO

B. Audit Logs

C. Access Control
D. Users & Groups

Answer: B

Explanation:

In the event a user is unable to log in to the Prisma Cloud Console, Audit Logs serve as a critical area for investigating the issue.
Audit Logs provide a detailed record of activities, including login attempts, within the Prisma Cloud environment. By examining the
Audit Logs, administrators can identify failed login attempts, understand the reasons behind login failures (e.g., incorrect credentials,
account lockouts, or access policy changes), and take appropriate actions to resolve the login issues, ensuring users can access the
console as expected.

NEW QUESTION # 56
‘Which port should a security team use to pull data from Console's API?

A0
B. 1
C.2
D.3

Answer: C

Explanation:

Both Console's API and web interfaces, served on port 8083 (HTTPS), require authentication over a different channel with different
credentials (e.g. username and password, access key, and so on), none of which Defender holds.
httpsz/docs.paloaltonetworks.comyprisma/prisma-cloud/22-06/prisma-cloud-compute-edition-
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NEW QUESTION # 57
Which data security default policy is able to scan for vulnerabilities?

A. Objects containing Vulnerabilities
B. Objects containing Malware

C. Objects containing Threats

D. Objects containing Exploits

Answer: B

Explanation:

The data security default policy capable of scanning for vulnerabilities is "Objects containing Malware". In cloud security, malware
scanning is an essential feature of CSPM tools that allows for the identification of malicious software within objects stored in the
cloud. A policy that scans for objects containing malware ensures that any files or code bases in the cloud environment are examined
for potential threats, protecting the cloud resources from being compromised.

NEW QUESTION # 58
Web- Application and API Security (WAAS) provides protection for which two protocols? (Choose two.)

A. HTTP

B. SSH

C. Tomcat Web Connector via AJP
D. TLS



Answer: AD

Explanation:

Web-Application and API Security (WAAS) is a feature within Prisma Cloud that focuses on protecting web applications and APIs
from various threats and vulnerabilities. The primary protocols it provides protection for are HTTP (Hypertext Transfer Protocol)
and TLS (Transport Layer Security). HTTP is the foundation of data communication for the World Wide Web, and TLS is a
cryptographic protocol designed to provide communications security over a computer network. While SSH (Secure Shell) is a
protocol for secure remote login and other secure network services, and Tomcat Web Connector via AJP (Apache JServ Protocol)
is used for Tomcat server communication, they are not the primary focus of WAAS protection.

NEW QUESTION # 59
What is the function of the external ID when onboarding a new Amazon Web Services (AWS) account in Prisma Cloud?

A. 1t is a unique identifier needed only when Monitor & Protect mode is selected.

B. It is the default name of the PrismaCloudApp stack.

C. It is the resource name for the Prisma Cloud Role.

D. It is a UUID that establishes a trust relationship between the Prisma Cloud account and the AWS account in order to
extract data.

Answer: D

Explanation:

The external ID plays a crucial role when onboarding a new Amazon Web Services (AWS) account in Prisma Cloud. It serves as a
UUID (Universally Unique Identifier) that establishes a trust relationship between the Prisma Cloud account and the AWS account.
This trust relationship is essential for allowing Prisma Cloud to securely extract data and perform security monitoring and compliance
checks within the AWS environment.

The use of an external ID ensures that Prisma Cloud can access the necessary information from the AWS account without
compromising the security of the AWS account's credentials, adhering to the principle of least privilege and enhancing the overall
security posture.
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