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¢ Manage Building an NKP Cluster: This section evaluates the skills of Kubernetes administrators and
platform engineers in customizing and deploying NKP clusters. Candidates must show proficiency in

EX B tailoring cluster configurations to meet specific requirements and deploying Kommander, the management

platform, while applying the appropriate licenses to enable cluster features and management capabilities.

o Prepare the Environment for an NKP Deployment: This section of the exam measures the skills of
infrastructure engineers and cloud administrators and covers the initial setup tasks needed for NKP
deployment. Candidates must demonstrate the ability to seed a private container registry, create a

FE2 bootstrap Kubernetes cluster, and determine license tiers suitable for clusters. They also need to prepare a

bastion host for secure access, build machine images or prepare nodes for deployment, and gather all

necessary information to build a cluster on the target cloud or on-premises provider.

¢ Conduct NKP Fleet Management: This section tests the abilities of platform administrators and cloud

operations engineers in managing multiple clusters as a fleet. It focuses on configuring workspaces to
T3 organize clusters, deploying workload clusters within these workspaces, and attaching or detaching clusters
as needed. Additionally, candidates must be able to configure projects for workload segmentation and
manage platform applications that support the overall NKP environment.

¢ Perform Day 2 Operations: This part assesses the expertise of site reliability engineers and cluster
operators in ongoing cluster management tasks after deployment. It includes configuring authentication and
authorization mechanisrs, setting up logging systems, and implementing cluster backup and recovery
FE4 procedures. Candidates also need to demonstrate skills in monitoring cluster performance and health,
configuring autoscaling to handle workload changes, and performing lifecycle management functions such
as upgrades and maintenance.
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A developer asked a Platform Engineer to review a deployment in the cluster called iot-1 in the workspace iot- plant-3, but the
engineer does not have the kubeconfig file. Which command is valid for generating the kubeconfig file to review the Kubernetes
cluster?

A. kubectl get secret iot-1 -n kommander > iot-1.conf

B. nkp get configmaps -n iot-plant-3 -c iot-1 > iot-1.conf

C. nkp get kubeconfig -c iot-1 -w iot-plant-3 > iot-1.conf

D. kubectl get kubeconfig --cluster-name=iot- 1 -w iot-plant-3 > iot-1.conf

ER: C

fERE B«

The NKPA course explains that to access a Kubernetes cluster managed by NKP, such as iot-1 in the workspace iot-plant-3, a
kubecontfig file is required to authenticate and interact with the cluster's API server.

Ifthe kubecontfig file is missing, the engineer can generate it using the NKP CLI. The correct command is nkp get kubeconfig -¢ iot-
1 -w iot-plant-3 > iot- 1.conf (Option B).

This command retrieves the kubeconfig for the specified cluster (-c ot-1) in the specified workspace (-w iot- plant-3) and redirects
the output to a file named iot-1.conf. The engineer can then use this kubeconfig file with kubectl (e.g., kubectl --kubeconfig=iot-
1.conf get pods) to review the deployment. The Nutanix Cloud Native (NCP-CN) 6.10 Study Guide states: "To generate a
kubecontig file for an NKP-managed cluster, use nkp get kubeconfig -¢ <cluster-name> -w <workspace-name>, which retrieves
the necessary credentials for cluster access." Incorrect Options:

* A. kubectl get kubeconfig; kubectl does not have a get kubecontfig subcommand, and it cannot generate kubeconfig files for NKP
clusters.

* C. kubectl get secret iot-1 -n kommander: While secrets in the kommander namespace may store credentials, this command does
not format them as a kubeconfig file.

* D. nkp get configmaps: This is not a valid command for retrieving kubeconfig files; ConfigMaps do not store kubeconfig data in
this context.

Nutanix Kubernetes Platform Administration (NKPA) Course, Section on Cluster Access Management.



Nutanix Cloud Native (NCP-CN) 6.10 Study Guide, Chapter on Day 2 Operations.
Nutanix Cloud Bible, NutanixKubermetesPlatform Section: https//www.nutanixbible.com
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A dev teamneeded to optimize their logging system to be more robust, because the CPU and memory limits were insufficient, which
caused delays in log collection and processing during times of high demand.

After a deep performance analysis, they decided to increase the CPU limits fiom 1 to 4 and the memory from 1000Mi to 4Gi.
‘Which ConfigMap should the development team run with custom resource requests and limit values for fluentd?

¢ A bashCopy
[nutanix@nkp-boot ~]$ cat <<EOF > confignmap.yamlapiVersion vlkind ConfigMapmetadataname logging-operator-
logging-overridesnamespace kommanderdatavalues.yaml |fluentdresourceslimitscpu 4EOF values.yaml
[fluentdresourceslimitscpu 4memory 4Girequestscpu 1memory 1000MiEOF

¢ B. bashCopy
[nutanix@nkp-boot ~]$ cat <<EOF > configmap.yamlapiVersion: vlkind: ConfigMapmetadatamname: logging-operator-
logging-overridesnamespace: kommanderdata:values.yami: [fluentdresourceslimitscpu 4memory 1000Mirequestscpu I memory
4GIEOF

e C. bashCopy
[nutanix@nkp-boot ~]$ cat <<EOF > confignmap.yamlapiVersion vlkind ConfigMapmetadataname logging-operator-
logging-overridesnamespace kommanderdatavalues.yaml [fluentdresourceslimitscpu 1memory 1000Mirequestscpu 4memory
4GiEOF

¢ D. bashCopy
[nutanix@nkp-boot ~]$ cat <<EOF > configmap.yamlapiVersion: vlkind: ConfigMapmetadatamame: logging-operator-
logging-overridesnamespace: kommanderdata:values. yaml: [fluentd:resources:limits:cpu: 4memory: 4Girequests:cpu: 4memory:
4GIEOF

ZX: D
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A Platform Engineer is deploying an NKP cluster within an air-gapped AWS environment. However, after an infrastructure planning
session with the network team, it's been determined that the default CIDR block range that is used by pods on NKP clusters is
already in use in their environment.

How can the engineer ensure there are no collisions between NKP pod traffic and the existing network using that subnet range?

e A Create the NKP cluster's manifest using the nkp create cluster command set and include the pod CIDR block range
parameter when generating the cluster manifest.
Deploy the NKP cluster manifest.

¢ B. Because the environment is air-gapped, there will be no network traffic collision concerns and no adjustment needs to be
made to the pod network CIDR block range.

e C. Create an NKP infrastructure provider for AWS in the NKP UL
Select the Advanced Options button from the Network section of the Create Cluster page and specify a unique CIDR block
range within the pod network field.

¢ D. Create an NKP infrastructure provider for AWS in the NKP UL When deploying the NKP cluster through the Ul, specify
a unique CIDR block range for the pod network field in the Network section of the Create Cluster page.

BEE: A

fE R A -

The NKPA 6.10 documentation outlines that in air-gapped environments where default pod network CIDR conflicts exist, the
cluster manifest (created via the nkp create cluster command) should be updated to specify an alternate, non-conflicting pod CIDR
block range before deployment.

Reference:

Nutanix Kubernetes Platform Administration (NKPA) 6.10 - "Customizing Pod Network CIDR Blocks in Air- gapped Clusters"
NCP-CN 6.10 Study Guide - "Networking Configuration for Air-gapped Environments"

R 8 #57



In an effort to control cloud cost consumption, auto-scale is configured to meet demands as needed.
What is the behavior for when nodes are scaled down?

A. Node is changed to a status of Hibernate.

B. Node is paused in Kubernetes and the infrastructure continues to consurme the resources at the current level.
C. Node is changed to a status of Power-Off for stand-by.

D. Node is CAPI deleted from its infrastructure provider, effectively removing it from its hypervisor.

ZEX: D

i RE #58

A Platform Engineer is attaching existing Kubernetes clusters to NKP, but some of them have network restrictions, so there is a
need to use Secure Tunnel. The Platform Engineer needs to ask the Security Engineer to modify the firewall rules.

‘What must the firewall rules allow on the attached cluster network?

A. NTP Service (UDP/123)
B. iSCSI (TCP/860 & 3260)
C. Secured LDAP (TCP/636)
D. HTTPS (TCP/443)

ZX: D
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