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HR #135
What are two ways a network administrator transparently identifies users using Active Directory on the Cisco WSA? (Choose two.)

A. The eDirectory client must be installed on each client workstation.

B. Create an LDAP authentication realm and disable transparent user identification.

C. Deploy a separate Active Directory agent such as Cisco Context Directory Agent.
D. Deploy a separate eDirectory server; the dent IP address is recorded in this server.


https://drive.google.com/open?id=1Wo479xv2H5h6kWk8XscWP6a4q_S5UBGP
https://www.it-passports.com/350-701.html
https://jp.fast2test.com/350-701-premium-file.html
https://www.mogiexam.com/350-701-exam.html

e E. Create NTLM or Kerberos authentication realm and enable transparent user identification.
.EE ﬁ : C\ E
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A network administrator can transparently identify users using Active Directory on the Cisco WSA in two ways:

* Create NTLM or Kerberos authentication realm and enable transparent user identification. This option allows the WSA to use the
NTLM or Kerberos protocol to authenticate users without prompting them for credentials. The WSA must join the Active Directory
domain and have a valid service principal name (SPN) for this option to work1.

* Deploy a separate Active Directory agent such as Cisco Context Directory Agent (CDA). This option allows the WSA to receive
user-to-1P mappings from the CDA, which monitors the Active Directory domain controllers for user logon events. The CDA must
be installed on a Windows server and have access to the domain controllers and the WSA2.

The other options are not ways to transparently identify users using Active Directory on the Cisco WSA.

Creating an LDAP authentication realm and disabling transparent user identification will require users to enter their credentials
manually. Installing the eDirectory client on each client workstation or deploying a separate eDirectory server are not related to
Active Directory, but to Novell eDirectory, which is a different directory service3.

References = 1: User Guide for AsyncOS 11.0 for Cisco Web Security Appliances, Chapter: Acquire End-User Credentials,
Topic: Active Directory/Kerberos, page 4-3. 2: User Guide for AsyncOS 11.0 for Cisco Web Security Appliances, Chapter:
Acquire End-User Credentials, Topic: Active Directory Agent, page

4-5. 3: User Guide for AsyncOS 11.0 for Cisco Web Security Appliances, Chapter: Acquire End-User Credentials, Topic:
eDirectory, page 4-8.

M #136
A network administrator is configuring a rule in an access control policy to block certain URLs and selects the "Chat and Instant
Messaging” category. Which reputation score should be selected to accomplish this goal?

e AO
e B.1
e C.2
e D3

EfE: C

e«

We choose "Chat and Instant Messaging” category in "URL Category™:
To block certain URLs we need to choose URL Reputation from 6 to 10.

HR #137
Drag and drop the exploits from the left onto the type of security vulnerability on the right.

Wi

B R #138
Drag and drop the descriptions from the left onto the correct protocol versions on the right.

ALt -

M #139
A network engineer has entered the snmp-server user andy myv3 auth sha cisco priv aes 256 cisc0380739941 command and needs

to send SNMP information to a host at 10.255.254.1. Which command achieves this goal?



Ef#:

A. snmp-server host inside 10.255.254.1 version 3 myv3
B. snmp-server host inside 10.255.254.1 version 3 andy
C. snmp-server host inside 10.255.254.1 snnmpv3 andy
D. snmp-server host inside 10.255.254.1 snmpv3 myv3

B

B #140
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