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Z R #303
Which step in the threat modeling process involves considering what an attacker could do if they exploited a vulnerability?

¢ A Define the System

¢ B. Mitigate Risks

e (. Identify Threats

e D. Determine Vulnerabilities

Ef: C

E R #304
In Threat Actor Attribution, what is a false flag operation?

A. A technique used by threat actors to avoid detection

B. A security mechanism used to block suspicious traffic

C. A type of malware used for attribution

D. A deliberate attempt by threat actors to mislead investigators by pretending to be someone else
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H A #305
Which of the following techniques involves searching for indicators of compromise (IoC) in an organization's network?

A. Geolocation tracking
B. NetFlow analysis

C. Hashing algorithis
D. ToC scanning

R
®

: D

M #306
Which technique focuses on identifying known patterns or signatures of known threats within a network or system?

A. Endpoint logging

B. Behavioral analysis

C. Signature-based detection
D. Network traffic analysis

Ef#: C

E #307
‘When conducting threat actor attribution, what is the purpose of analyzing the motive behind an attack?

A. To understand the attacker’s goals and intentions
B. To track the spread of malware

C. To identify specific vulnerabilities in the target

D. To determine the financial gain of the attacker
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