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i RE #102
‘What must be configured on ISE version 2.1 BYOD when using Single SSID?
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A. open authentication
B. WPA2

C. 802.1x

D. no authentication

ER: C
fE B «

As its name signifies there is only one SSID uSgd f(ljr the onboarding, which is secured by 802.1X.

While ISE supports various EAP types for 802.1X authentication; with ISE BYOD, there are thre&'EAP Types that can be
used; EAP-TLS, EAP-PEAP-MSCHAPv2, and EAP-FAST. With EAP-TLS ISE identifies itself by providing EAP Identity

https//ciscocustomer.lookbookhq.conviseguidedjourney/BYOD-configuration

PR #103
A company wants to switch to BYOD to reduce IT support costs for the company. Which option is an impact of BYOD should be
considered?

A. increased phishing attacks
B. increased VPN connections

C. restricted device enforcement
D. decreased support calls

£%: B

PR #104

An engineer is attempting to implement a local MAC authorization list for the APs that are registered to your Cisco Catalyst 9800
Series Wireless Controller. The list of AP MAC addresses has been added, but the controller is not enforcing AP MAC
authentication. Where is AP Authorization against MACs enabled?

A. Configuration> Security > AAA > Authentication > AAA Method List
B. Configuration > Security > AAA > AAA Advanced > AP Policy

C. Configuration > Wireless > AP Global Config

D. Configuration > Tags & Profiles > AP Join > default-ap-profile

EE: A

=8 #105
Which two critical requirements must be addressed in the RF site survey for wireless video surveillance?

(Choose two.)

A. bandwidth

B. jitter

C. channel selection
D. WLC configuration
E. packet loss

ER: BE

F 78 #106
Refer to the exhibit. Which COS to DSCP map must be modified to ensure that voice traffic is tagged correctly as it traverses the
network?



AL-CORE#show mls gos map cos-dscp
Cos—-dscp map:
cos: 1 &3 4 5 o6 T

dscp$ &, lg=4 32 45 48 56

A. COS of 3 to DSCP 26
B. COS of 6 to DSCP 46
C. COS of'5 to DSCP 46
D. COS of 7 to DSCP 48

ZER: C

fE R A -

In Quality of Service (QoS) for networking, Class of Service (COS) and Differentiated Services Code Point (DSCP) are used for
traffic classification and prioritization. Voice traffic is generally given high priority due to its sensitivity to delay and requires proper
tagging to maintain quality over the network.

The correct mapping for voice traffic, according to best practices, is a COS value of 5 mapped to a DSCP value of 46. This is
because DSCP 46 corresponds to Expedited Forwarding (EF), which is typically used for voice traffic prioritization in [P networks.
The exhibit shows the output from a command on a network device that displays the current mappings between COS values and
DSCP values. The mapping that needs modification for correct voice traffic tagging can be identified by looking at the standard
practice for voice QoS, which uses a COS value of 5 mapped to a DSCP value of 46.
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