BET 5QSA New V4HERH &EH/AL—X

QSA_New_V4ZBHH s 2 | H I % QSA_New_V4BiiE
2¢ e 3] J: Qualified Security Assessor V4 Exam

(=]
= UANEY
=2 i—3 5 ARRIRETHE
A 51U
MS 7 bHR

20265 Xhs1991 D HFHQSA New VAPDFX > 7' 8 & IFQSA New VARER T > ¥ > O ERl 3L
A https//drive.google.comfopen?id=1JUL-JRIcUxSf6sbmCZYO54IMQVRU2wsq

Xhs1991DPCISSCDQSA New VAREE L —=> 7 BRI ITRAERE 2 X 2 2 TOXBAESRBCEKT 2
CEEBUBZEDT. ZBENSORVIHMEL 2 SA LSV EL 2. XhsIVIZBRDIERINFERDICEL
WTT. b LXhs1991DOPCISSCOQSA New VAREE b L —=> 7 BRI BAL 1258, 2EBHEMEME L

Wy B RBCAERC L2583 BB 2BRET I L2 RiFLET L., e bd—FHTE
BEF—e A&t TEET,

PCI SSC QSA_New V4 385 A5k O H & § -

FEY Z

HH 2 i B

feEY 71

e PCILA—EM: CORBL/va YT, VABH o729y Y3 LDAFVE

HEL. PCIDSS 2> 754 7Y AHET 2L K— b BHE I AA—L . ZBEE.
A7 S5A4AT7VACETEL A —F (ROC) X HCHAEME SAQ) % EDMELLEL
BHEL CRECEIVDERDVET. FMESN3EELAF VD 1 Dk IEELZ PCL 2~
TSAT VA LE— IV AL WL TEKTEZIETT.,

fEY 72

EEODrF—RA RXTA4:CORBL I/ a v Tl Y4 —LFa2 VT4 aVH LKy

FORFLEBIEL . EBOER. 27547~ A&ER. PCIDSSEHEDXRR b 75 4
FTAREDHL EFT. ZBREG — X AZXT 4 &#RHFL T, £F 2V 7 4 EROEEOD

BHEBEMBL. ZAPEIIERET I VLELSDY F7T. iTHMESNZ2EELAF LD 1D

&, PCIDSS OFRI#@HAL T2V 7 4BREPHSETT.



https://drive.google.com/open?id=1JUL-JRIcUxSf6sbmCZYO54lMQVRU2wsq
https://www.shikenpass.com/QSA_New_V4-shiken.html

e MEZTSY FEBOEH RBOCODL /v a>TlE. BFLF2Y T4 AY Y X b
DR F )L EFHREL. Visa, Mastercard. AmericanExpress £ ED S F S 2R/ FE7 7>~ P
o THRESNEMEOEF 2V 74 B8PV T SA TV ABRCES®X¥TEYS. 2

bEY 73 BEE. A—FEET — R 0HET 8. F7 5 FOREDBH L PF e HMEL €

WALERADD £F. iHMESNZ2AF LD 12, 753 FEABFDa Y754 7Y ADA

Yyx—yavedBhltaleTtt,

e PCIDSS 7 A FFJE: CORB v 7 a > Cld.PClav 754 7Y AEBEEAND X+ v &
5% L+ PCIDSS (Payment Card Industry Data Security Standard) ~\ @ ¥ % ¥4l 3 72 & 12 D E
HFAMFBECOOTHBAL F 7. ZBREFEE. X2V 74 @2 HMEL . Bk siSE

bEY Z 4 Ly 82> 754 7V A BB 4Rl L TOWBR I LRSI HELHEMBL TLIBE

BHET. TMESNZEELRAF LD 1 Dk, PCIDSSEBE T2+ 2 7 14 35K

DFHli T 9.

o PCIHEIEM RBO DX sy a3 YTk aVYTIATYATFHFYAMNDAF L EBIE

L.PCIDSS 2> 754 7Y ADWKHMICEGZT 270 XA %5HMEL £ 7. SEEE. 5
ey 25 FHE 7 7 — b RAMNBBELE . SESELLRVOBRTEEB S H—L X Fond
X—DRALZHEML CTOUINELDY ET. 7TAMSNBZEELXAFLD LI DIE. BV R
ARATRXEISTHY LRAFTEERET E2Z L TT.

>>QSA New V4l P <<

QSA New V4Z B H 3 & QSA_ New V4P5 i % ¥ o Bt it

QSA New VAL —=7#H 4 Fid. BEBERCBREOY—L A2 BHIRL £ 7. QSA New VARBEAEL D
REMBREEC BT ZLOCHEECT A MBLUERL. QSA New VAREME BT 2R OMTHAE %
Kl &L 7. &7z, QSA New VAREB BRI OERY A7 41k, SESELWEEF/INV—TCHETEE T,
HEIFELIVLBEATT. VX%DOEHRRE—HOANYOBRN 2 EHEOMHATDH 2. REOEZHZEL

T. QSA New VARBEMHEI RO HERNLZL L2 —2R T L 1.

PCI SSC Qualified Security Assessor V4 Exam 58 X QSA_New V4 & 5k [ /8
(Q45-Q50):

HR #45

A retail merchant has a server room containing systens that store encrypted PAN data. The merchant has Implemented a badge
access-control system that Identifies who entered and exited the room, on what date, and at what time. There are no video cameras
located in the server room.Based on this information, which statement is true regarding PCI DSS physical security requirements?

A. Data from the access-control system must be securely deleted on a monthly basis.

B. The badge access-control system must be protected from tampering or disabling,

C. The merchant must install motion-sensing alarms In addition to the existing access-control system.
D. The merchant must Install video cameras in addition to the existing access-control system.

EfE: B

AR

Physical Security Requirements:

* PCI DSS Requirement 9.1.1 mandates that physical access control systens (like badge readers) must be protected against
tampering or disabling to ensure continuous security.

Current Implementation:

* The merchant's badge access-control system provides essential logging of access events but must also be protected against
tampering to comply with PCI DSS.

Invalid Options:

* B:Video cameras are recommended but not explicitly required if access controls effectively ensure security.

* C:Secure deletion of access-control logs is not a PCI DSS requirement; logs nmust be retained as per retention policies.

* D:Motion-sensing alarns are not mandatory under PCI DSS physical security requirements.
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H I #46
‘Which scenario describes segmentation of the cardholder data environment (CDE) for the purposes of reducing PCI DSS scope?

¢ A. Routers that monitor network traffic flows between the CDE and out-of-scope networks.

¢ B. Virtual LANS that route network traffic between the CDE and out-of-scope networks.

¢ C. Firewalls that log all network traffic flows between the CDE and out-of-scope networks.

¢ D. A network configuration that prevents all network traffic between the CDE and out-of-scope networks.

IEf#: D

TR

True segmentation, as defined mPCI DSS Scope Guidance, requiresenforcing isolationsuch thatno network traffic is allowed
between the CDE and out-of-scope systems, unless explicitly permitted and secured. This is the only way toreduce assessment
scopereliably.

* Option A#Incorrect. Monitoring alone does not restrict or prevent access.

* Option B#Incorrect. Logging without restriction doesnot isolatethe CDE.

* Option C#Incorrect. VLANs may be part of segmentation, but routing traffic alone doesn't reduce scope.

* Option D#Correct. This describesproper segmentation: no uncontrolled traffic into the CDE.

Reference:PCI DSS v4.0.1 - Section 4.2;Guidance on Scoping and Network Segmentation- Section 3.1 and

3.2.

H #47
‘What must the assessor verify when testing that PAN is protected whenever it is sent over the Internet?

A. The security protocol is configured to support earlier versions.

B. The PAN is encrypted with strong cryptography.

C. The security protocol is configured to accept all digital certificates.
D. The PAN is securely deleted once the transmission has been sent.

IEf#: B

L2

UnderRequirement 4.2.1.1, PAN (Primary Account Number) must be protected usingstrong cryptographywhenever it is transmitted
overopen, public networks, including the Internet. Assessors are expected to verify that the cryptographic protocols (e.g., TLS 1.2
or higher) are properly implemented and that weak protocols (e.g., SSL, early TLS) are disabled.

* Option A#Incorrect. Supporting earlier protocol versions (e.g., SSL, TLS 1.0) isnon-compliant.

* Option B#Correct. Strong encryption (e.g., AES over TLS 1.2 or higher) must be verified.

* Option C#ncorrect. Acceptingall certificatescould allowMITM (Man-in-the-Middle)attacks.

* Option D#Incorrect. Deleting PAN after transmission is not a substitute for protecting it during transmission.

References:

PCI DSS v4.0.1 - Requirement 4.2.1.1

PCI DSS Glossary - Definitions for "strong cryptography" and "open, public networks"

HR #48
Viewing of audit log files should be limited to?

A. Individuals who performed the logged activity.
B. Individuals with read/write access.

C. Individuals with admnistrator privileges.

D. Individuals with a job-related need.

IEfE: D

R -

Audit Log Access Control:

* PCI DSS Requirement 10.7 restricts access to audit logs to individuals with a job-related need to protect the integrity and
confidentiality of the logs.

Rationale for Job-Related Need:



* Limiting access reduces the risk of tampering, accidental modification, or exposure of sensitive information.
Invalid Options:

* A:dndividuals who performed the activity should not necessarily view logs unless required.

* B/C:Read/write access or administrator privileges are not prerequisites for log viewing,

ER#49
What is the intent of classifying media that contains cardholder data?

¢ A Ensuring that media containing cardholder data is moved from secured areas on a quarterly basis.

¢ B. Ensuring that all media is consistently destroyed on the same schedule, regardless of the contents.

e C. Ensuring that media is properly protected according to the sensitivity of the data it contains.

¢ D. Ensuring that media is clearly and visibly labeled as "Confidential" so all personnel know that the media contains cardholder
data.

IEf: C

AR

Requirement 9.6.1mandates theclassification of mediaso that appropriatehandling, storage, and disposalprocedures are applied
based on thesensttivity of the data. This ensures that media storing cardholder data is not treated the same as media containing non-
sensitive content.

* Option A#Correct. Classifying media enablesrisk-appropriate protections.

* Option B#Incorrect. Movement schedules are not mandated.

* Option C#Incorrect. Labeling is a recommended control but not the primary intent.

* Option D#Incorrect. Destruction must bebased on data classification, not uniform timing.

Reference:PCI DSS v4.0.1 - Requirement 9.6.1.

HR #50
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