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There are different versions of our Identity-and- Access-Management- Architect learning materials: the PDF, Software and APP
online versions. Whether you like to study on the computer or like to read paper materials, our Identity-and- Access-Management-
Architectlearning materials can meet your needs. If you are used to reading paper with our Identity-and- Access-Management-
Architect Study Materials for most of the time, you can elimnate your concerns. Our Identity-and- Access-Management- Architect
exam quiz takes full account of customers' needs in this area.

Salesforce Certified Identity and Access Management Architect certification examis a valuable credential that can help professionals
showcase their expertise in the areas of identity and access management. Salesforce Certified Identity and Access Management
Architect certification is widely recognized in the industry and is highly valued by employers. Candidates who successfully Pass
Identity-and- Access-Management- Architect Exam will be able to demonstrate their knowledge, skills, and expertise in the areas of
identity and access management, and will be able to design, implement, and manage identity and access management solutions that
meet business needs.

To earn this certification, candidates must demonstrate their knowledge and skills in various areas, including identity architecture
design, access management, data security, and governance. Successful candidates will also have experience with Salesforce's
Identity and Access Management (IAM) solutions, such as SSO, OAuth, and Identity Connect.

Salesforce Certified Identity and Access Management Architect Sample
Questions (Q108-Q113):

NEW QUESTION # 108

Universal Containers wants to implement Single Sign-on for a Salesforce org using an external Identity Provider and corporate
identity store.

What type of authentication flow is required to support deep linking’

A. Web Server OAuth SSO flow
B. Identity-Provider-initiated SSO
C. Service-Provider-Initiated SSO
D. StartURL on Identity Provider

Answer: C

NEW QUESTION # 109
‘What information does the 'Relaystate' parameter contain in sp-Initiated Single Sign-on?

A. Reference to the login address URL of the service provider.
B. Referenceto a URL redirect parameter at the identity provider.
C. Reference to a URL redirect parameter at the service provider.
D. Reference to the login address URL of the identity Provider.

Answer: C

Explanation:

The 'Relaystate' parameter is an HT TP parameter that can be included as part of the SAML request and SAML response. In an
SP-initiated sign-in flow, the SP can set the RelayState parameter in the SAML request with additional information about the
request,such as the URL of the resource that the user is trying to access.

The IDP should just relay it back in the SAML response without any modification or inspection. Therefore, the 'Relaystate’
parameter contains a reference to a URL redirect parameter at theservice provider123.

References: 1: single sign on - What isexactly RelayState parameter used in SSO (Ex. SAML)? - Stack Overflow 2: java - How to
send current URL as relay state while sending authentication request to IDP - Stack Overflow 3: Understanding SAML | Okta
Developer

NEW QUESTION # 110
Universal Containers (UC) wants to integrate a third-party Reward Calculation system with Salesforce to calculate Rewards.
Rewards will be calculated on a schedule basis and update back nto Salesforce. The integration between Salesforce and the
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Reward Calculation System needs to be secure. Which are two recommended practices for using O Auth flow in this scenario.
choose 2 answers

A. OAuth SAML Bearer Assertion FLow
B. OAuth Refresh Token FLow

C. OAuth Username-Password Flow

D. OAuth JWT Bearer Token FLow

Answer: AD

Explanation:

OAuth is an open-standard protocol that allows a client app toaccess protected resources on a resource server, such as Salesforce
API, by obtaining an access token from an authorization server. O Auth supports different types of flows, which are ways of
obtaining an access token. For integrating a third-party Reward Calculation system with Salesforce securely, two recommended
practices for using OAuth flow are:

* OAuth SAML Bearer Assertion Flow, which allows the client app to use a SAML assertion issued by a trusted identity provider
to request an access token from Salesforce. This flow does not require the client app to store any credentials or secrets, and
leverages the existing SSO infrastructure between Salesforce and the identity provider.

* OAuth JWT Bearer Token Flow, which allows the client app to use a JSON Web Token (JWT) signed by a private key to
request an access token from Salesforce. This flow does not require any user interaction or consent, and uses a certificate to verify
the identity of the client app.

Verified References: [OAuth 2.0 SAML Bearer AssertionFlow for Server-to-Server Integration], [OAuth 2.0 JWT Bearer Token
Flow for Server-to-Server Integration]

NEW QUESTION # 111

A large consumer company is planning to create a community and will requ.re login through the customers social identity. The
following requirements must be met:

1. The customer should be able to login with any of their social identities, however salesforce should only haveone user per
customer.

2. Once the customer has been identified with a social identity, they should not be required to authonze Salesforce.

3. The customers personal details from the social sign on need to be captured when the customer logs intoSalesforce using their
social Identity.

3. Ifthe customer modifies their personal details in the social site, the changes should be updated in Salesforce .

Which two options allow the Identity Architect to fulfill the requirements?

Choose 2 answers

¢ A. UseLogin Flows to call an authentication registration handler to provision the user before logging the user mto the
community.

e B. Use the custom registration handler to link social identities to Salesforce identities.

e (. Use authentication providers for social sign-on and use the custom registration handler to insert or update personal details.

¢ D. Redirect the user to a custom page that allows the user to select an existing social identity for login.

Answer: B,C

Explanation:

To allow customers to log in to the communitywith any of their social identities, such as Facebook, Google, or Twitter, the identity
architect needs to use authentication providers for social sign-on. Authentication providers are configurations that enable users to
authenticate with an external identity provider and access Salesforce resources. To ensure that Salesforce has only one user per
customer, regardless of how many social identities they have, the identity architect needs to use the custom registration handler to
link social identities to Salesforce identities. The custom registration handler is a class that implements the Auth.
RegistrationHandler nterface and defines how to create or update users in Salesforce based on the mformation from the external
identity provider. The custom registration handler can also be used to insert or update personal details of the customers when they
log in to Salesforce using their social identity.

References: Authentication Providers, Social Sign-On with Authentication Providers, Create a Custom Registration Handler

NEW QUESTION # 112

An organization has a central cloud-based Identity and Access Management (IAM) Service for authentication and user management,
which must be utilized by all applications as follows:

1 - Change of a user status in the central JAM Service triggers provisioning or deprovisioning in the integrated cloud applications.



2 - Security Assertion Markup Language single sign-on (SSO) is used to facilitate access for users authenticated at identity provider
(Central IAM Service).
‘Which approach should an IAM architect implement on Salesforce Sales Cloud to meet the requirements?

¢ A. Configure central JAM Service as an authentication provider and extend registration handler to manage provisioning and
deprovisioning of users.

¢ B. Configure Salesforce as a SAML service provider, and enable Just-In Time (JIT) provisioning and deprovisioning of users.

¢ C. Deploy Identity Connect component and set up automated provisioning and deprovisioning of users, as well as SAML-
based SSO.

¢ D. Configure Salesforce as a SAML Service Provider, and enable SCIM (System for CrossDomain Identity Management)
for provisioning and deprovisioning of users.

Answer: D

NEW QUESTION # 113
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