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PR #3006

A healthcare organization notices many rogue APs and is concerned about a honeypot attack.

‘Which configuration must a wireless network engineer perform in Cisco Prime Infrastructure to prevent these attacks most efficiently
upon detection?

e A, Set the auto containment level to 4 and select the Using Our SSID containment option.

e B. Set the manual containment level to 4 and select the Ad Hoc Rogue AP containment option.
e C. Set the auto containment level to 0 and select the Using Our SSID containment option

e D. Set the auto containment level to 0 and select the Ad Hoc Rogue AP containment option.

BE: A

fE R A«
Use of our SSID - If'a rogue device uses an SSID which is the same as that configured on the controller, it is automatically
contained. This feature aims to address a honey-pot attack before it causes damage.
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i RE #307

An enterprise started using WebEx as a virtual meeting solution. There is a concern that the existing wireless network will not be able
to support the increased amount of traffic as a result of using WebEx. An engineer needs to remark the QoS value for this
application to ensure high quality in meetings. What must be implemented to accomplish this task?

A. QoS preferred call index

B. WLAN quality of service profile
C. UP to DSCP map

D. AVC profiles

ER: D

i RE #308
An engineer is ensuring that, on the IEEE 802.1X wireless network, clients authenticate using a central repository and local

credentials on the Cisco WLC. Which two configuration elements must be completed on the WLAN? (Choose two.)

A. LDAP server

B. MAC authentication
C. web authentication
D. local EAP enabled
E. TACACS+

ZX: AD

P RE #309

A FlexConnect remote office deployment is using five 27021 APs indoors and two 15321 APs outdoors. When a code upgrade is
performed and FlexConnect Smart AP Image Upgrade is leveraged, but no FlexConnect Master AP has been configured, how
many image transfers between the WLC and APs will occur?

A0
B.1
C.2
D.3

BEE: A
fRRERE

"A FlexConnect group can have one primary AP per AP model. Ifa primary AP is not selected manually, the AP that has the least
MAC address value is automatically chosen as the primary AP for that model."

R #310

Refer to the exhibit.

A customer has implemented Cisco FlexConnect deployments with different WLANS around the global and is opening a new
branch in a different location. The engineers' task is to execute all the wireless configuration and to suggest how to configure the
switch ports for new Aps. Which configuration must the switching team use on the switch ports?

A. Access mode
B. Multiple VLAN
C. Trunk mode

D. Single mode

ZE: A
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