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HM #110

In the context of Linux, what is a common characteristic of shellcode?
Response:
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A. Tt often includes zero bytes

B. It is predominantly GUI-based

C. It is executed in the user space of the OS
D. It is usually written in Java

Ef: C

R #111
In the context of advanced stack smashing, what is the purpose of using ROP?
Response:

A. To execute shellcode in data sections

B. To mitigate the effects of non-executable stacks
C. To avoid detection by antivirus software

D. To directly manipulate hardware registers

IEf#: B

HMA #112
What is a common goal of stack smashing in exploitation?
Response:

A. To overwrite the return address of a fnction
B. To mject SQL commands into the stack

C. To trigger a denial of service

D. To initiate a brute-force attack

Ef: A

R #113
‘When writing shellcode for Windows, what is the primary role of the CreateProcess function?
Response:

A. To disable security features

B. To execute a new process on the system

C. To iject malicious code into another process

D. To modify the memory layout of an existing process

IEf#: B

HH #114
What is the primary role of SEH (Structured Exception Handling) in Windows exploitation?
Response:

A. To disable stack-based memory protections

B. To prevent return-oriented programming (ROP) attacks

C. To exploit exception handlers and redirect program execution
D. To handle network connection failures

H
R

: C
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