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Which of the following statements about the relationship between ISO/IEC 27001 and ISO/IEC 27002 is true?

* ISO/IEC 27002 provides implementation advice on the controls selected during the ISO/IEC 27001 information security risk
management process

* ISO/IEC 27002 provides a process for information security risk management which implements the requirements of ISO/IEC
27001

A. Neither 1 or 2 is true
B. Only 2 is true
C. Both 1 and 2 are true
D. Only 1 is true

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001 & 27002:2022 standards:

ISO/IEC 27001 Annex A lists reference controls. ISO/IEC 27002 providesdetailed guidance on the implementation of those
controls, including purpose, guidance, and examples. Clause 6.1.3 of ISO/IEC

27001 makes the link explicit: controls from Annex A are referenced, but ISO/IEC 27002 explains how to implement them.
However, ISO/IEC 27002 doesnotprovide a process for risk management-that is covered by ISO/IEC

27005. Risk management requirements are in ISO/IEC 27001 (Clauses 6.1.2 and 6.1.3).

Therefore, statement 1 is true, but statement 2 is false. Correct answer:A.

NEW QUESTION # 24
Which audit activity related to ISO/IEC 27001 may be carried out by a practitioner?

A. Conduct an audit of a Certification Body

B. Conduct an audit of an Accredited Training Organization

C. Conduct an internal audit of the organization

D. Conduct a surveillance audit of their own area of the organization

Answer: C

Explanation:

ISO/IEC 27001 requires internal audits and sets out how they must be conducted: "The organization shall conduct internal audits at
planned intervals..." (9.2.1) and "plan, establish, implement and maintain an audit programme(s)... [and] select auditors and conduct
audits that ensure objectivity and the impartiality of the audit process" (9.2.2). These extracts confirm that practitioners (internal to
the organization) can conduct internal audits provided objectivity and impartiality are ensured (e.g., they do not audit their own
work). Surveillance audits (option A) and audits of Accredited Training Organizations or Certification Bodies (options C, D) are
third-party activities outside the remit of an internal practitioner under ISO/IEC 27001; the standard's audit requirement is focused
on the organization's own internal audit programme. Therefore, conducting an internal audit (B) is the correct practitioner activity per
Clause 9.2.

NEW QUESTION # 25
Which of'the following is required to be considered when selecting appropriate nformation security risk treatment options?

A. Criteria for performing risk assessments

B. Only risk controls in ISO/IEC 27002

C. Only risk controls in Amnex A of ISO/IEC 27001
D. Criteria for accepting identified risks

Answer: D

Explanation:

Clause 6.1.3 (c) requires organizations to:

"compare the controls determined in 6.1.3 b) with those in Annex A and verify that no necessary control has been omitted; and
prepare a Statement of Applicability." It also requires organizations to select risk treatment options considering "the organization's
risk acceptance criteria." This shows thatrisk acceptance criteriaare a fundamental factor when selecting risk treatment options.
Options C and D are incorrect because Annex A and ISO/IEC 27002 are reference sets, not the sole sources of controls -
organizations can design their own. Criteria for performing risk assessments (B) are part of 6.1.2 (risk assessment process), not risk



treatment.
Thus, the correct requirement isA: Criteria for accepting identified risks.

NEW QUESTION # 26
‘Which statement describes Amnex A of ISO/IEC 27001?

A. Provides measures to determine risk treatment effectiveness

B. Defines the criteria for accepting risks

C. Provides a reference list of information security controls and their requirements
D. Defines a mandatory list of controls that shall be implemented

Answer: C

Explanation:

Annex A of ISO/IEC 27001:2022 is titled:

"Reference control objectives and controls." It provides areference list of information security controls, structured into 4 themes:
organizational, people, physical, and technological.

The standard explicitly states in Clause 6.1.3: "Organizations can design controls as required or identify them from any source.
Annex A contains a list of possible information security controls." This means controls in Annex A are not mandatory (elimmnating
option C). Risk acceptance criteria (A) are defined in Clause 6.1.2, not Annex A. Annex A also does not provide measures for
treatment effectiveness (D).

Thus, Annex A is best described as areference list of mformation security controls. Correct answer:B.

NEW QUESTION # 27
Identify the missing word(s) in the following sentence.
"Information security, cybersecurity and privacy protection - [ ? ]"is the title of ISO/IEC 27005.

A. Information security management systems - Requirements

B. Guidance on managing information security risks

C. Information security controls

D. Guidelines for information security management systens auditing

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27005 standards:

ISO/IEC 270052022 is titled:

"Information security, cybersecurity and privacy protection - Guidance on managing information security risks." This standard
provides structured methodologies for identifying, analyzing, evaluating, and treating risks, in alignment with ISO/IEC 27001's risk
management requirements (Clause 6.1.2 and 6.1.3). It supports organizations in implementing the risk management process that
underpins an ISMS. Options A and B are titles of other ISO standards (ISO/IEC 27007 for auditing, ISO/IEC 27001 for
requirenments). Option D refers to ISO/IEC 27002 (controls).

Thus, the correct answer isC: Guidance on managing information security risks.

NEW QUESTION # 28
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