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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q67-Q72):
NEW QUESTION # 67 
Which United States law defines requirements for record keeping and destruction of electronic records for publicly traded
companies?

A. Computer Security Act
B. USA PATRIOT Act
C. Telecommunications Act
D. Sarbanes-Oxley Act

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The Sarbanes-Oxley Act (SOX) establishes strict requirements for the creation, retention, protection, and destruction of electronic
business records for publicly traded companies. The law was enacted to prevent corporate fraud and mandates secure handling of
digital documents, email, and logs.
* SOX requires auditing controls that ensure electronic records remain unaltered.
* Section 802 specifically defines criminal penalties for altering, destroying, or falsifying electronic records.
* Forensic investigators must ensure evidence from publicly traded companies is retained in compliance with SOX requirements.
Reference:Digital Forensics and legal compliance guides cite SOX as the primary U.S. law governing electronic record retention and
destruction procedures for publicly traded organizations.

NEW QUESTION # 68 
Which term describes the used space between the end of a file and the end of the last cluster assigned to the file?

A. File slack
B. Unallocated space
C. Volume slack
D. Host protected area

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
File slack is the space between the logical end of a file and the physical end of the last cluster allocated to the file. This space may
contain residual data from previously deleted files or fragments, making it significant in forensic investigations.
* Unallocated space refers to clusters not currently assigned to any file.
* Volume slack includes slack space at the volume level but is less specific.
* Host protected area is a reserved part of the disk for system use, unrelated to slack space.
* File slack is a recognized forensic artifact often examined for hidden data or remnants.
Reference:This concept is extensively described in forensic textbooks and NIST publications on file systems, including SP 800-86
and SWGDE best practices.

NEW QUESTION # 69 
Susan was looking at her credit report and noticed that several new credit cards had been opened lately in her name. Susan has not
opened any of the credit card accounts herself.
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Which type of cybercrime has been perpetrated against Susan?

A. Identity theft
B. Malware
C. Cyberstalking
D. SQL injection

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Identity theft occurs when an attacker unlawfully obtains and uses another person's personal information to open accounts, access
credit, or commit fraud. The opening of credit cards without the victim's consent is a classic example.
* SQL injection is a web application attack method that does not directly relate to this case.
* Cyberstalking involves harassment via digital means and is unrelated.
* Malware is malicious software and may be used to facilitate identity theft but is not the crime itself.
Reference:According to the U.S. Federal Trade Commission (FTC) definitions and NIST Cybersecurity Framework, identity theft is
defined as the unauthorized use of someone's personal information for fraudulent purposes, perfectly matching Susan's situation.

NEW QUESTION # 70 
Which storage format is a magnetic drive?

A. SATA
B. Blu-ray
C. SSD
D. CD-ROM

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
SATA (Serial ATA) refers to an interface standard commonly used for connecting magnetic hard disk drives (HDDs) and solid-state
drives (SSDs) to a computer. The term SATA itself describes the connection, but most HDDs that use SATA as an interface are
magnetic drives.
* CD-ROM and Blu-ray are optical storage media, not magnetic.
* SSD (Solid State Drive) uses flash memory, not magnetic storage.
* Magnetic drives rely on spinning magnetic platters, which are typically connected via SATA or other interfaces.
This differentiation is emphasized in digital forensic training and hardware documentation, including those from NIST and forensic
hardware textbooks.

NEW QUESTION # 71 
Which characteristic applies to solid-state drives (SSDs) compared to magnetic drives?

A. They have moving parts
B. They have a lower cost per gigabyte
C. They are generally slower
D. They are less susceptible to damage

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Solid-state drives (SSDs) use flash memory and have no moving mechanical parts, making them more resistant to physical shock
and damage compared to magnetic drives, which rely on spinning platters.
* This resilience makes SSDs favorable in environments with higher physical risk.
* However, data recovery from SSDs can be more complex due to wear-leveling and TRIM features.
Reference:NIST and forensic hardware guides highlight SSD durability advantages over traditional magnetic storage.
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