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R #489

Your developer is using the KMS service and an assigned key in their Java program. They get the below error when running the
code arnIAM:iam:113745388712:user/UserB is not authorized to perform: kims:DescribeK ey Which of the following could help
resolve the issue?

Please select:
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A. Ensure that UserB is given the right permissions in the IAM policy
B. Ensure that UserB is given the right permissions in the Key policy
C. Ensure that UserB is given the right IAM role to access the key

D. Ensure that UserB is given the right permissions in the Bucket policy

IEf#: B

it
You need to ensure that UserB is given access via the Key policy for the Key

This Account

The following IAM users and roles can use this key to encrypt and decrypt data from within applications and when using AWS services integrated
with KMS. Leam more.

| aae | Remares

Showing 2 resultg
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Option is mvalid because you don't assign roles to TAM users

For more information on Key policies please visit the below Link:
https:/docs.IAM.amazon.convkims/latest/developerguide/key-poli

The correct answer is: Ensure that UserB is given the right permissions in the Key policy

E R #490

A Security Engineer has been tasked with enabling IAM Security Hub to monitor Amazon EC2 instances fix CVE in a single [AM
account The Engineer has already enabled IAM Security Hub and Amazon Inspector m the TAM Management Console and has
installed me Amazon Inspector agent on an EC2 instances that need to be monitored.

Which additional steps should the Security Engineer lake 10 meet this requirement?

e A. Configure the Amazon Inspector agent to use the CVE rule package Install an additional Integration library Allow the
Amazon Inspector agent to communicate with Security Hub

¢ B. Configure the Security Hub agent to use the CVE rule package Configure IAM Inspector lo ingest from Security Hub by
writing a custom resource policy

e C. Configure the Amazon Inspector agent to use the CVE rule package Configure Security Hub to ingest from [AM inspector
by writing a custom resource policy

e D. Configure the Amazon inspector agent to use the CVE rule package

Ef#: A

HH #491

A company has an [AM account and allows a third-party contractor who uses another [AM account, to assume certain [AM roles.
The company wants to ensure that [AM roles can be assumed by the contractor only if the contractor has muilti-factor authentication
enabled on their [AM user accounts What should the company do to acconplish this?

A)

Add the romm&klﬁim 10 the LAM pobcy attached to.all LAM roles

*Effact™ : "Dany”,

*Condicion™ : "RooclIfExigte® Tl FiwE:MultiFactarAuthPresant™ 1 fales
B)

Add the foltﬂ%mm to the |IAM policy attached:fo,all TAM roles

*"Effact"™ : "Dany”,

"conditica™ : { "Bool™ : { "awsuiITiFactozauthPressnt™ : false |} }

9]



Add the followang condiion 10 the IAM pobcy altachedio all LAM roles

"Effect™ : "Allc

Bagws zdulciFactoriuth

A. Option C
B. Option A
C. OptionD
D. Option B

M
R

: B

HR #492

A company will store sensitive documents in three Amazon S3 buckets based on a data classification scheme of "Sensitive,"
"Confidential," and "Restricted." The security solution must meet all of the following requirements:

Each object must be encrypted using a unique key.

Iters that are stored in the "Restricted" bucket require two-factor authentication for decryption.

IAM KMS must automatically rotate encryption keys annually.

Which of the following meets these requirements?

e A. Create a CMK with unique imported key material for each data classification type, and rotate them annually. For the
"Restricted" key material, define the MFA policy in the key policy. Use S3 SSE-KMS to encrypt the objects.

e B. Create a CMK for each data classification type, and within the CMK policy, enable rotation of it annually, and define the
MFA policy. S3 can then create DEK grants to uniquely encrypt each object within the S3 bucket.

e C. Create a CMK grant for each data classification type with EnableKeyRotation and MultiFactorAuthPresent set to true. S3
can then use the grants to encrypt each object with a unique CMK.

e D. Create a Customer Master Key (CMK) for each data classification type, and enable the rotation of it annually. For the
"Restricted" CMK, define the MFA policy within the key policy. Use S3 SSE-KMS to encrypt the objects.

Ef#: D

fiE it
CMKSs that are not eligible for automatic key rotation, including asymmetric CMKs, CMKs in custom key stores, and CMKs with
imported key material.

I #493
An application outputs logs to a text file. The logs must be continuously monitored for security incidents.
Which design will meet the requirements with MINIMUM effort?

e A Create a scheduled process to copy the application log files to AWS CloudTrail. Use S3 events to trigger Lambda
functions that update CloudWatch metrics with the log data. Set up CloudWatch alerts based on the metrics.

¢ B. Install and configure the Amazon CloudWatch Logs agent on the application's EC2 instance. Create a Cloud Watch metric
filter to monitor the application logs. Set up CloudWatch alerts based on the metrics.

e C. Create a scheduled process to copy the component's logs into Amazon S3. Use S3 events to trigger a Lambda function
that updates Amazon CloudWatch metrics with the log data. Set up CloudWatch alerts based on the metrics.

¢ D. Create a file watcher that copies data to Amazon Kinesis when the application writes to the log file. Have Kinesis trigger a
Lambda function to update Amazon CloudWatch metrics with the log data. Set up CloudWatch alerts based on the metrics.

Ef#: B

fEER:
https:/docs.aws.amazon.cony AmazonCloud Watclylatest/logs/Quick StartEC2 Instance. html

B #494
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