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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q47-Q52):

NEW QUESTION # 47

A financial enterprise isplanning to set up a user authentication mechanismto login to the Salesforce system.

Due to regulatory requirements, the CIO of the company wants user administration, including passwords and authentication requests,
to be managed by an external system that is only accessible via a SOAP webservice.

‘Which authentication mechanism should an identity architect recommend to meet the requirements?

A. Just-in-Time Provisioning

B. Identity Connect

C. Delegated Authentication

D. OAuth Web-Server Flow

Answer: C

Explanation:

Delegated Authentication is an authentication mechanism that allows Salesforce to delegate the authentication process to an external
system via a SOAP webservice. The external system can manage the user administration, passwords, and authentication
requests. The other options are either not suitable or not supported for this use case. References: Delegated Authentication, FAQs
for Delegated Authentication

NEW QUESTION # 48

Containers (UC) has implemented SAML-based single Sign-on for their Salesforce application and is planning to provide access to
Salesforce on mobile devices using the Salesforcel mobile app. UC wants to ensure that Single Sign-on is used for accessing the
Salesforcel mobile App. Which two recommendations should the Architect make? Choose 2 Answers

A. Configure the Embedded Web Browser to use My Domain URL.
B. Use the existing SAML-SSO flow along with User Agent Flow.
C. Configure the Salesforcel App to use the MY Domain URL.

D. Use the existing SAML SSO flow along with Web Server Flow.

Answer: B,C

Explanation:

Explanation

To ensure that SSO is used for accessing the Salesforcel mobile app, UC should configure the Salesforcel app to use the My
Domain URL instead of the default login.salesforce.com URL. My Domain is a feature that allows UC to create a custom domain
name for their Salesforce org that supports SSO with their identity provider. UC should also use the existing SAML-SSO flow along
with User Agent Flow, which is an OAuth

2.0 flow that allows users to authenticate with their identity provider through an embedded browser within the mobile app. Verified
References: [Configure SSO with Salesforce as a SAML Service Provider], [User-Agent Flow]

NEW QUESTION # 49
What information does the 'Relaystate’ parameter contain in sp-Initiated Single Sign-on?

A. Referenceto a URL redirect parameter at the identity provider.
B. Reference to the login address URL of the identity Provider.
C. Reference to the login address URL of the service provider.
D. Reference to a URL redirect parameter at the service provider.

Answer: D

Explanation:
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The 'Relaystate' parameter is an HT TP parameter that can be included as part of the SAML request and SAML response. In an
SP-itiated sign-in flow, the SP can set the RelayState parameter in the SAML request with additional information about the
request,such as the URL of the resource that the user is trying to access.

The IDP should just relay it back in the SAML response without any modification or inspection. Therefore, the 'Relaystate’
parameter contains a reference to a URL redirect parameter at theservice provider123.

References: 1: single sign on - What isexactly RelayState parameter used in SSO (Ex. SAML)? - Stack Overflow 2: java - How to
send current URL as relay state while sending authentication request to IDP - Stack Overflow 3: Understanding SAML | Okta
Developer

NEW QUESTION # 50
How should an identity architect autormate provisioning and deprovisioning of users into Salesforce from an external system?

A. Call OpenID Connect (OIDC)-userinfo endpoint with a valid access token.

B. Use Security Assertion Markup Language Just-in-Time (SAML JIT) on incoming SAML assertions.
C. Run regstration handler on incoming O Auth responses.

D. Call SOAP API upsertQ on user object.

Answer: C

Explanation:

Explanation

To automate provisioning and deprovisioning of users into Salesforce fiom an external system, the identity architect should run a
registration handler on incoming O Auth responses. A registration handler is a class that implements the Auth.RegistrationHandler
mterface and defines how to create or update users in Salesforce based on the information from an external identity provider. OAuth
is a protocol that allows users to authorize an external application to access Salesforce resources on their behalf. By running a
registration handler on incoming O Auth responses, the identity architect can automate user provisioning and deprovisioning based on
the OAuth attributes. References: Registration Handler, Authorize Apps with O Auth

NEW QUESTION # 51

Northern Trail Outfitters (NTO) uses Salesforce Experience Cloud sites (previously known as Customer Community) to provide a
digital portal where customers can login using theirGoogle account.

NTO would like to automatically create a case record for first time users logging into Salesforce Experience Cloud.

‘What should an Identity architect do to fulfill the requirement?

A. Implement a login flow with a record create component for Case.

B. Configure an authentication provider for Social Login using Google and a custom registration handler.

C. Create an authentication provider for Social Login using Google and leverage standard registration handler.
D. Implement a Just-in-Time handler class that has logic to create cases upon first login.

Answer: A

Explanation:

To automatically create a case record for first time users logging into Salesforce Experience Cloud using their Google account, the
identity architect should implement a login flow witha record create component for Case. A login flow is a custom post-
authentication process that can be used to add additional screens or logic after a user logs in to Salesforce. A record create
component is a type of flow element that can be used to createa new record in Salesforce. By implementing a login flow with a
record create component for Case, the identity architect can check if the user is logging in for the first time using their Google
account and create a case record accordingly. References: Login Flows, Record Create Element

NEW QUESTION # 52
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