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Questions (Q17-Q22):
NEW QUESTION # 17 
What is the Correction Layer?

A. Correction Layer is a Layer of GAIA OS which corrects misspelled commands and allows them to execute
B. Correction Layer is a daemon which corrects errors on Backplane interfaces
C. Correction Layer is a mechanism which activated in case of asymmetric routing
D. Correction Layer is a mechanism which handles asymmetric connections in multi-appliance system. For example, in case of
NAT

Answer: D

Explanation:
Explanation
The Correction Layer is a Maestro component that ensures that packets from the same connection are handled by the same Security
Group Module (SGM) in a multi-appliance system. This is especially important when NAT is involved, as packets sent from the
client to the server can be distributed to a different SGM than packets from the same session sent from the server to the client. The
Correction Layer must then forward the packet to the correct SGM.
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*NAT and the Correction Layer on a Security Gateway - Check Point Software1
*Solved: Maestro queries - Check Point CheckMates

NEW QUESTION # 18 
What cannot be a reason for "Failed to get remote orchestrator interfaces" error message, when clicking on
"Orchestrator" in WebUI

A. Remote orchestrator has no empty interfaces
B. Single orchestrator environment, but configured Orchestrator amount is 2
C. No Sync between orchestrators
D. One orchestrator only, but Orchestrator amount is 2 or no Sync in between orchestrators

Answer: A

Explanation:
One of the possible reasons for the "Failed to get remote orchestrator interfaces" error message, when clicking on "Orchestrator" in
WebUI, is that the remote orchestrator has no empty interfaces that can be assigned to a security group. This can happen if all the
interfaces on the remote orchestrator are already part of configured security groups, or if the remote orchestrator has no physical
interfaces at all. In this case, the WebUI cannot display the unassigned interfaces of the remote orchestrator, and shows the error
message.
References
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*Maestro 140 not detecting Interfaces
*Maestro Expert (CCME) Course - Check Point Software, page

NEW QUESTION # 19 
What does asg monitor command do?

A. Show real-time cluster status of Appliances in Security Group
B. This command does not exist
C. Monitor traffic on Appliances in Security Group
D. Monitor health status of entire system

Answer: A

Explanation:
The "asg monitor" command generally would show real-time cluster status of appliances in a security group, focusing on health and
operational status.

NEW QUESTION # 20 
There are two appliances within the same Security Group. One of them is connected by One downlink only, another one by Two
downlinks. Assuming there's no NAT and no VPN, what would be proportion of traffic distribution done by Orchestrator?

A. 50%/50%
B. 33%/66%
C. 66%/33%
D. 100%/0%

Answer: A

Explanation:
Explanation
The proportion of traffic distribution done by Orchestrator depends on the traffic distribution mode that is configured for the Security
Group. There are three modes: Round Robin, Load Sharing, andActive/Standby1.
*Round Robin mode distributes the traffic equally among all the appliances in the Security Group, regardless of the number of
downlinks they have. This mode is suitable for scenarios where all the appliances have similar performance and capacity. In this
mode, the proportion of traffic distribution would be 50%/50% for two appliances with one and two downlinks respectively.
*Load Sharing mode distributes the traffic proportionally to the number of downlinks each appliance has. This mode is suitable for



scenarios where the appliances have different performance and capacity. In this mode, the proportion of traffic distribution would be
33%/66% for two appliances with one and two downlinks respectively.
*Active/Standby mode distributes the traffic to only one appliance at a time, while the other appliances are in standby mode. This
mode is suitable for scenarios where high availability is required. In this mode, the proportion of traffic distribution would be
100%/0% or 0%/100% for two appliances with one and two downlinks respectively, depending on which appliance is active.
Since the question does not specify the traffic distribution mode, the default mode is Round Robin2.
Therefore, the proportion of traffic distribution would be 50%/50% for two appliances with one and two downlinks respectively.

NEW QUESTION # 21 
What is the default Distribution mode?

A. User
B. Manual-General
C. Auto-topology
D. Network

Answer: C

Explanation:
Auto-topology is the default distribution mode for Maestro Security Groups. In this mode, the Orchestrator assigns packets to a
Security Group Member based on the topology of the port defined in the gateway object.
Each port is either in user mode or network mode depending on the topology. User mode means that the port is connected to the
internal network and network mode means that the port is connected to the external network. The Orchestrator uses a hash function
to map each source IP or destination IP to a specific SGM, depending on the mode of the port. This mode ensures that all packets
with the same source IP or destination IP are processed by the same SGM, regardless of the port or protocol.
References
*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.4: Traffic
Flow, page 2-18
*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-7
*Lari Luoma | Lead Consultant | Maestro SME | Check Point Evangelist1, slide 16
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