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Chris hias been caléd upon 1o investigate a hacking incident réported by one of his cienls. The company Suspects
the imciernent of an insider accomplice in the attack. Upon reaching the incident scene, Chris secures the
physizal areg, records the scene using visual media. He shuls the system down by puling the power plug so thal
he doas not disturb the system in any way. He labals all cables and conneciors prior (o disconnecting any. What
do yiau think would be the next sequence of events?
&, Connect the target media; prepare the system for acquisition; Secure the evidence; Copy the media

B Prepare the system for acquisition, Connect the larget media; copy the media, Secure the evidence

C.Connect the target media: Prepare the system for acquisition; Secure the evidence: Copy the media

D. Secure the evidence: prepare the system for acquisition; Connect the targat media; copy the media
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Are you still satisfied with your present job? Do you still have the ability to deal with your job well? Do you think whether you have
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which you are not satisfied with, and can enhance your ability by our 312-49v11 guide questions, you will pass the exam and
achieve your target.

EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-vl11) Sample
Questions (Q934-Q939):

NEW QUESTION # 934

You have been called in to help with an investigation of an alleged network intrusion. After questioning the members of the company
IT department, you search through the server log files to find any trace of the intrusion. After that you decide to telnet into one of the
company routers to see if there is any evidence to be found. While connected to the router, you see some unusual activity and
believe that the attackers are currently connected to that router. You start up an ethereal session to begin capturing traffic on the
router that could be used in the mvestigation. At what layer of the OSI model are you monitoring while watching traffic to and from
the router?

e A Transport
e B. Data Link
e (. Session
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e D. Network

Answer: D

NEW QUESTION # 935

During an ongoing cybercrime investigation involving a significant amount of encrypted communication, a Computer Hacking
Forensic Investigator (CHFTI) believes the suspect's computer holds crucial evidence. However, there's a high chance that the
suspect could destroy the evidence before obtaining a warrant. Which action is legally permissible in this circunmstance according to
the US courts?

¢ A The investigator cannot seize the evidence without the suspect's consent, even if there's an imminent risk of evidence
destruction

¢ B. The investigator can seize the evidence without a warrant but must immediately seek a retroactive warrant

¢ (. The nvestigator can seize the evidence without a warrant if there's probable cause to believe that the computer holds
evidence of the crime

¢ D. The investigator should wait for a warrant regardless of potential evidence destruction

Answer: C

NEW QUESTION # 936
Investigators can use the Type Allocation Code (TAC) to find the model and origin of a mobile device.
Where is TAC located in mobile devices?

A. Integrated circuit card identifier ICCID)
B. International Mobile Equipment Identifier (IMEI)
C. International mobile subscriber identity (IMSI)

D. Equipment Identity Register (EIR)
Answer: B

NEW QUESTION # 937
‘Which among the following files provides email header information in the Microsoft Exchange server?

A. PRIV.EDB
B. PUB.EDB

C. gwcheck.db
D. PRIV.STM

Answer: A

NEW QUESTION # 938
Rule 1002 of Federal Rules of Evidence (US) talks about

A. Admissibility of original

B. Admissibility of other evidence of contents
C. Admissibility of duplicates

D. Requirement of original

Answer: D

NEW QUESTION # 939
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