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Topic 1
Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
revisions, configure workspace mode, and conduct policy imports and installations.

Topic 2
Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
FortiGuard services and works with the global database ADOM.

Topic 3
Administration: This section covers how to understand FortiManager capabilities, perform initial
configurations, and set up administrative domains (ADOMs).

Topic 4
Device Manager: In this domain, the focus is on how to register devices within ADOMs, implement
configuration changes using scripts, and troubleshoot using the revision history.

Topic 5
Troubleshooting: This section covers how to fmiliarize with FortiManager deployment scenarios and
troubleshoot issues related to imports, installations, device-level, ADOM-level, and system-level concerns.

Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q22-
Q27):
NEW QUESTION # 22 
Refer to the exhibit.

You are using the Quick Install option to install configuration changes on the managed FortiGate.
Which two statements correctly describe the result? (Choose two.)

A. It installs all the changes in the device database first and the administrator must reinstall the changes on the FortiGate
device.
B. It installs device-level changes on the FortiGate device without launching the Install Wizard
C. It installs provisioning template changes on the FortiGate device.
D. It provides the option to preview only the policy package changes before installing them.

Answer: B,C

NEW QUESTION # 23 
Which API method is used to create objects or overwrite existing ones?

A. Exec
B. Set
C. Add
D. Update

Answer: B



Explanation:
In the context of the FortiManager JSON API, thesetmethod is used tocreate new objectsoroverwrite existing ones. The API allows
administrators to manage FortiManager and its associated devices by automating tasks like configuration changes, policy updates,
and object creation.
Explanation of Options:
* A. Set:
* This istrue. Thesetmethod is used to create a new object if it does not exist or overwrite an existing object if it already exists. This
method is frequently used in API requests to configure settings and apply changes on FortiManager.
* B. Add:
* This isfalse. Theaddmethod is used to add new objects without overwriting any existing ones. It is used when you want to create a
new entry and ensure it doesn't conflict with or replace an existing object.
* C. Exec:
* This isfalse. Theexecmethod is used to execute specific actions or commands, rather than creating or modifying objects. This is
typically used for actions like running scripts or executing operational commands on FortiManager or FortiGate.
* D. Update:
* This isfalse. While "update" might seem relevant, FortiManager's API does not specifically use an "update" method for modifying
or creating objects. Thesetmethod serves that function by both creating new objects and overwriting existing ones.

NEW QUESTION # 24 
Refer to the exhibit. Given the configuration shown in the exhibit, which two conclusions can you draw from the installation targets in
the Install On column? (Choose two.)



A. Policy seq.# 1 will be installed on the ISFW device root[NAT] and Student[NAT] VDOMs only.
B. Policy seq.# 3 will be skipped because no installation targets are specified.
C. Policy seq.# 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the Installation
Target
D. Policy seq.S will be installed on all managed devices and VDOMs that are listed under Installation Targets

Answer: A,D

NEW QUESTION # 25 
Refer to the exhibit. Given the configuration shown in the exhibit, what are two results from this configuration? (Choose two.)

A. Two or more administrators can make configuration changes at the same time, in the same ADOM.
B. Concurrent read-write access to an ADOM is disabled.
C. The same administrator can lock more than one ADOM at the same time.
D. You can validate administrator login attempts through external servers.

Answer: B,C

NEW QUESTION # 26 
Refer to the exhibit. What can you conclude from the failed installation log shown in the exhibit?



A. Policy ID 2 is installed without the remote user student.
B. Policy ID 2 is installed without a source address.
C. Policy ID 2 is installed in the disabled state.
D. Policy ID 2 will not be installed.

Answer: A

Explanation:
Since "users" is not mandatory, and all the other elements are set, the policy will be created.
Tested in lab:
Local-FG # config firewall policy
Local-FG (policy) # edit 2
new entry '2' added
Local-FG (2) # set srcintf a
Local-FG (2) # set dstintf b
Local-FG (2) # set srcaddr all
Local-FG (2) # set dstaddr all
Local-FG (2) # set action accept
Local-FG (2) # set schedule always
Local-FG (2) # set service ALL
Local-FG (2) # set users student
entry not found in datasource
value parse error before 'student'



Command fail. Return code -3
Local-FG (2) # set nat enable
Local-FG (2) # next
Local-FG (policy) # end
Local-FG # show firewall policy
config firewall policy
edit 2
set uuid 00879f84-bf81-51ee-3191-7623414c44a4
set srcintf "a"
set dstintf "b"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set nat enable

NEW QUESTION # 27
......
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