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Fortinet FCSS - FortiSASE 25 Administrator Sample Questions (Q34-Q39):
NEW QUESTION # 34 
What can be configured on FortiSASE as an additional layer of security for FortiClient registration?

A. security posture tags
B. user verification
C. application inventory
D. device identification

Answer: D

Explanation:
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Device identification can be configured on FortiSASE as an extra layer of security during FortiClient registration to ensure that only
authorized devices can connect to the FortiSASE service.

NEW QUESTION # 35 
Refer to the exhibit.

A customer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.
In this scenario, which two setups will achieve these requirements? (Choose two.)

A. Configure FortiGate as a zero trust network access (ZTNA) access proxy.
B. Configure ZTNA tags on FortiGate.
C. Configure ZTNA servers and ZTNA policies on FortiGate.
D. Configure private access policies on FortiSASE with ZTNA.

Answer: A,C

Explanation:
To enforce device posture checks and ensure that TCP traffic flows through FortiGate, the FortiGate must act as a ZTNA access
proxy and host the ZTNA servers and policies. This setup allows posture validation via FortiSASE while routing traffic securely to
protected servers through FortiGate.

NEW QUESTION # 36 
Refer to the exhibit.

A company has a requirement to inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic from the
FortiSASE VPN tunnel and redirect it to the endpoint physical Interface. Which configuration must you apply to achieve this
requirement?

A. Exempt the Google Maps FQDN from the endpoint system proxy settings.
B. Change the default DNS server configuration on FortiSASE to use the endpoint system DNS.



C. Configure a static route with the Google Maps FQDN on the endpoint to redirect traffic
D. Configure the Google Maps FQDN as a split tunneling destination on the FortiSASE endpoint profile.

Answer: D

Explanation:
To meet the requirement of inspecting all endpoint internet traffic on FortiSASE while excluding Google Maps traffic from the
FortiSASE VPN tunnel and redirecting it to the endpoint's physical interface, you should configure split tunneling. Split tunneling
allows specific traffic to bypass the VPN tunnel and be routed directly through the endpoint's local interface.
Split Tunneling Configuration:
Split tunneling enables selective traffic to be routed outside the VPN tunnel.
By configuring the Google Maps Fully Qualified Domain Name (FQDN) as a split tunneling destination, you ensure that traffic to
Google Maps bypasses the VPN tunnel and uses the endpoint's local interface instead.
Implementation Steps:
Access the FortiSASE endpoint profile configuration.
Add the Google Maps FQDN to the split tunneling destinations list.
This configuration directs traffic intended for Google Maps to bypass the VPN tunnel and be routed directly through the endpoint's
physical network interface.
FortiOS 7.2 Administration Guide: Provides details on split tunneling configuration.
FortiSASE 23.2 Documentation: Explains how to set up and manage split tunneling for specific destinations.

NEW QUESTION # 37 
When viewing the daily summary report generated by FortiSASE. the administrator notices that the report contains very little dat a.
What is a possible explanation for this almost empty report?

A. The web filter security profile is not set to Monitor
B. There are no security profile group applied to all policies.
C. Log allowed traffic is set to Security Events for all policies.
D. Digital experience monitoring is not configured.

Answer: C

Explanation:
If the daily summary report generated by FortiSASE contains very little data, one possible explanation is that the "Log allowed
traffic" setting is configured to log only "Security Events" for all policies. This configuration limits the amount of data logged, as it only
includes security events and excludes normal allowed traffic.
Log Allowed Traffic Setting:
The "Log allowed traffic" setting determines which types of traffic are logged.
When set to "Security Events," only traffic that triggers a security event (such as a threat detection or policy violation) is logged.
Impact on Report Data:
If the log setting excludes regular allowed traffic, the amount of data captured and reported is significantly reduced.
This results in reports with minimal data, as only security-related events are included.
FortiOS 7.2 Administration Guide: Provides details on configuring logging settings for traffic policies.
FortiSASE 23.2 Documentation: Explains the impact of logging configurations on report generation and data visibility.

NEW QUESTION # 38 
Which two components are part of onboarding a secure web gateway (SWG) endpoint? (Choose two)

A. FortiSASE CA certificate
B. FortiClient installer
C. FortiSASE invitation code
D. proxy auto-configuration (PAC) file

Answer: A,D

Explanation:
Onboarding a Secure Web Gateway (SWG) endpoint involves several components to ensure secure and effective integration with
FortiSASE. Two key components are the FortiSASE CA certificate and the proxy auto-configuration (PAC) file.
FortiSASE CA Certificate:



The FortiSASE CA certificate is essential for establishing trust between the endpoint and the FortiSASE infrastructure.
It ensures that the endpoint can securely communicate with FortiSASE services and inspect SSL/TLS traffic.
Proxy Auto-Configuration (PAC) File:
The PAC file is used to configure the endpoint to direct web traffic through the FortiSASE proxy.
It provides instructions on how to route traffic, ensuring that all web requests are properly inspected and filtered by FortiSASE.
FortiOS 7.2 Administration Guide: Details on onboarding endpoints and configuring SWG.
FortiSASE 23.2 Documentation: Explains the components required for integrating endpoints with FortiSASE and the process for
deploying the CA certificate and PAC file.

NEW QUESTION # 39
......
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