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%| &l Kubernetes Security Specialist CKS F 2 MZE Al (Q31-Q36):

AE #31
You are running a Kubernetes cluster that hosts a critical database application. You need to implement a policy that prevents any
unauthorized access to the database pod from other pods within the cluster.

He:

Y.

Solution (Step by Step) :

1. Create a Network Policy:

- Create a NetworkPolicy in the namespace of your database pod:

2. Apply the Network Policy: - Apply the NetworkP01iCY using 'kubectl apply -f database-access-control.yaml 3. Test the Policy:
- Run a pod in a different namespace or with a different label and attempt to connect to the database pod. - The NetworkPolicy
should prevent any unauthorized access.

EE #32

SIMULATION

Create a RuntimeClass named untrusted using the prepared runtime handler named runsc.

Create a Pods of image alpine:3.13.2 in the Namespace default to run on the gVisor runtime class.

-

Y.
See the Explanation belowExplanation:

HEE #33

SIMULATION

Documentation Namespace, NetworkPolicy, Pod

You must connect to the correct host . Failure to do so may result in a zero score.

[candidate@base] $ ssh cks000031

Context

You must implement NetworkPolicies controlling the traffic flow of existing Deployments across namespaces.
Task

First, create a NetworkPolicy named deny-policy in the prod namespace to block all ingress traffic.

The prod namespace is labeled env:prod

Next, create a NetworkPolicy named allow-from+prod in the data namespace to allow ingress traffic only from Pods in the prod
namespace.

Use the label of the prod names & Click to copy traffic.

The data namespace is labeled envidata

Do not modify or delete any namespaces or Pods . Only create the required NetworkPolicies.

He:

Y.

See the Explanation below for complete solution
Explanation:

1) Connect to the correct host

ssh cks000031
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sudo -i

2) Use admin kubeconfig (safe default)

export KUBECONFIG=/etc/kubernetes/admin.conf
PART A - Deny ALL ingress traffic in prod namespace
Requirerment:

NetworkPolicy name: deny-policy

Namespace: prod (namespace is labeled env=prod)
Effect: block all ingress

3) Create deny-policy in prod

Create the policy directly with kubectl (fastest & safest):
cat <<EOF | kubectl apply -f-

apiVersion: networking k8s.io/v1

kind: NetworkPolicy

metadata:

name: deny-policy

namespace: prod

spec:

podSelector: {}

policyTypes:

- Ingress

EOF

[J What this does:

podSelector: {} — selects all Pods in prod

No ingress: rules — deny all ingress traffic

4) Verify

kubectl -n prod get networkpolicy deny-policy
PART B - Allow ingress to data ONLY from Pods in prod
Requirement:

NetworkPolicy name: allow-from-prod
Namespace: data (namespace is labeled env=data)
Allow ingress only fiom Pods in prod namespace
Use namespace label (env=prod)

5) Create allow-from-prod policy in data

cat <<EOF | kubectl apply -f -

apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

metadata:

name: allow-from-prod

namespace: data

spec:

podSelector: {}

policyTypes:

- Ingress

ingress:

- from:

- namespaceSelector:

matchLabels:

env: prod

EOF

[ What this does:

Applies to all Pods in data

Allows ingress only from namespaces labeled env=prod
All other ingress traffic is denied by default

6) Verify

kubectl -n data get networkpolicy allow-from-prod
FINAL CHECK (What the examiner expects)
kubectl get networkpolicy -n prod

kubectl get networkpolicy -n data

You should see:

deny-policy in prod

allow-from-prod in data



HEE#34

You need to configure a Kubernetes cluster to enforce the principle of least privilege for all pods in a specific namespace. This
means pods should only have access to the resources they need to finction correctly. For example, a web server pod should only
have access to the network and the service account it requires.

HE-

Y.

Solution (Step by Step) :

1. create a serviceAccount

- Create a new ServiceAccount for the web server pods.

- This ServiceAccount will be assigned a specific set of permissions.

2. Create a Role: - Define a Role that allows the ServiceAccount to access the necessary resources.
3. Create a RoleBinding: - Bind the Role to the ServiceAccount
4. Create a Pod: - Create a Pod in the 'webserver-namespace' and specify the 'serviceAccountName' as 'webserver-sa'

5. Apply the YAML files: - Apply the created YAML files using 'kubectl apply -£6. Verify the permissions: - Try to perform actions
from the webserver-pod. It should only be able to access the resources granted in the role.

HE #35

SIMULATION

Create a Pod name Nginx-pod inside the namespace testing, Create a service for the Nginx-pod named nginx-svc, using the ingress
of your choice, run the ingress on tls, secure port.
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