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Palo Alto Networks Certified Cybersecurity Practitioner Sample Questions
(Q196-Q201):
NEW QUESTION # 196 
Which endpoint protection security option can prevent malware from executing software?

A. URL filtering
B. Application allow list
C. DNS Security
D. Dynamic access control

Answer: B

Explanation:
An application allow list prevents malware from executing by only permitting approved applications to run on an endpoint. Any
unauthorized or unknown software, including malicious programs, is automatically blocked from executing.

NEW QUESTION # 197 
Which tool supercharges security operations center (SOC) efficiency with the world's most comprehensive operating platform for
enterprise security?

A. WildFire
B. Cortex XSOAR
C. Cortex XDR
D. Prisma SAAS

Answer: B

Explanation:
Cortex XSOAR enhances Security Operations Center (SOC) efficiency with the world's most comprehensive operating platform for
enterprise security. Cortex XSOAR unifies case management, automation, real-time collaboration, and native threat intel
management in the industry's first extended security orchestration, automation, and response (SOAR) offering.

NEW QUESTION # 198 
Which two pieces of information are considered personally identifiable information (PII)? (Choose two.)

A. Name
B. Birthplace
C. Login 10
D. Profession

Answer: A,B

Explanation:
Personally identifiable information (PII) is any data that can be used to identify someone. All information that directly or indirectly
links to a person is considered PII1. Among PII, some pieces of information are more sensitive than others. Sensitive PII is sensitive
information that directly identifies an individual and could cause significant harm if leaked or stolen2. Birthplace and name are
examples of sensitive PII, as they can be used to distinguish or trace an individual's identity, either alone or when combined with
other information3.
Login 10 and profession are not considered sensitive PII, as they are not unique to a person and do not reveal their identity. Login
10 is a non-sensitive PII that is easily accessible from public sources, while profession is not a PII at all, as it does not link to a
specific individual4. References:
* 1: What is PII (personally identifiable information)? - Cloudflare
* 2: What is Personally Identifiable Information (PII)? | IBM
* 3: personally identifiable information - Glossary | CSRC
* 4: What Is Personally Identifiable Information (PII)? Types and Examples



NEW QUESTION # 199 
Which type of Software as a Service (SaaS) application provides business benefits, is fast to deploy, requires minimal cost and is
infinitely scalable?

A. Tolerated
B. Benign
C. Secure
D. Sanctioned

Answer: D

Explanation:
Sanctioned SaaS applications are those that are approved and supported by the organization's IT department.
They provide business benefits such as increased productivity, collaboration, and efficiency. They are fast to deploy because they do
not require installation or maintenance on the user's device. They require minimal cost because they are usually paid on a subscription
or usage basis, and they do not incur hardware or software expenses. They are infinitely scalable because they can adjust to the
changing needs and demands of the organization without affecting performance or availability12. References: 8 Types of SaaS
Solutions You Must Know About in 2024, What is SaaS (Software as a Service)? | SaaS Types | CDW, Palo Alto Networks
Certified Cybersecurity Entry-level Technician

NEW QUESTION # 200 
When does a TLS handshake occur?

A. After a TCP handshake has been established
B. Before establishing a TCP connection
C. Only during DNS over HTTPS queries
D. Independently of HTTPS communications

Answer: A

Explanation:
A TLS handshake occurs after the TCP handshake is complete. The TLS handshake is responsible for establishing a secure,
encrypted session between client and server, including the negotiation of encryption algorithms and exchange of keys.

NEW QUESTION # 201
......
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