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Questions (Q25-Q30):
NEW QUESTION # 25 
A finance company is developing an AI assistant to help clients plan investments and manage their portfolios.
The company identifies several high-risk conversation patterns such as requests for specific stock recommendations or guaranteed
returns. High-risk conversation patterns could lead to regulatory violations if the company cannot implement appropriate controls.
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The company must ensure that the AI assistant does not provide inappropriate financial advice, generate content about competitors,
or make claims that are not factually grounded in the company's approved financial guidance. The company wants to use Amazon
Bedrock Guardrails to implement a solution.
Which combination of steps will meet these requirements? (Select THREE)

A. Configure a content filter guardrail to filter prompts that contain competitor names.
B. Add the names of competitors as custom word filters. Set the input and output actions to block.
C. Set a high grounding score threshold.
D. Add the high-risk conversation patterns to a denied topics guardrail.
E. Set a low grounding score threshold.
F. Configure a content filter guardrail to filter prompts that contain the high-risk conversation patterns.

Answer: B,C,D

Explanation:
The correct combination is A, D, and F because these guardrail features directly map to the stated financial compliance and
governance requirements.
Option A is required because denied topics guardrails are explicitly designed to block entire categories of requests, such as requests
for guaranteed returns or specific stock recommendations. These are regulatory- sensitive scenarios where partial filtering is
insufficient and full blocking is required to prevent violations.
Option D is correct because custom word filters are the appropriate guardrail mechanism to block references to specific competitor
names. Content filters are category-based (such as hate, sexual, or violence-related content) and are not suitable for blocking
organization-specific competitor references. Custom word filters allow precise blocking at both input and output stages.
Option F is required because a high grounding score threshold enforces that model outputs must be strongly supported by approved
source material. This prevents the AI assistant from making speculative or unfounded claims that are not aligned with the company's
approved financial guidance, which is critical in regulated financial environments.
Option B is incorrect because content filters do not target domain-specific financial advice patterns. Option C is incorrect for the
same reason-competitor names are not a content filter category. Option E would weaken factual grounding and increase
hallucination risk.
Therefore, A, D, and F together provide topic blocking, competitor exclusion, and factual grounding enforcement.

NEW QUESTION # 26 
A company is designing a canary deployment strategy for a payment processing API. The system must support automated gradual
traffic shifting between multiple Amazon Bedrock models based on real-time inference metrics, historical traffic patterns, and service
health. The solution must be able to gradually increase traffic to new model versions. The system must increase traffic if metrics
remain healthy and decrease traffic if the performance degrades below acceptable thresholds.
The company needs to comprehensively monitor inference latency and error rates during the deployment phase. The company must
also be able to halt deployments and revert to a previous model version without any manual intervention.
Which solution will meet these requirements?

A. Use Amazon Bedrock with provisioned throughput to host model versions. Configure an Amazon EventBridge rule to
invoke an AWS Step Functions workflow when a new model version is released.
Configure the workflow to shift traffic in stages, wait for a specified time period, and invoke an AWS Lambda function to
check Amazon CloudWatch performance metrics. Configure the workflow to increase traffic if metrics meet thresholds and to
trigger a traffic rollback if performance metrics fall below thresholds.
B. Use Amazon SageMaker AI endpoint variants to represent multiple Amazon Bedrock model versions.
Use variant weights to shift traffic. Use Amazon CloudWatch and SageMaker Model Monitor to trigger rollbacks. Use
EventBridge to roll back deployments if an anomaly is detected.
C. Use AWS Lambda functions to invoke various Amazon Bedrock model versions. Use an Amazon API Gateway HTTP
API with stage variables and weighted routing to shift traffic gradually. Use Amazon CloudWatch to monitor performance.
Use external logic to adjust traffic and roll back if performance falls below thresholds.
D. Use Amazon OpenSearch Service to track inference logs. Configure OpenSearch Service to invoke an AWS Systems
Manager Automation runbook to update Amazon Bedrock model endpoints to shift traffic based on inference logs.

Answer: A

Explanation:
Option A is the most complete solution because it provides a fully automated canary strategy with staged traffic shifts, metric-based
decisioning, and automatic rollback, all using managed AWS services. The requirement emphasizes automation, health-based traffic
progression, and zero manual intervention to revert if performance degrades.



AWS Step Functions is well suited for orchestrating controlled deployment workflows with deterministic stages, waits, and
conditional branches. By shifting traffic in stages and pausing for observation windows, the system can evaluate real-time inference
latency and error rates before promoting more traffic to the new model version. Amazon CloudWatch provides the necessary real-
time metrics and alarms for latency and error monitoring.
Invoking a Lambda function to evaluate CloudWatch metrics enables dynamic logic: increase traffic if thresholds remain healthy,
reduce traffic or roll back if error rates rise or latency exceeds limits. Step Functions can halt the deployment by stopping
progression or triggering rollback steps immediately, meeting the requirement for automated revert without human action.
Amazon EventBridge provides reliable automation triggers when a new model version is released, ensuring the deployment process
is event-driven and repeatable.
Option B depends on "external logic," which introduces operational risk and does not guarantee automatic rollback without custom
systems. Option C incorrectly uses SageMaker endpoint variants to represent Bedrock model versions, which is not the intended
integration model. Option D is overly indirect and operationally complex, using log pipelines and automation runbooks instead of
direct metric-based traffic control.
Therefore, Option A best meets the requirements for automated gradual traffic shifting, real-time monitoring, and automatic rollback
for Amazon Bedrock model deployments in a canary strategy.

NEW QUESTION # 27 
A company uses an AI assistant application to summarize the company's website content and provide information to customers. The
company plans to use Amazon Bedrock to give the application access to a foundation model (FM).
The company needs to deploy the AI assistant application to a development environment and a production environment. The
solution must integrate the environments with the FM. The company wants to test the effectiveness of various FMs in each
environment. The solution must provide product owners with the ability to easily switch between FMs for testing purposes in each
environment.
Which solution will meet these requirements?

A. Create one AWS CDK application. Configure the application to invoke the Amazon Bedrock FMs by using the
aws_bedrock.FoundationModel.fromFoundationModelId() method. Create a pipeline in AWS CodePipeline that has a
deployment stage for each environment that uses AWS CodeBuild deploy actions.
B. Create a separate AWS CDK application for each environment. Configure the applications to invoke the Amazon
Bedrock FMs by using the aws_bedrock.FoundationModel.fromFoundationModelId() method. Create a separate pipeline in
AWS CodePipeline for each environment.
C. Create one AWS CDK application for the production environment. Configure the application to invoke the Amazon
Bedrock FMs by using the aws_bedrock.ProvisionedModel.fromProvisionedModelArn() method. Create a pipeline in AWS
CodePipeline. Configure the pipeline to deploy to the production environment by using an AWS CodeBuild deploy action.
For the development environment, manually recreate the resources by referring to the production application code.
D. Create one AWS CDK application. Create multiple pipelines in AWS CodePipeline. Configure each pipeline to have its
own settings for each FM. Configure the application to invoke the Amazon Bedrock FMs by using the
aws_bedrock.ProvisionedModel.fromProvisionedModelArn() method.

Answer: A

Explanation:
Option C best satisfies the requirement for flexible FM testing across environments while minimizing operational complexity and
aligning with AWS-recommended deployment practices. Amazon Bedrock supports invoking on-demand foundation models
through the FoundationModel abstraction, which allows applications to dynamically reference different models without requiring
dedicated provisioned capacity. This is ideal for experimentation and A/B testing in both development and production environments.
Using a single AWS CDK application ensures infrastructure consistency and reduces duplication.
Environment-specific configuration, such as selecting different foundation model IDs, can be externalized through parameters,
context variables, or environment-specific configuration files. This allows product owners to easily switch between FMs in each
environment without modifying application logic.
A single AWS CodePipeline with distinct deployment stages for development and production is an AWS best practice for multi-
environment deployments. It enforces consistent build and deployment steps while still allowing environment-level customization.
AWS CodeBuild deploy actions enable automated, repeatable deployments, reducing manual errors and improving governance.
Option A increases complexity by introducing multiple pipelines and relies on provisioned models, which are not necessary for FM
evaluation and experimentation. Provisioned throughput is better suited for predictable, high-volume production workloads rather
than frequent model switching.
Option B creates unnecessary operational overhead by duplicating CDK applications and pipelines, making long-term maintenance
more difficult.
Option D directly conflicts with infrastructure-as-code best practices by manually recreating development resources, which increases
configuration drift and reduces reliability.



Therefore, Option C provides the most flexible, scalable, and AWS-aligned solution for testing and switching foundation models
across development and production environments.

NEW QUESTION # 28 
A company is developing a generative AI (GenAI)-powered customer support application that uses Amazon Bedrock foundation
models (FMs). The application must maintain conversational context across multiple interactions with the same user. The application
must run clarification workflows to handle ambiguous user queries. The company must store encrypted records of each user
conversation to use for personalization. The application must be able to handle thousands of concurrent users while responding to
each user quickly.
Which solution will meet these requirements?

A. Use AWS Lambda functions to call Amazon Bedrock inference APIs. Use Amazon SQS queues to orchestrate
clarification steps. Store conversation history in an Amazon ElastiCache (Redis OSS) cluster. Configure encryption at rest.
B. Use an AWS Step Functions Express workflow to orchestrate conversation flow. Invoke AWS Lambda functions to run
clarification logic. Store conversation history in Amazon RDS and use session IDs as the primary key.
C. Deploy the application by using an Amazon API Gateway REST API to route user requests to an AWS Lambda function
to update and retrieve conversation context. Store conversation history in Amazon S3 and configure server-side encryption.
Save each interaction as a separate JSON file.
D. Use an AWS Step Functions Standard workflow to orchestrate clarification workflows. Include Wait for a Callback
patterns to manage the workflows. Store conversation history in Amazon DynamoDB.
Purchase on-demand capacity and configure server-side encryption.

Answer: D

Explanation:
Option B is the correct solution because it provides a scalable, durable, and secure architecture for conversational GenAI workloads
that require multi-step clarification workflows and persistent memory.
AWS Step Functions Standard workflows are designed for long-running, stateful workflows with high reliability, which is ideal for
clarification loops that may require multiple back-and-forth interactions. The Wait for a Callback pattern allows the workflow to
pause while awaiting additional user input, making it well- suited for handling ambiguous queries without losing execution state.
Storing conversation history in Amazon DynamoDB enables millisecond-latency reads and writes at massive scale, supporting
thousands of concurrent users. DynamoDB's on-demand capacity mode automatically scales with traffic, eliminating capacity
planning. Server-side encryption ensures that stored conversation data is encrypted at rest, meeting security and compliance
requirements for personalized data.
Option A uses Step Functions Express and Amazon RDS, which is not ideal for long-lived conversational workflows and introduces
scaling and connection management challenges. Option C stores conversations as individual S3 objects, which increases latency and
complicates context retrieval. Option D relies on Amazon ElastiCache, which is optimized for ephemeral caching rather than durable,
auditable conversation history.
Therefore, Option B best balances scalability, performance, durability, and security for a conversational Amazon Bedrock-based
customer support application.

NEW QUESTION # 29 
A company is building a video analysis platform on AWS. The platform will analyze a large video archive by using Amazon
Rekognition and Amazon Bedrock. The platform must comply with predefined privacy standards. The platform must also use secure
model I/O, control foundation model (FM) access patterns, and provide an audit of who accessed what and when.
Which solution will meet these requirements?

A. Define access control by using IAM with attribute-based access control (ABAC) to map departments to specific
permissions. Configure VPC endpoints for Amazon Bedrock model API calls. Use IAM condition keys to enforce specific
GuardrailIdentifier and ModelId values. Configure AWS CloudTrail to capture management and data events for S3 objects
and KMS key usage activities. Enable S3 server access logging to record detailed file-level interactions with the video
archives. Send all CloudTrail logs to AWS CloudTrail Lake. Set up Amazon CloudWatch alarms to detect and alert on
unexpected activity from Amazon Bedrock, Amazon Rekognition, and AWS KMS.
B. Restrict access to services by using VPC endpoint policies. Use AWS Config to track resource changes and compliance
with security rules. Use server-side encryption with AWS KMS keys (SSE-KMS) to encrypt data at rest. Store the model's
I/O in separate Amazon S3 buckets. Enable S3 server access logging to track file-level interactions.
C. Configure AWS CloudTrail Insights to analyze API call patterns across accounts and detect anomalous activity in Amazon
Bedrock, Amazon Rekognition, Amazon S3, and AWS KMS. Deploy Amazon Macie to scan and classify the video archive.



Use server-side encryption with AWS KMS keys (SSE- KMS) to encrypt all stored data. Configure CloudTrail to capture
KMS API usage events for audit purposes. Configure Amazon EventBridge rules to process CloudTrail Insights anomalies
and Macie findings. Use CloudWatch alarms to trigger automated notifications and security responses when potential security
issues are detected.
D. Configure VPC endpoints for Amazon Bedrock model API calls. Implement Amazon Bedrock guardrails to filter harmful
or unauthorized content in prompts and responses. Use Amazon Bedrock trace events to track all agent and model
invocations for auditing purposes. Export the traces to Amazon CloudWatch Logs as an audit record of model usage. Store
all prompts and outputs in Amazon S3 with server-side encryption with AWS KMS keys (SSE-KMS).

Answer: A

Explanation:
Option B is the correct solution because it delivers end-to-end governance, security, and auditability across Amazon Bedrock,
Amazon Rekognition, and the underlying data layer while meeting strict privacy and compliance requirements.
Using IAM attribute-based access control (ABAC) allows the company to control access to foundation models and data based on
department, role, or workload attributes rather than static permissions. This is critical for controlling FM access patterns at scale.
Enforcing specific ModelId and GuardrailIdentifier values with IAM condition keys ensures that only approved models and
guardrails are used, which directly supports secure model I/O and governance requirements.
Configuring VPC endpoints for Amazon Bedrock ensures that all model invocations remain on private AWS network paths,
reducing data exfiltration risk and supporting privacy standards. AWS CloudTrail captures both management and data events,
providing a definitive audit trail of who accessed which resources and when. Sending logs to CloudTrail Lake enables centralized,
long-term, queryable auditing across services.
Amazon S3 server access logging adds file-level visibility into video archive access, which is essential for compliance and forensic
analysis. Amazon CloudWatch alarms provide near real-time detection of anomalous or unauthorized activity across Amazon
Bedrock, Amazon Rekognition, and AWS KMS.
Option A focuses primarily on model-level tracing but lacks comprehensive IAM governance and S3 access auditing. Option C
provides partial controls but lacks identity-aware auditing and model governance. Option D focuses on anomaly detection and
classification but does not explicitly control FM access patterns.
Therefore, Option B best satisfies all stated requirements in a unified, auditable, and security-first architecture.

NEW QUESTION # 30
......
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