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AE #451

Susan, a software developer, wants her web API to update other applications with the latest information. For this purpose, she uses
a user-defined HTTP tailback or push APIs that are raised based on trigger events:

when invoked, this feature supplies data to other applications so that users can instantly receive real-time Information.

Which of the following techniques is employed by Susan?

e A SOAP API
e B. Webhooks
e C. web shells
e D. REST API
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Webhooks are one of a few ways internet applications will communicate with one another.

It allows you to send real-time data from one application to another whenever a given event happens.

For exanmple, let's say you've created an application using the Foursquare API that tracks when people check into your restaurant.
You ideally wish to be able to greet customers by name and provide a complimentary drink when they check in.

‘What a webhook will is notify you any time someone checks in, therefore you'd be able to run any processes that you simply had in
your application once this event is triggered.

The data is then sent over the web from the application wherever the event orignally occurred, to the receiving application that
handles the data.

Here's a visual representation of what that looks like:

Stnpped down view O et hooks i acton

Event 3 »- - - -

A webhook url is provided by the receiving application, and acts as a phone number that the other application will call once an event
happens.

Only it's more complicated than a phone number, because data about the event is shipped to the webhook url in either JSON or
XML format. this is known as the "payload." Here's an example of what a webhook url looks like with the payload it's carrying:

ECON
‘What are Webhooks? Webhooks are user-defined HTTP callback or push APIs that are raised based on events triggered, such as
comment received on a post and pushing code to the registry. A webhook allows an application to update other applications with
the latest information. Once invoked, it supplies data to the other applications, which means that users instantly receive real-time
mformation. Webhooks are sometimes called

"Reverse APIs" as they provide what is required for API specification, and the developer should create an API to use a webhook.
A webhook is an API concept that is also used to send text messages and notifications to mobile numbers or email addresses from
an application when a specific event is triggered. For instance, if you search for something in the online store and the required item is
out of stock, you click on the "Notify me" bar to get an alert from the application when that item is available for purchase. These
notifications from the applications are usually sent through webhooks.

EAE #452
Systems are communicating with unknown external entities, raising concerns about exfiltration or malware.
Which strategy most directly identifies and mitigates the risk?

A. Aggressive zero-trust shutdown

B. Employee awareness training

C. Deep forensic analysis

D. Behavioral analytics profiling normal interactions

HE: D

Y.

CEH v13 highlights behavioral analytics as one of the most effective techniques for identifying ambiguous or stealthy threats such as
data exfiltration, command-and-control traffic, and msider abuse. When interactions appear suspicious but not definitively malicious,
behavioral profiling provides the most direct visibility.

Behavioral analytics tools establish a baseline of normal system and network behavior, including typical communication patterns, data
transfer volumes, destinations, and timing, Deviations from this baseline trigger alerts, allowing analysts to detect previously unknown
threats without relying on signatures.

Option C is the most appropriate because it both identifies anomalies and supports continuous mitigation. A full zero-trust shutdown
(Option A) is disruptive. Forensics (Option B) is reactive and better suited after confirmation of compromise. Training (Option D)
does not address system-level interactions.

CEH v13 enphasizes that modern attacks often blend into normal traffic, making behavioral analysis essential. Therefore, Option C
is the correct answer.



EAE #453
Shellshock allowed an unauthorized user to gain access to a server. It affected many Internet-facing services, which OS did it not
directly affect?

A. Unix
B.0OS X

C. Linux

D. Windows

HE: D

MY

Shellshock (CVE-2014-6271) is a vulnerability in the GNU Bash (Bourne Again Shell) that allows remote code execution via
crafted environment variables. It was disclosed in 2014 and had a wide impact on systems that relied on Bash as a command-line
shell interpreter.

Affected systens include:

Linux distributions (Red Hat, Debian, CentOS, Ubuntu, etc.)

Unix variants (e.g., FreeBSD, OpenBSD, etc.)

Apple macOS (formerly OS X), since it uses Bash as the default shell

Windows systens were not directly affected because they do not use Bash by default. Bash is not a native component of Windows
operating systerrs, and Shellshock exploits Bash-specific behavior. Only Windows systens where Bash was manually installed
through a third-party method or environment (e.g., Cygwin) might be susceptible - but by default, Windows systems are immune.
Incorrect options:

A). Linux - Affected

B). Unix - Affected

O). OS X - Affected

D). Windows - Not directly affected (Correct answer)

Reference:

CEH v13 eCourseware - Module 06: System Hacking # "Common Vulnerabilities: Shellshock" CEH v13 Study Guide - Chapter:
"Understanding Common Exploits and Vulnerabilities" # Section:

"Shellshock Bash Vulnerability"

Additional Reference (Public Disclosure):

NVD - CVE-2014-6271 (Shelishock) https:/nvd.nist.gov/vul/detail CVE-2014-6271

R #454
This is an attack that takes advantage of a web site vulnerability in which the site displays content that includes un-sanitized user-
provided data.

<ahref="http://£foobar.com/index.html?3d=%
3

e 2 ST i P o ¢
http://baddomain.com/badscript.385%22%

What is this attack?

== ==

A. Buffer Overflow attack

B. Cross-site-scripting attack
C. SQL Injection

D. URL Traversal attack

: B
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AR #455
Take a look at the following attack on a Web Server using obstructed URL:
Take a look at the following attack on a Web Server using an obfuscated URL:



http://www.certifiedhacker.com/scrx
template=%2e%2e%2ft2e%2eb2f%2e%led
Thi= request i= made up of:

22e%2e32f%2e%2£%2e%2e32f = ../ o ./
%65%74%63 = etc
82f = /

$70%61%73%73%477%64"= passwd
How would you protect from these attacks?

A. Configure the Web Server to deny requests involving "hex encoded" characters
B. Enable Active Scripts Detection at the firewall and routers

C. Use SSL authentication on Web Servers

D. Create rules in IDS to alert on strange Unicode requests

HE: A

dE:

Comprehensive and Detailed Explanation:

The attack shown is a Directory Traversal Attack. It uses URL encoding (hexadecimal obfuscation) to bypass input filters and
access unauthorized files such as /etc/passwd.

%2e =. (dot)

%2f=/ (forward slash)

So, ../../../Jetc/passwd becomes Y%62e%62e%021%62e%02e%621%62€%62e%621/065%674%663%214670%61%73%73%

77%064

The best protection against this attack is to:

Normualize and sanitize user input on the server.

Deny directory traversal patterns, whether encoded or not.

Specffically reject or deny hex-encoded path characters (%2e, %2f; etc.) Option A directly mitigates this by preventing the server
from decoding and processing hex-encoded directory traversal attempts.

From CEH v13 Courseware:

Module 10: Web Application Hacking

Topic: Directory Traversal and Input Validation

Incorrect Options:

B: IDS can alert, but it's reactive rather than preventative.

C: SSL encrypts communication but does not prevent path traversal.

D: Active script detection is unrelated to path traversal attacks.

Reference:CEH v13 Study Guide - Module 10: Directory Traversal MitigationOWASP Top 10 - A5:22017 - Broken Access
Control (Directory Traversal)RFC 3986 - URI Syntax and Encoding
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