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Questions (Q101-Q106):
NEW QUESTION # 101 
Which Python feature is most beneficial for writing modular and reusable penetration testing scripts?
Response:

A. Object-oriented programming (OOP)
B. Decorators
C. List comprehensions
D. Dynamic typing

Answer: A

NEW QUESTION # 102 
Which tool is most commonly used to exploit vulnerabilities in network protocols during penetration tests?
Response:

A. Metasploit
B. Scapy
C. Nmap
D. Wireshark

Answer: A

NEW QUESTION # 103 
Which of the following methods are effective for bypassing network segmentation in enterprise environments?
(Choose Two)
Response:

A. Route injection attacks
B. SSL/TLS stripping
C. VLAN hopping
D. DNS cache poisoning

Answer: A,C

NEW QUESTION # 104 
What role does the SEH (Structured Exception Handling) play in Windows stack overflows?
(Choose Two)
Response:

A. It prevents buffer overflows from occurring
B. It securely encrypts exception information
C. It can be exploited to gain control of the execution flow
D. It handles exceptions and errors during program execution

Answer: C,D

NEW QUESTION # 105 
How do DEP (Data Execution Prevention) and ASLR (Address Space Layout Randomization) complicate exploitation of Windows
stack overflows?
Response:

A. Both mechanisms encrypt data on the stack
B. They reduce the efficiency of garbage collection
C. DEP prevents execution of code from non-executable memory regions



D. ASLR randomizes the addresses of stack, heap, and libraries

Answer: C,D

NEW QUESTION # 106
......
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