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Microsoft SC-401 Exam Syllabus Topics:

Topic

Details

Topic 1

Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

Topic 2

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]
Microsoft Purview.

Topic 3

Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in
Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.

Topic 4

Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.
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your SC-401 actual exam very simply and easily with VCETorrent SC-401 free pdf dumps. With the help of Microsoft SC-401
free pdf practice, you can not only get high score in your actual test, but also can get more technology knowledge and be more
professional.

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q82-Q87):

NEW QUESTION # 82

You have a Microsoft 36S ES subscription.

You plan to use the Microsoft Purview portal to map human resources (HR) data for use with insider risk management policies.
You need to add a data connector to import the HR data.

‘What should you do first and in which format should you import the data? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
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Step 1 - Requirement

The scenario requires using Microsoft Purview Insider Risk Management to import HR data (such as employee hire dates,
resignations, and department changes). HR data connectors allow insider risk policies to use workforce signals to detect risky user
activities.

Step 2 - What to do first

Before importing HR data, you must configure Insider Risk Management settings in the Microsoft Purview compliance portal. This is
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a prerequisite step that enables HR data connectors and policies to be created.

Reference: Configure HR data for Insider Risk Management in Microsoft Purview Step 3 - Import format HR data for Insider Risk
Management is imported as a CSV file. The CSV must include required fields like user principal name, event type, start date, and
end date. Other formats (XLSX, XML, ODS) are not supported by Purview Insider Risk HR data connectors.

Reference: HR connector CSV schema for Insider Risk Management

NEW QUESTION # 83

You have a Microsoft 36S subscription.

In Microsoft Exchange Online, you configure the mail flow rule shown in the following exhibit.
Protect with OMEwv2
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE: Each correct selection is worth one point.
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must sign in tothé Dffice 365 Message Encryplion (OME) portal to read messages
wall b unable 10 read messanes
gl have messages decrypted automatically
Recipients from an external Mecrosoft 365 subscription [answes Sholge) il
must sign in to the Office 365 Message Encryption (OME] portal to read messages
1 . will be unable lo reagm?ugrs
W i rracart. . ..
gV CFOSOF e
Answer:
Explanation:

must gt in to the Office 365 Message Encryption (OME) portal to read messages |

will baunable to read messages
wll have messages decrypted sutomatically

il 365 subscription [answer cholte]
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Explanation:

Answer Area

Recipients who use Gmail [answer choice]. mustisigh in to the Office 365 Message Encryption (OME) portal to read messages v

Recipients from an external Microsoft 365 subgean NW[L.« Il have messages decrypted automatically -
The mail flow rule is configured to apply OMEV2 protection ("Protect with OMEW2") to messages. With OMEv2:
Recipients on consumer mail systems (such as Gmail) receive a link-protected message and must authenticate to the Office 365
Message Encryption portal to view the content.
Microsoft 365 recipients (even in external tenants) get a native reading experience in Outlook/OWA where protected messages are



opened directly with automatic decryption using their Microsoft 365 identity-no separate OME portal workflow is required.
These behaviors are documented by Microsoft for OMEV2 user experiences for different recipient types and clients. See: Microsoft
Purview Office 365 Message Encryption overview and user experiences for external Microsoft 365 and consumer email recipients.

NEW QUESTION # 84
You have a Microsoft 365 E5 tenant that uses a domain named contoso.com

A user named User 1 sends link based, branded emails that are encrypted by using Microsoft Purview Advanced Message
Encryption to the recipients shown in the following table.

Name Errﬁnl address :
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For which recipients Can User1 revoke the emails?

A. Recipient4 only

B. Reciptent1, Recipient2. Recipient3, and Recipient4
C. Reclpient3 and Recipients only

D. Recipient! only

E. Reciptent] and Recipient
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