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IAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q58-Q63):
NEW QUESTION # 58 
Which of the following is considered a records management best practice?

A. Archiving expired data records and files.
B. Implementing consistent handling practices across all record types.
C. Using classification to determine access rules and retention policy.
D. Storing decryption keys with their associated backup systems.

Answer: C

Explanation:
Records management best practices include classifying data to determine appropriate access controls and retention policies.
Classification allows organizations to systematically identify and manage records according to their level of sensitivity and
importance, ensuring that data is accessible only to authorized personnel and retained for the required duration. This practice helps in
maintaining data security and compliance with legal and regulatory requirements. The IAPP documentation emphasizes the
importance of data classification in establishing robust data governance frameworks (IAPP, "Records Management and Data
Classification").

NEW QUESTION # 59 
Which of the following would best improve an organization' s system of limiting data use?

A. Implementing digital rights management technology.
B. Instituting a system of user authentication for company personnel.
C. Confirming implied consent for any secondary use of data.
D. Applying audit trails to resources to monitor company personnel.

Answer: A

Explanation:
Implementing digital rights management (DRM) technology would best improve an organization's system of limiting data use. DRM
technology helps control how data is used, shared, and accessed within and outside the organization by enforcing policies and
permissions. This ensures that data is only used in ways that comply with organizational policies and legal requirements, thereby
limiting unauthorized or inappropriate use of data.

NEW QUESTION # 60 
SCENARIO
Please use the following to answer next question:
EnsureClaim is developing a mobile app platform for managing data used for assessing car accident insurance claims. Individuals use
the app to take pictures at the crash site, eliminating the need for a built-in vehicle camera. EnsureClaim uses a third-party hosting
provider to store data collected by the app. EnsureClaim customer service employees also receive and review app data before
sharing with insurance claim adjusters.
The app collects the following information:
First and last name
Date of birth (DOB)
Mailing address
Email address
Car VIN number
Car model
License plate
Insurance card number
Photo
Vehicle diagnostics
Geolocation



The app is designed to collect and transmit geolocation data. How can data collection best be limited to the necessary minimum?

A. Allow access and sharing of geolocation data only after an accident occurs.
B. Allow user to opt-out geolocation data collection at any time.
C. Present a clear and explicit explanation about need for the geolocation data.
D. Obtain consent and capture geolocation data at all times after consent is received.

Answer: A

Explanation:
To ensure that data collection is limited to the necessary minimum, the app should only collect geolocation data when it is essential
for its primary function, which in this case is assessing car accident insurance claims.
By allowing access and sharing of geolocation data only after an accident occurs, EnsureClaim minimizes the collection of potentially
sensitive location data, adhering to the principle of data minimization. This approach ensures that geolocation data is only collected
when it is directly relevant to the purpose of the app, thus protecting user privacy.

NEW QUESTION # 61 
You are a wine collector who uses the web to do research about your hobby. You navigate to a news site and an ad for wine pops
up. What kind of advertising is this?

A. Behavioral.
B. Demographic.
C. Contextual.
D. Remnant.

Answer: A

Explanation:
Explanation
Explanation/Reference: https://neilpatel.com/blog/behavioral-advertising/

NEW QUESTION # 62 
When should code audits be concluded?

A. At engineering design time.
B. At code check-in time.
C. Before launch after all code for a feature is complete.
D. While code is being sent to production.

Answer: C

NEW QUESTION # 63
......
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