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Google Cloud Certified - Professional Google Workspace Administrator
Sample Questions (Q33-Q38):
NEW QUESTION # 33 
What steps does an administrator need to take to enforce TLS with a particular domain?

A. Configure an alternate secure route with the receiving domain.
B. Set up DKIM authentication with the receiving domain.
C. Enable email safety features with the receiving domain.
D. Set up secure transport compliance with the receiving domain.

Answer: D

Explanation:
* Secure Transport Compliance:
* TLS (Transport Layer Security) ensures that emails are encrypted during transit between sending and receiving email servers.
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* Setting up secure transport compliance ensures that emails sent to or received from a particular domain use TLS.
* Steps to Enforce TLS:
* Navigate to the Google Admin console.
* Go to Apps > Google Workspace > Gmail > Advanced settings.
* In the "Compliance" section, select "Secure transport (TLS) compliance".
* Click "Add setting" and configure the following:
* Select the appropriate organizational unit.
* Specify the receiving domain(s) for which TLS should be enforced.
* Choose to enforce TLS for incoming, outgoing, or both types of messages.
* Save the changes and apply them.
References
* Google Workspace Admin Help: Set Up TLS Compliance

NEW QUESTION # 34 
Your company is using Google Workspace Enterprise Standard. They have 200 meeting rooms defined for the main building and
used daily by the 12,000 employees. Users are complaining they have difficulties finding a room available when searching within
Google Calendar, even if several rooms are available (no one attending meetings in these rooms at that time). You have been asked
to find a solution while minimizing the operational effort and avoiding any new expenses due to budget constraints. What should you
do?

A. Create a Google App Script that will inspect each room calendar for the next 12 hours, check attendees status, and send
the room administrator an alert email for releasing the room if all attendees have declined but the room has not.
B. Set the option "Allow calendar-based room release" for all targeted rooms.
C. Implement a third-party solution that will detect presence in the room and release it if nobody appears after a few minutes.
D. Upgrade to Google Workspace Enterprise Plus edition to benefit from additional features for automated machine learning
(ML) based resources management.

Answer: B

Explanation:
To resolve the issue of meeting room availability and avoid new expenses:
Go to the Google Admin Console.
Navigate to Buildings and resources.
Select the appropriate building and rooms.
Enable the option "Allow calendar-based room release" for all targeted rooms.
This option will automatically release rooms if no one checks in for the meeting, making them available for other users.
Reference:
Google Workspace Updates Blog: Calendar-based room release

NEW QUESTION # 35 
Users at your company are reporting that they are not receiving some emails in their corporate Gmail account.
You have checked the Google Workspace Status Dashboard and you found no service disruptions. You need to identify the root
cause of the problem and resolve the mail delivery issues. What should you do? (Choose two.)

A. Check the senders' IP addresses in the inbound mail gateway.
B. Verify whether the organization's Mail Exchange (MX) records are correctly configured.
C. Use Email Log Search (ELS) to identify specific delivery failures.
D. Check the users' spam folders to determine whether emails are being misdirected.
E. Investigate the Gmail log events for error messages or unusual patterns.

Answer: B,C

Explanation:
Use Email Log Search (ELS): ELS allows you to trace email delivery and identify issues, such as undelivered or bounced messages.
This is an essential tool for identifying the root cause of mail delivery issues.
Verify whether the organization's Mail Exchange (MX) records are correctly configured: Incorrect MX records could prevent emails
from being delivered to the organization's Gmail accounts. It's important to verify that these records are set up properly to ensure
smooth email delivery.



NEW QUESTION # 36 
The CFO just informed you that one of their team members wire-transferred money to the wrong account because they received an
email that appeared to be from the CFO. The CFO has provided a list of all users that may be responsible for sending wire
transfers. The CFO also provided a list of banks the company sends wire transfers to. There are no external users that should be
requesting wire transfers. The CFO is working with the bank to resolve the issue and needs your help to ensure that this does not
happen again.
What two actions should you take? (Choose two.)

A. Add the sender of the wire transfer email to the blocked senders list.
B. Verify that DMARC, DKIM, and SPF records are configured correctly for your domain.
C. Create a rule requiring secure transport for all messages regarding wire transfers.
D. Enable all admin settings in Gmail's safety > spoofing and authentication.
E. Configure objectionable content to reject messages with the words "wire transfer."

Answer: B,D

Explanation:
* Verify DMARC, DKIM, and SPF records:
* Sign in to your domain host and navigate to the DNS settings.
* Ensure that SPF (Sender Policy Framework) is set up correctly to prevent email spoofing.
* Configure DKIM (DomainKeys Identified Mail) to add a digital signature to emails sent from your domain.
* Set up DMARC (Domain-based Message Authentication, Reporting & Conformance) to provide instructions to receiving mail
servers on how to handle emails that fail SPF or DKIM checks.
* Enable Gmail spoofing and authentication settings:
* Sign in to the Google Admin console.
* From the Admin console Home page, go to "Apps" > "Google Workspace" > "Gmail" > "Safety."
* Enable settings related to spoofing and authentication to add additional layers of protection against phishing attempts.
By verifying these email security settings and enabling spoofing protections, you can help prevent unauthorized or fraudulent emails
from being sent, thus reducing the risk of wire transfer fraud.
References:
* Google Workspace Admin Help - Set up SPF records
* Google Workspace Admin Help - Set up DKIM
* Google Workspace Admin Help - Set up DMARC

NEW QUESTION # 37 
You have configured your Google Workspace account on the scheduled release track to provide additional time to prepare for new
product releases and determine how they will impact your users.
There are some new features on the latest roadmap that your director needs you to test as soon as they become generally available
without changing the release track for the entire organization.
What should you do?

A. Establish a separate Dev environment, and set it to rapid release.
B. Create a new Google Group with test users and enable the rapid release track.
C. Ask Google for a demo account with beta access to the new features.
D. Create a new OU and tum on the rapid release track just for this OU.

Answer: A

Explanation:
Tip for large organizations: Select the Scheduled Release track for your production account. Then set up Rapid Release on a test
account to try new features before they're available to your users.
https://support.google.com/a/answer/172177

NEW QUESTION # 38
......
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