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Palo Alto Networks Network Security Analyst Sample Questions (Q361-
Q366):

NEW QUESTION # 361
Which option lists the attributes that are selectable when setting up an Application filters?

A. Name, Category, Technology, Risk, and Characteristic

B. Category, Subcategory, Risk, Standard Ports, and Technology
C. Category, Subcategory, Technology, Risk, and Characteristic
D. Category, Subcategory, Technology, and Characteristic

Answer: C
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Explanation:
Explanation/Reference:
httpsz//docs.paloaltonetworks.comypan-os/7- 1/pan-os-web-interface-help/objects/objects-application- filters

NEW QUESTION # 362
An administrator is troubleshooting an issue with traffic that matches the intrazone-default rule, which is set to default configuration.
‘What should the admmnistrator do?

A. tune your Traffic Log filter to include the dates
B. refresh the Traffic Log

C. review the System Log

D. change the logging action on the rule

Answer: D

NEW QUESTION # 363

A company wants to implement a 'kill switch' for critical applications. In case of a severe security incident, they need to instantly
block all outbound traffic to a specific set of critical external services. The list of these services might change rapidly. How can
External Dynamic Lists be leveraged for the most agile response in this scenario?

e A. Pre-configure an EDL containing a single, dummy [P address. During an incident, update the EDL source file on an internal
web server with the actual critical service [Ps/URLs, and the firewall will fetch the changes.

¢ B. Create an EDL with all critical service IPs and URLSs, set its update frequency to 'Every Minute', and configure a security
policy with a deny rule.

e C. Maintain a local file on the firewall with the list of critical services and manually update it during an incident.

e D. Integrate with a SOAR platform that can directly push policy updates to the firewall to block the services.

e E. Use a script to dynamically update a custom URL category, which is then blocked by a URL filtering profile.

Answer: A

Explanation:

Option D offers the most agile response using EDLs. By pre-configuring the EDL, the firewall is already set up to pull updates. The
'kill switch' is activated by modifying the source file on the internal web server. The firewall will then fetch these changes based on its
configured refresh interval (which should be short). Option A is good but 'Every Minute' might still be too slow for an "mstant' kill
switch and assummes the list is always complete. Option B is manual and not agile. Option C uses URL categories, which are distinct
from EDLs, and the dynamic update mechanism needs to be robust. Option E is a valid approach but goes beyond just leveraging
EDLs for agile response; it involves a more complex SOAR integration.

NEW QUESTION # 364

A Palo Alto Networks firewall is forwarding logs to an external syslog server. The Security team reports that some critical 'threat’
logs, particularly those with 'severity critical, are occasionally missing from the syslog server, especially during peak network activity.
Upon investigation, the firewall's system logs show 'log-pkt-discard' messages, and the syslog server is reachable and responsive.
What is the most probable cause for these missing logs, and what configuration change within the Log Forwarding Profile or related
settings could best mitigate this issue?

e A. The 'Log Rate Limit' for syslog forwarding is too low, causing logs to be discarded once the rate is exceeded. Increase the

'"Log Rate Limit' in 'Device > Setup > Management > Logging and Reporting Settings'.

B. The syslog server's UDP buffer is overflowing, Change the Log Forwarding Profile to use TCP as the protocol for syslog,

as TCP provides reliable delivery and retransmission.

C. The Log Forwarding Profile is configured with a 'Commit Threshold' that is too high, leading to logs being buftered and

potentially dropped during high volume. Lower the commit threshold.

D. The 'Log Filtering’ within the Log Forwarding Profile is inadvertently excluding critical threat logs. Review and correct the

filter expressions to ensure critical logs are included.

e E. The firewall's management plane is overloaded, causing it to drop logs before forwarding, Increase the Maximum Log
Queue Size' in 'Device > Setup > Management > Logging and Reporting Settings'.

Answer: B



Explanation:

The presence of 'log-pkt-discard' messages on the firewall when the syslog server is responsive, coupled with critical logs going
missing, strongly suggests that UDP packets are being dropped, either by the firewall itself due to internal resource constraints during
transmission (less likely if the issue is intermittent during "peak network activity' and the server is 'responsive') or more commonly, by
an overloaded UDP listener on the syslog server or an intermediary network device. UDP is a connectionless protocol without
guaranteed delivery. Switching to TCP (Option A) provides reliable, ordered, and acknowledged delivery, mitigating packet loss
due to transient network congestion or receiver overflow, which aligns with 'log-pkt-discard' and missing logs during high activity.
Option B (queue size) helps with bursts but TCP is for reliable delivery. Option C (Commit Threshold) is related to log storage on
the firewall itself for disk logging, not forwarding. Option D (Log Rate Limit) would cause discards, but simply increasing it might just
shift the problem. Option E (filtering) implies consistent filtering, not intermittent loss.

NEW QUESTION # 365
Based on the screenshot what is the purpose of the group in User labelled "it"?

A. Allows users in group "DMZ" lo access IT applications
B. Allows "any" users to access servers in the DMZ zone
C. Allows users to access IT applications on all ports

D. Allows users in group "it" to access IT applications

Answer: D

NEW QUESTION # 366
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