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Cisco Performing CyberQOps Using Cisco Security Technologies Sample
Questions (Q40-Q45):

NEW QUESTION # 40
According to GDPR, what should be done with data to ensure its confidentiality, integrity, and availability?

¢ A. Conduct a data protection impact assessment
e B. Performa vulnerability assessment

e C. Perform awareness testing

¢ D. Conduct penetration testing

Answer: A

Explanation:
Explanation/Reference: https:/apdcat.gencat.cat/web/.content/03-documentacio/
Reglament general de proteccio_de dades/documents/DPIA-Guide.pdf

NEW QUESTION # 41
Drag and drop the actions below the image onto the boxes in the image for the actions that should be taken during this playbook
step. Not all options are used.

Recover System

A

e DARS Reimage Collect Logs

b Request Packet Remove
St LI e,




Explanation:

Prev Step

Recover System

Incident
Remediation

NEW QUESTION # 42
Refer to the exhibit.
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For IP 192.168.1.209, what are the risk level, activity, and next step?

e A highrisk level, anomalous periodic communication, quarantine with antivirus
¢ B. high risk level, malicious host, mvestigate further

e (. critical risk level, malicious server IP, run in a sandboxed environment

e D. critical risk level, data exfiltration, isolate the device

Answer: D

Explanation:

The IP address 192.168.1.209 is associated with a critical risk level due to data exfiltration activities. Data exfiltration refers to the
unauthorized transfer of data froma computer or other device, which can be a significant security threat as it may involve sensitive or
proprietary information being taken out of the network. Given the severity of the risk and the nature of the activity, the immediate
next step is to isolate the device to prevent further unauthorized data transfer and to contain the potential breach. This action will also
allow fora more thorough investigation without the risk of additional data loss or network compromisel.

References:

* Cisco's CyberOps Using Core Security Technologies course provides insights into identifying and responding to cybersecurity
threats, including data exfiltration2.

* The Cisco Certified CyberOps Associate certification emphasizes the skills needed to work in a Security Operations Center
(SOC), including the handling of critical threats and the isolation of affected devices

NEW QUESTION # 43

An organization installed a new application server for IP phones. An automated process fetched user credentials from the Active
Directory server, and the application will have access to on-premises and cloud services. Which security threat should be mitigated
first?

e A aligning access control policies
e B. exfiltration during data transfer
e (. data exposure from backups
e D. attack using default accounts

Answer: D



Explanation:

The first security threat that should be mitigated when installing a new application server for IP phones is the attack using default
accounts. Default accounts often have preset usernames and passwords that are widely known and can be easily exploited by
attackers. It is crucial to change these default credentials to prevent unauthorized access

NEW QUESTION # 44
How is a SIEM tool used?

A. To compare security alerts against configured scenarios and trigger system responses

B. To collect and analyze security data from network devices and servers and produce alerts

C. To collect security data from authentication failures and cyber attacks and forward it for analysis

D. To search and compare security data against acceptance standards and generate reports for analysis

Answer: B

Explanation:

A Security Information and Event Management (SIEM) tool is primarily used to collect and analyze security data from various
sources, such as network devices and servers, and then produce alerts based on this analysis.

SIEM tools aggregate and correlate data to identify patterns that may indicate a security incident, allowing organizations to respond
to threats more effectively.

NEW QUESTION # 45

Cisco 350-201 certification examis very important for every IT person. With this certification you will not be eliminated, and you
will be a raise. Some people say that to pass the Cisco 350-201 exam certification is tantamount to success. Yes, this is true. You
get what you want is one of the manifestations of success. 2Pass4sure of Cisco 350-201 Exam Materials is the source of your
success. With this training materials, you will speed up the pace of success, and you will be more confident.
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