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Cisco Implementing and Operating Cisco Security Core Technologies 350-
701 Priifungsfragen mit Losungen (Q310-Q315):

310. Frage
What can be integrated with Cisco Threat Intelligence Director to provide information about security threats, which allows the SOC
to proactively automate responses to those threats?
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A. Cisco Stealthwatch
B. Cisco Threat Grid

C. Cisco Unbrella

D. External Threat Feeds

Antwort: B

Begriindung;
Reference:
httpsy/blogs.cisco.con/developer/automate-threat- intelligence-using-cisco- threat-intelligencedirector

311. Frage
What is a feature of Cisco NetFlow Secure Event Logging for Cisco ASAs?

A. Multiple NetFlow collectors are supported

B. Advanced NetFlow V9 templates and legacy v5 formatting are supported
C. Secure NetFlow connections are optimized for Cisco Prime Infrastructure
D. Flow-create events are delayed

Antwort: B

Begrindung;

The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide the following major finctions: ... -
Delays the export of flow-create events. Reference:
httpsy//www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/general/asa- general-cli/ monitor-nsel. pdf

- Delays the export of flow-create events.

The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide the following major finctions: ... -
Delays the export of flow-create events. Reference:
httpss//www.cisco.comvc/en/us/td/docs/security/asa/asa92/configuration/general/asa- general-clV monitor-nsel.pdf

312. Frage
Which statement about IOS zone-based firewalls is true?

A. Anunassigned interface can communicate with assigned interfaces
B. An interface can be assigned only to one zone.

C. An interface can be assigned to muiltiple zones.

D. Only one interface can be assigned to a zone.

Antwort: B

Begriindung;
Explanation
Explanation/Reference: https://www.cisco.conyc/en/us/support/docs/security/ios- firewall/9862 8- zone-design- guide. html

313. Frage
An administrator is configuring a DHCP server to better secure their environment. They need to be able to ratelimit the traffic and
ensure that legitimate requests are not dropped. How would this be accomplished?

A. Set the DHCP snooping bit to 1

B. Add entries in the DHCP snooping database
C. Enable ARP inspection for the required VLAN
D. Set a trusted interface for the DHCP server

Antwort: D

Begriindung;
To understand DHCP snooping we need to learn about DHCP spoofing attack first.



3. DHCP Respo
<

DHCP Attacker

DHCP spoofing is a type of attack in that the attacker listens for DHCP Requests from clients and answers them with fake DHCP
Response before the authorized DHCP Response comes to the clients. The fake DHCP Response often gives its IP address as the
client default gateway -> all the traffic sent from the client will go through the attacker computer, the attacker becomes a "man-in-
the-middle".

The attacker can have some ways to make sure its fake DHCP Response arrives first. In fact, if the attacker is "closer" than the
DHCP Server then he doesn't need to do anything, Or he can DoS the DHCP Server so that it can't send the DHCP Response.
DHCP snooping can prevent DHCP spoofing attacks. DHCP snooping is a Cisco Catalyst feature that determines which switch
ports can re'spond to DHCP requests. Ports are identified as trusted and untrusted.

§

Client
—
Untrusted

JHCP Attacker
Only ports that connect to an authorized DHCP server are trusted, and allowed to send all types of DHCP messages. All other

ports on the switch are untrusted and can send only DHCP requests. Ifa DHCP response is seen on an untrusted port, the port is
shut down.

314. Frage
Which kind of API that is used with Cisco DNA Center provisions SSIDs, Qos policies, and update software versions on switches?

e A intent
¢ B. nultivendor
e C.event
e D. integration

Antwort: A



315. Frage
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