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During a security assessment of a cloud-hosted application using SOAP-based web services, a red team operator intercepts a valid
SOAP request, duplicates the signed message body, inserts it into the same envelope, and forwards it. Due to improper validation,
the server accepts the duplicated body and executes unauthorized code. What type of attack does this represent?

A. Cryptanalysis attack
B. Wrapping attack

C. IMDS abuse

D. Cloud snooper attack

Answer: B

Explanation:

Comprehensive Explanation from CEH v13 Courseware:

CEH v13 identifies XML Signature Wrapping (XSW) attacks, also known simply as Wrapping attacks, as a major threat against
SOAP-based web services. These attacks exploit weak XML parsing and insufficient validation of signed message components.
SOAP messages often include digitally signed sections, but if the server validates the signature without confirming the correct position
or structure of the signed elements, attackers can duplicate, move, or wrap signed content inside a modified XML envelope. This
allows an attacker to inject malicious payloads while still presenting a valid signature. CEH details how this can lead to unauthorized
execution, privilege escalation, or bypassing authentication controls in SOAP APIs. Cloud snooping, cryptanalysis, and IMDS abuse
do not involve message duplication or signature misplacement. The scenario precisely matches CEH's definition of a Wrapping
Attack in SOAP/XML security.

NEW QUESTION # 436

The network team has well-established procedures to follow for creating new rules on the firewall. This includes having approval
from a manager prior to implementing any new rules. While reviewing the firewall configuration, you notice a recently implemented
rule but cannot locate manager approval for it. What would be a good step to have in the procedures for a situation like this?

¢ A. Do not roll back the firewall rule as the business may be relying upon it, but try to get manager approval as soon as
possible.

¢ B. Have the network team document the reason why the rule was implemented without prior manager approval.

¢ C. Immediately roll back the firewall rule until a manager can approve it

¢ D. Monitor all traffic using the firewall rule until a manager can approve i.

Answer: C

NEW QUESTION # 437
Null sessions are un-authenticated connections (not using a username or password.) to an NT or 2000 system.
Which TCP and UDP ports must you filter to check null sessions on your network?

A 137 and 139
B. 139 and 443
C. 137 and 443
D. 139 and 445

Answer: D

NEW QUESTION # 438
Shellshock allowed an unauthorized user to gain access to a server. It affected many Internet-facing services, which OS did it not
directly affect?

A.OSX

B. Unix

C. Limx

D. Windows

Answer: D



NEW QUESTION # 439

A network administrator discovers several unknown files in the root directory of his Linux FTP server. One of the files is a tarball,
two are shell script files, and the third is a binary file is named "nc." The FTP server's access logs show that the anonymous user
account logged in to the server, uploaded the files, and extracted the contents of the tarball and ran the script using a function
provided by the FTP server's software. The "ps" command shows that the "nc" file is running as process, and the netstat command
shows the "nc" process is listening on a network port.

‘What kind of vulnerability must be present to make this remote attack possible?

A. Brute force login

B. Directory traversal

C. Privilege escalation

D. File system permissions

Answer: D

Explanation:

File system permissions

Processes may automatically execute specific binaries as part of their finctionality or to perform other actions. Ifthe permissions on
the file system directory containing a target binary, or permissions on the binary itself, are improperly set, then the target binary may
be overwritten with another binary using user-level permissions and executed by the original process. If the original process and
thread are running under a higher permissions level, then the replaced binary will also execute under higher-level permissions, which
could include SYSTEM.

Adversaries may use this technique to replace legitimate binaries with malicious ones as a means of executing code at a higher
permissions level. If the executing process is set to run at a specific time or during a certain event (e.g,, system bootup) then this
technique can also be used for persistence.
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