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for Exam Cisco 308-715 SISE — CCNP
Security

About this Course:

* The Implementing and Configuring Cisco Identity
Services Engine (SISE) v3.0 course shows you how
to deploy and use Cisco® Identity Services Engine
(ISE) v2.4, an identity and access control policy
platform that simplifies the delivery of
consistent, highly secure access control across
wired, wireless, and VPN connections. This hands-
on course provides you with the knowledge and
skills to implement and use Cisco ISE, including
policy enforcement, profiling services, web
authentication and guest access services, BYOD,
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300-715 ;A Bk [ (Q244-Q249):

R #244

An admmnistrator for a small network is configuring Cisco ISE to provide dynamic network access to users. Management needs
Cisco ISE to not automatically trigger a CoA whenever a profile change is detected. Instead, the admnistrator needs to verify the
new profile and manually trigger a CoA. What must be configuring in the profiler to accomplish this goal?

A. No CoA
B. Port Bounce

C. Session Query
D. Reauth

Ef#: A
-

Explanation
https//ciscocustomer.lookbookhq.conviseguidedjourney/ISE-profiling-policies

E R #245
Which two probes must be enabled for the ARP cache to finction in the Cisco ISE profile service so that a user can reliably bind the
IP address and MAC addresses of endpoints? (Choose two.)

A. SNMP
B. NetFlow
C. RADIUS
D. HTTP

E. DHCP

IEf#: C. E

fiR .-

Cisco ISE implements an ARP cache in the profiling service, so that you can reliably map the IP addresses and the MAC addresses
of endpoints. For the ARP cache to finction, you must enable either the DHCP probe or the RADIUS probe. The DHCP and
RADIUS probes carry the IP addresses and the MAC addresses of endpoints in the payload data. The dhcp-requested address
attribute in the DHCP probe and the Framed-IP-address attribute in the RADIUS probe carry the IP addresses of endpoints, along
with their MAC addresses, which can be mapped and stored in the ARP cache.
httpss//www.cisco.conmvc/en/us/td/docs/security/ise/2-

1/admin_guide/b_ise_admin_guide 21/b_ise admin guide 20 chapter 010100.html

R #246

An engineer is configuring Cisco ISE and needs to dynamically identify the network endpoints and ensure that endpoint access is
protected.

Which service should be used to accomplish this task?

e A posture

® B. guest access

e (. client provisioning
e D. profiling


https://www.xhs1991.com/300-715.html

EM: D
L

Section: Profiler
Explanation

ER #247
Switch(config)# gigabitEthernet 1/0/2

Switch(config)# authentication port-control auto

Switch(config)# authentication host-mode multi-auth
Refer to the exhibit. In which scenario does this switch configuration apply?

¢ A. when allowing mutltiple IP phones to be connected
¢ B. when passing [P phone authentication

¢ (. when allowing a hub with multiple clients connected
e D. when preventing users with hypervisor

Ef#: C

fEEHL:
httpsy//www.linkedin.com/pulse/mac-authentication- bypass-priyanka-kumar#~:text=Multi%
2Dauthentication’s20host%620mode%3 A%20Y ou,allows %62 Omultiple%62 0source%s20MAC%20addresses.

E R #248

An engineer is working with a distributed deployment of Cisco ISE and needs to configure various network probes to collect a set of
attributes from the endpoints on the network.

‘Which node should be used to accomplish this task?

e A pxGrid
e B.PSN
e C.MnT

e D. primary PAN
Ef&: B

E M #249
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