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18. Frage 
A FortiGate firewall policy is configured with active authentication, however, the user cannot authenticate when accessing a website.
Which protocol must FortiGate allow even though the user cannot authenticate?

A. TACASC+
B. Kerberos
C. LDAP
D. DNS

Antwort: D

Begründung:
DNS traffic must be allowed so the user can resolve domain names and reach the authentication server or web resources, even if
authentication initially fails.

19. Frage 
Refer to the exhibits. An administrator wants to add HQ-ISFW-2 in the Security Fabric. HQ-ISFW-
2 is in the same subnet as HQ-ISFW. After configuring the Security Fabric settings on HQ-ISFW-
2, the status stays Pending.



What can be the two possible reasons? (Choose two.)

A. Upstream FortiGate IP must be set to 10.0.11.254.
B. Management IP must be set to 10.0.13.254.
C. SAML Single Sign-On must be set to Manual.
D. HQ-ISFW-2 must be authorized on HQ-ISFW.

Antwort: A,D

Begründung:
The Upstream FortiGate IP should match the IP address of the Fabric Root interface, which is
10.0.11.254, not 10.0.13.254.
The new device (HQ-ISFW-2) must be authorized on the Fabric Root (HQ-ISFW) before it can join the Security Fabric, otherwise
the status remains pending.

20. Frage 
Which two statements are correct when FortiGate enters conserve mode? (Choose two.)



A. FortiGate halts complete system operation and requires a reboot to regain available resources.
B. FortiGate continues to run critical security actions, such as quarantine.
C. FortiGate refuses to accept configuration changes.
D. FortiGate continues to transmit packets without IPS inspection when the fail-open global setting in IPS is enabled.

Antwort: C,D

Begründung:
In conserve mode, FortiGate restricts configuration changes to preserve system stability. When IPS fail-open is enabled, FortiGate
continues forwarding traffic without IPS inspection during resource constraints (conserve mode).

21. Frage 
What are two features of collector agent advanced mode? (Choose two.)

A. In advanced mode, FortiGate can be configured as an LDAP client and group filters can be configured on FortiGate.
B. In advanced mode, security profiles can be applied only to user groups, not individual users.
C. Advanced mode supports nested or inherited groups.
D. Advanced mode uses the Windows convention - NetBios: Domain\Username.

Antwort: A,C

Begründung:
Advanced mode supports nested or inherited groups, allowing FortiGate to recognize users that belong to subgroups within AD.
In advanced mode, FortiGate can be configured as an LDAP client and apply group filters, giving more granular control over user
authentication and authorization.

22. Frage 
A network administrator wants to set up redundant IPsec VPN tunnels on FortiGate by using two IPsec VPN tunnels and static
routes.
All traffic must be routed through the primary tunnel when both tunnels are up. The secondary tunnel must be used only if the primary
tunnel goes down. In addition, FortiGate should be able to detect a dead tunnel to speed up tunnel failover.
Which two key configuration changes must the administrator make on FortiGate to meet the requirements? (Choose two.)

A. Use the VPN wizard to create an IPsec template for a redundant IPsec VPN tunnel.
B. Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the
secondary tunnel.
C. In the phase1-interface, enable npu-offload to detect a dead tunnel.
D. Enable Dead Peer Detection.

Antwort: B,D

Begründung:
Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the secondary
tunnel → This ensures that the primary tunnel is always preferred, and the secondary is only used when the primary route is
unavailable.
Enable Dead Peer Detection → DPD allows FortiGate to quickly detect when the primary tunnel is down, enabling faster failover to
the backup tunnel.

23. Frage
......
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