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Fortinet NSE7_EFW-7.2 Exam Syllabus Topics:

Topic Details

Topic 1
System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
Furthermore, it delves into configuring various operation modes for an HA cluster.

Topic 2
Routing: It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
route enterprise traffic.

Topic 3 Central management: The topic of Central management covers implementing central management.

Topic 4
Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an
enterprise network.

Topic 5
VPN: Implementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.
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NEW QUESTION # 24 
Which statement about network processor (NP) offloading is true?

A. When NP acceleration is enabled, firewall sessions may not offload if proxy-based security profiles are included in the
firewall policy.
B. For UDP traffic, the FortiGate CPU offloads the first packet to identify it as fast-path traffic.
C. The FortiGate CPU offloads all firewall sessions that require FortiOS session helper to the network processing unit
(NPU).
D. You can disable the NP for each firewall policy using the command np-acceleration set to loose.

Answer: A

NEW QUESTION # 25 
Refer to the exhibit, which shows a network diagram.

Which protocol should you use to configure the FortiGate cluster?

A. FGCP in active-active mode
B. FGCP in active-passive mode
C. FGSP
D. VRRP

Answer: C

Explanation:
Given the network diagram and the presence of two FortiGate devices, the Fortinet Gate Clustering Protocol (FGCP) in active-
passive mode is the most appropriate for setting up a FortiGate cluster. FGCP supports high availability configurations and is
designed to allow one FortiGate to seamlessly take over if the other fails, providing continuous network availability. This is supported
by Fortinet documentation for high availability configurations using FGCP.

NEW QUESTION # 26 
Refer to the exhibit, which shows a partial routing table.



What two conclusions can you draw from the FortiGate output shown in the exhibit? (Choose two.)

A. net-device is disabled in the tunnel IPSec phase 1 configuration.
B. FortiGate creates separate virtual interfaces for each VPN client.
C. add-route is enabled in the tunnel IPSec phase 1 configuration.
D. FortiGate is not using the destination subnets of the quick mode selectors to populate the routing table.

Answer: A,D

NEW QUESTION # 27 
Which ADVPN configuration must be configured using a script on fortiManager, when using VPN Manager to manage fortiGate
VPN tunnels?

A. Disable add-route on hub
B. Set protected network to all
C. Configure IP addresses on IPsec virtual interlaces
D. Enable AD-VPN in IPsec phase 1

Answer: D

Explanation:
To enable AD-VPN, you need to edit an SD-WAN overlay template and enable the Auto-Discovery VPN toggle. This will
automatically add the required settings to the IPsec template and the BGP template. You cannot enable AD-VPN directly in the
IPsec phase 1 settings using VPN Manager. Reference := ADVPN | FortiManager 7.2.0 - Fortinet Documentation

NEW QUESTION # 28 
Refer to the exhibit, which shows an error in system fortiguard configuration.

What is the reason you cannot set the protocol to udp in config system fortiguard?

A. You do not have the corresponding write access.
B. udp is not a protocol option.
C. FortiManager provides FortiGuard.
D. fortiguard-anycast is set to enable.

Answer: D

Explanation:
https://community.fortinet.com/t5/FortiGate/Technical-Tip-How-to-use-UDP-protocol-for- FortiGuard-web-filter/ta-p/191920
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